
DATA – Differential Address Trace Analysis

Samuel Weiser∗, Andreas Zankl?, Raphael Spreitzer∗,
Katja Miller?, Stefan Mangard∗, and Georg Sigl?†

∗ Graz University of Technology ? Fraunhofer AISEC † Technical University of Munich
www.iaik.tugraz.at www.aisec.fraunhofer.de www.sec.ei.tum.de

Side-channel attacks infer sensitive information from computing devices by monitoring supposedly
benign properties like execution time or power consumption. Similar side-information can also be
obtained from memory hierarchies and microarchitectures of modern processors. DRAM, caches,
and branch prediction units, for instance, have all been targets to so-called microarchitectural at-
tacks. These attacks typically exploit the persistent state of shared resources and can be launched
without having physical access to a target device. Microarchitectural attacks bypass important
isolation mechanisms employed by operating systems or hypervisors and consequently put critical
applications at risk. Dedicated countermeasures, however, are only slowly deployed or often com-
pletely omitted in practice. We therefore present DATA, an analysis tool for detecting data and
code accesses that can potentially be exploited by microarchitectural attacks. More precisely, DATA
is a differential address trace analysis framework that reveals address-based side-channel leaks in
program binaries. This type of leaks accounts for cache attacks [1], DRAM attacks [2], branch
prediction attacks [3], controlled-channel attacks [4], and likewise. The detection of address-based
side-channel leaks works in three phases. First, the program under test is executed to record several
address traces. Second, a generic leakage test filters execution differences caused by statistically
independent program behavior, e.g., randomization, and reveals true information leaks. The third
phase classifies these leaks according to the information that can be obtained from them. This pro-
vides further insight for security analysts about the risk the leaks pose in practice. To demonstrate
the effectiveness of DATA, we showcase information leaks in widely used implementations of sym-
metric and asymmetric ciphers. The results indicate that even rigorously tested software may offer
a significant attack surface to microarchitectural side-channel attacks. Frameworks like DATA help
to improve code quality by detecting information leaks early in the development process. Given
the modest deployment of countermeasures in practice and the increasing arsenal of attacks, they
constitute an important part of the defense strategy of security and privacy critical applications.
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