A. Bromme, C. Busch, A. Dantcheva, C. Rathgeb and A. Uhl (Eds.): BIOSIG 2018,
Lecture Notes in Informatics (LNI), Gesellschaft fiir Informatik, Bonn 2018 1

Robust Clustering-based Segmentation Methods for
Fingerprint Recognition'

Pedro M. Ferreira®** AnaF. Sequeira3, Jaime S. Cardoso®** Ana Rebelo?:?

Abstract: Fingerprint recognition has been widely studied for more than 45 years and yet it remains
an intriguing pattern recognition problem. This paper focuses on the foreground mask estimation
which is crucial for the accuracy of a fingerprint recognition system. The method consists of a robust
cluster-based fingerprint segmentation framework incorporating an additional step to deal with pixels
that were rejected as foreground in a decision considered not reliable enough. These rejected pixels
are then further analysed for a more accurate classification. The procedure falls in the paradigm of
classification with reject option - a viable option in several real world applications of machine learn-
ing and pattern recognition, where the cost of misclassifying observations is high. The present work
expands a previous method based on the fuzzy C-means clustering with two variations regarding:
i) the filters used; and ii) the clustering method for pixel classification as foreground/background.
Experimental results demonstrate improved results on FVC datasets comparing with state-of-the-art
methods even including methodologies based on deep learning architectures.
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1 Introduction

Fingerprint recognition systems have been used in a wide range of personal identification
domains, such as civil identification, access control and forensics. Although very effec-
tive solutions are currently available, it cannot be considered a fully solved problem, and
the design of accurate, interoperable, and computationally light algorithms is still an open
issue [Ma09]. A fingerprint recognition system is composed by several processing steps,
usually starting with a fingerprint foreground mask estimation (FME), passing by the en-
hancement and binarization steps ending with minutiae extraction and matching [Ma09] .
This paper focuses on one of the first steps: foreground mask estimation, which is crucial
for the accuracy of the system as a well done fingerprint segmentation promotes both the
elimination of spurious minutiae close to the foreground boundaries and the reduction of
the computation time of the following steps.
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This paper expands a previous work [FSR15] where Ferreira et al. followed the morpho-
logical fingerprint segmentation algorithm presented by Fahmy et al. [FT13]. In the present
work, a more general framework of the method is presented where the method is instanti-
ated by the combination of three different filters: range, entropy and variance filters; and
three clustering methods: fuzzy c-means (FCM), k-means and gaussian mixture models
(GMM) for pixel classification. Experimental results demonstrate significant progress on
the four existing FVC datasets: FVC2000, FVC2002, FVC2004 and FVC2006. The main
contributions of this paper are: i) the general framwork incorporating different combina-
tions of filters and clustering methods; ii) the additional third cluster for the unreliably
classified pixels applying the conceptual idea of reject option; iii) the comparison with
state-of-the-art methods, including a deep learning approach, with leading results being
obtained by the proposed method.

The evaluation was made using masks manually delineated and carried out using state-of-
the-art segmentation methods. Additionally, an indirect evaluation involving the integra-
tion of the proposed modules in a complete fingerprint recognition system and measuring
the gains obtained was made. Using an in-house robust fingerprint verification (RF'V) sys-
tem and replacing the correspondent modules with the proposed methods and state-of-the-
art segmentation methods.

This paper is organized as follows: section 2 contains the related work; section 3 present
the proposed method; in section 4 are presented the frameworks used for evaluation and
the experimental results obtained for fingerprint mask estimation are discussed; and in
section 5 the work is concluded and future work is discussed.

2 Related Work

Fingerprint segmentation methods known from literature can be roughly divided into block-
wise methods and pixel-wise methods [NM14]. Pixel-wise methods [BGO1, WTGO07, FT13]
classify pixels through the analysis of pixel-wise features. Block-wise methods [Ch0O4,
Lil1] first partition a fingerprint image into non overlapping blocks of the same size, and
then classify the blocks into foreground and background based on extracted block-wise
features. The commonly used features in fingerprint segmentation include gray-level fea-
tures, orientation features, frequency domain features among others [NM14].

Bazen et al. [BGO1] suggested a pixel-wise method, in which three features (coherence,
mean and variance) are computed for each pixel and then a linear classifier associates the
pixel with the foreground or the background. The method presented by Chen et al. [Ch04]
uses a block cluster degree along with a linear classifier. Wu et al. [WTGO7] proposed
a fingerprint segmentation method based on the Harris corner detector. The image pix-
els with the strongest Harris response are considered as foreground pixels and the final
segmentation is obtained as their convex hull. Liu et al. [Lil1] suggested a classification
using the AdaBoost classifier with two novel features (block entropy and block gradient
entropy) and several commonly used features (coherence, mean, variance and Gabor fea-
tures). Kang et al. [KZ09] proposed a method based on fuzzy c-means by modifying the
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objective function in the Szilagyis algorithm via introducing histogram-based weighting.
This method is evaluated in a test image in original form and also corrupted by gaussian
and salt and pepper noise. Another method based in an adaptation of fuzzy c-means is
proposed by Raghotham et al. [Ral2]. This method combines the probabilistic fuzzy c-
means clustering (PFCM) algorithm (which is a mix of probabilistic c-means clustering
(PCM) and fuzzy c-means clustering (FCM) algorithm allowing to overcome the noise
sensitivity defect in FCM and coincident cluster problem in PCM) with an adaptative level
set method. The evaluation of the method is done by visual inspection of some examples.
Fahmy et al. [FT13] proposed a fingerprint segmentation method based on morphologi-
cal operations. A range filter is applied to the fingerprint image followed by an adaptative
thresholding binarization. A final morphological post-processing step is performed in or-
der to remove holes in both foreground and background.

Recent works propose to learn a Convolutional Neural Network (CNN) to distinguish be-
tween background and foreground of a fingerprint [NCKJ18, Tal7].

3 Proposed method for Robust Fingerprint Segmentation

Ferreira et al. [FSR15] proposed a robust fingerprint segmentation algorithm, in which the
range feature is extracted from the image and clustered using a Fuzzy C-means (FCM) ap-
proach. Fingerprint images are frequently contaminated by noise and the method presented
was capable of coping with it due to the association of clustering and FCM algorithm.

The present work expands the previous study by reinforcing the proposal of a robust
cluster-based fingerprint segmentation framework able to deal with the sensor interop-
erability problem. The high-level operations that compose the proposed fingerprint seg-
mentation framework are presented in Figure 1. By combining 3 different features (range,
entropy and variance) and 3 clustering algorithms (FCM, k-means and gaussian mixture
models (GMM)) a total of 9 combinations are evaluated in the proposed segmentation
framework. In Figure 2 is depicted one example of the output images in each step.

binarization

fingerprint feature | | clustering p Clusters' | morphological foreground
image extraction method merging post-processing mask

Fig. 1: Architecture of the fingerprint segmentation method proposed.

Feature extraction is the first step. The extracted features should be reliable enough to
represent the foreground of fingerprint images captured with different sensor types.

Clustering technique is applied to the extracted features followed by a robust cluster’
merging procedure. Although fingerprint segmentation is commonly addressed as a two-
class clustering task, in which the goal is to distinguish the foreground cluster from the
background one, here the data is clustered into three clusters. This procedure can be viewed
in the context of classification with reject option [SC10, Sol4, CKB15] which is a vi-
able option in several real world applications of machine learning and pattern recognition,
where the cost of misclassifying observations is high (e.g., as it happens in computer aided
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diagnosis systems). It consists on withholding the automatic classification of an observa-
tion, if the decision is considered not sufficiently reliable. Then, the rejected observation
is typically handled by a different classifier. In our case, all pixels of the third cluster can
be seen as rejected observations, which are further analysed in a more accurate decision
process. That is, a cluster’ merging procedure, based on neighborhood- and variance-based
criteria, is applied to classify the rejected pixels into foreground or background.

Morphological Post-processing is the final step of the method. At this stage, the binary
foreground mask is composed by several disjoint binary regions with ragged boundaries.
Therefore, a post-processing is required to obtain the final foreground mask. The post-
processing operations include: 1) a morphological closing filter to join small adjacent re-
gions; 2) a region filling algorithm to fill interior holes of the binary objects; 3) a mor-
phological opening filter to eliminate thin protrusions and, generally, smooth the contours;
and 4) the largest binary component of the image is selected and assumed as the final
foreground mask. One example of output of this phase is illustrated in Figure 2(e).

(b) (©) @ )

Fig.2: Outputs of the proposed fingerprint segmentation framework (RANGE feature and FCM
method): (a) Original image, (b) Range feature, (c) FCM clustering for C = 3, (d) Binary image,
(e) Final foreground mask, and (f) Foreground boundary superimposed on the original image.

4 Experimental results and discussion of the Segmentation Methods

A total of 9 combinations of 3 extracted features and 3 clustering algorithms were tested
and compared against four state-of-the-art segmentation methods, namely: 1) the baseline
segmentation algorithm [FT13]; 2) the fingerprint segmentation method of the MINDTCT
module from NBIS [Wa07]; 3) a well known variance-based method presented by Kovesi
[Ko]; and 4) the recently proposed factorized directional bandpass (FDB) segmentation
method [THGI15]. For better readability, the 9 variations of the proposed segmentation
framework are denominated according to the feature and clustering algorithm used (i.e.
FEATURE_CLUSTERING), as presented in Table 1.

The quantitative evaluation of the proposed methods is made by: (i) a goal-directed per-
formance evaluation (made by replacing the proposed modules in a fingerprint recognition
system in order to assess the overall improvement in the system performance); and (ii) a
comparison of the automatic orientation and segmentation results with ground-truth data.
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Tab. 1: Nomenclature used to denominate the variations of the proposed segmentation framework.

Extracted feature Clustering algorithm Combination nomenclature
Range FCM RANGE_FCM

Entropy FCM ENTROPY_FCM

Variance FCM VARIANCE_FCM

Range k-means RANGE_kKMEANS
Entropy k-means ENTROPY_KkMEANS
Variance k-means VARIANCE_kKMEANS
Range GMM RANGE_.GMM

Entropy GMM ENTROPY_GMM
Variance GMM VARIANCE_.GMM

4.1 Goal directed evaluation

Table 2 summarizes the results in all the 19520 images of the FVC databases in terms of
EER for the goal-directed performance evaluation, where the 9 variations of the proposed
framework are compared with five state-of-the-art methods by replacing the segmentation
module of the RFV system.

It is possible to observe that the RFV achieves, in general, better results when it uses
the proposed RANGE_FCM combination as segmentation method. Another observation is
that while the range feature is clearly the most robust one, the entropy is not suitable for
fingerprint segmentation due to its noisy background sensitivity, specially in low quality
fingerprint databases (e.g, FVC2000 DB3, FVC2004 DB3). More concretely, the perfor-
mance of the fingerprint verification system is improved in 14 of the 16 FVC databases
when the segmentation method integrated in the system is one of proposed framework
and, in particular, in 9 of the 11 the method is the RANGE_FCM.

In terms of average values, the proposed RANGE_FCM segmentation method promotes
the lowest average EER (3.76%) and the lowest standard deviation (3.55%). These re-
sults indicate that the proposed segmentation algorithm outperforms the existing methods
and can handle better with the sensor interoperability problem. When compared with the
other five state-of-the-art algorithms, the RANGE_FCM combination promoted an overall
improvement in the system performance.

4.1.1 Ground-truth based evaluation

In this experiment 320 images from the four FVC databases were randomly selected in-
cluding 20 images of each subset, to comprise images acquired with different sensors.

The manual segmentation was performed by three specialists in fingerprint recognition.
The segmentation error rate (Err) used to quantify the boundary differences, between the
manual segmentation (GT') and the automatic segmentation (AS), is defined as:

#(GT NAS)

Err=1—-———F7F7-—7""+=
#(GT UAS)

(D
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Tab. 2: Goal-directed evaluation, regarding fingerprint segmentation, in terms of EER(%). Numbers
in boldface are the best results.

FVC2000 FVC2002
DBl | DB2 | DB3 | DB4 || DBl | DB2 | DB3 | DB4
Variations of the proposed segmentation framework

RANGE_FCM 1.86 1.09 2.65 2.32 1.46 0.79 3.94 1.75
ENTROPY_FCM 3.11 1.25 6.61 2.89 1.43 0.71 4.32 1.64
VARIANCE_FCM 1.96 1.27 10.18 | 2.79 1.41 0.75 4.42 1.75
RANGE_KMEANS 2.04 1.14 3.29 2.86 1.36 0.68 4.79 1.68

ENTROPY _kMEANS 2.04 1.45 10.06 | 2.85 1.39 1.00 7.18 1.79
VARIANCE_KkMEANS 1.86 1.14 321 3.01 136 | 0.75 4.39 1.75
RANGE_.GMM 3.86 1.36 4.46 2.85 1.36 | 0.96 6.18 1.79
ENTROPY_GMM 2.04 1.36 9.98 2.85 1.39 0.96 7.14 1.61
VARIANCE_.GMM 9.49 1.47 8.21 2.89 1.39 1.00 5.85 1.75
State-of-the-art segmentation algorithms
Fahmy et al. [FT13] 443 1.32 3.37 2.89 1.39 0.71 4.30 1.93

NBIS [Wa07] 2.04 1.54 10.14 | 2.86 1.32 0.95 7.14 2.18
Kovesi [Ko] 3.68 1.61 15.04 | 2.75 1.43 1.46 | 1632 | 2.27
FDB [THGI5] 1.93 0.97 2.82 2.79 1.54 | 082 | 3.71 1.86
Fingernet [Tal7] 3.21 2.36 6.55 4.04 7.50 329 | 10.67 | 4.87
FVC2004 FVC2006
DBl | DB2 | DB3 | DB4 || DBl | DB2 | DB3 | DB4
Variations of the proposed segmentation framework

RANGE_FCM 493 4.46 4.87 3.61 15.60 | 0.60 523 | 499
ENTROPY_FCM 5.09 4.32 5.07 3.89 16.59 | 0.64 5.67 4.58
VARIANCE_FCM 4.95 4.36 5.07 3.82 16.58 | 0.67 5.81 4.96

RANGE_KMEANS 493 4.29 5.00 3.96 16.55 | 0.68 5.88 4.81
ENTROPY _kMEANS 4.82 6.29 6.57 4.16 16.53 | 0.93 7.21 3.38
VARIANCE _kMEANS 4.95 4.32 5.11 3.89 16.59 | 0.69 5.86 5.09

RANGE_.GMM 4.89 6.48 5.18 4.11 16.51 | 0.92 8.53 3.52

ENTROPY_GMM 5.21 6.29 8.42 3.96 16.50 | 0.84 8.78 3.56

VARIANCE_.GMM 4.82 7.75 5.46 425 16.55 | 0.97 8.55 3.45
State-of-the-art segmentation algorithms
Fahmy et al. [FT13] 5.29 6.79 5.13 4.54 16.23 | 0.75 5.75 9.27

NBIS [Wa07] 4.89 6.61 8.57 4.46 16.58 | 2.25 | 10.13 | 3.45
Kovesi [Ko] 5.03 | 12.71 5.98 5.98 16.24 | 3.76 8.39 9.69
FDB [THG15] 5.75 5.21 6.43 4.5 16.09 | 0.60 6.01 8.09
Fingernet [Tal7] 9.75 | 14.54 | 10.32 | 8.53 22,65 | 3.27 | 12.07 | 7.02

Err is a measure of the misclassified pixels in the foreground and the background. The
measure used to evaluate the methods is the Average Err which corresponds to the average
of the value Err for the three specialists for each segmentation method.

The results obtained for the ground-truth based evaluation are presented in Table 3. The
RANGE_ kMEANS and RANGE_FCM combinations provided the best results, with an
Err of 10.8%. Moreover, the RANGE feature is clearly the most robust and interoperable
one, since it provides the best results apart of the clustering algorithm used. The FCM
algorithm leads, in general, to better results than the other two clustering methods (k-
means and GMM) for the same features. Moreover, the best combinations of the proposed
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Tab. 3: Ground-truth evaluation, in terms of Err(%). The number in boldface is the best result.

‘ H Average Err(%) ‘
RANGE_FCM 10.8
Fahmy et al. [FT13] 11.3
NBIS [Wa07] 17.4
Kovesi [Ko] 21.8
FDB [THG15] 11.8
Fingernet [Tal7] 20.5

segmentation framework (i.e. RANGE_ KMEANS; RANGE_FCM; and RANGE_GMM)
outperformed the four state-of-art segmentation methods. Fig. 3 shows the segmentation
of some images using the proposed RANGE_FCM combination.

Fig. 4: Results of the Fingernet method in images of the FVC databases (different sensor types).

Impact of the proposed cluster’ merging procedure: If the Err is computed by classify-
ing all pixels of the rejected cluster either as foreground or background, taking as baseline
the best combination (i.e. RANGE_FCM) the results obtained show an increase of, respec-
tively, 6.62% and 25.52% in relation to the Err optimal value of 10.8%. This analysis,
clearly demonstrate the importance of the proposed merging procedure in the segmenta-
tion process.

5 Conclusions and future work

This work proposed a robust binarization process based on clustering algorithms. The
method is instantiated by the combination of three different filters: range, entropy and
variance filters; and three clustering methods: fuzzy c-means (FCM), k-means and gaus-
sian mixture models (GMM) for pixel classification. The experimental results showed that
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the proposed segmentation method outperforms other existing methods in both segmenta-
tion error rate and overall improvement in the fingerprint system recognition performance.
In an overall analysis, the ground-truth evaluation showed that the proposed framework
for FME leads to improvements in results when compared with the other state-of-the-art
methods including a deep learning based method. Regarding the goal directed evaluation,
in average the best combination of our proposed method (range filter and fuzzy c-means
clustering method) over-perform the other four methods. For future works we foresee as
worthwhile testing other feature extraction methods that are even more robust to noise and
therefore can lead to better results and comparing more recent deep learning methodolo-
gies.
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