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Modern mathematical statements and proofs become increasingly difficult to review, that is to verify
or falsify. The problem is that for humans the verification of a proof is often more difficult to do than
the creation of the proof in the first place. The reasons for that are manifold: complexity, length and
the sheer number of new proposed proofs cast time constraints and cognitive strain on whoever is doing
the review. Therefore, the human factor seems to be a significant bottle neck and source of error in
this process. Indeed there are already some prominent examples of proposed proofs which turned out
to be incorrect or intangible to verify due to their length (Opfer, 2011; Blum, 2017; Mochizuki, 2018).
This problem is especially relevant for security analysis of cryptographic protocols where properties like
confidentiality, authenticity and integrity are formulated as mathematical statements. If a cryptographic
protocol is falsely assumed to be secure, severe damage may be the consequence: Leakage of sensitive
data, mass surveillance and corporate espionage are possible examples.

Therefore, automatic provers, verifiers and proof assistants are current subjects of research and in-
vestigated as a solution to this problem. Such tools automate the process of finding a proof or verifying
statements to improve the trustworthiness of stated results. Tamarin-Prover is one of these verifiers
which was developed by Schmidt (2012); Meier (2013) in their dissertations at ETH Zurich. This tool
operates in a symbolic model which means that cryptographic messages are viewed as terms instead of
bit strings and cryptographic primitives are modelled as function symbols which are applicable to terms.

Inspired by related work on TLS 1.3 (Cremers, Horvat, Hoyland, Scott & van der Merwe, 2017),
we report on the experiences and insights gained from working towards an automatic analysis of the
IPSec protocol using Tamarin-Prover. We focus in particular on the initialization process before the
authentication part of the IPSec protocol. Many cryptographic primitives used in IPSec such as generating
nonces, Diffie-Hellman exponentiation and signatures are built into Tamarin-Prover and are easy to use.
However, others turn out to be more complicated to implement or they induce an idealization, which
may reduce the expressiveness of the results. For instance, pseudo-random functions when modelled as
function symbols are collision-free. We discuss the strengths and weaknesses of the symbolic model and
propose some building blocks for use in automatic security analyses in Tamarin-Prover as an initial step
towards a reference implementation of IPSec.
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