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Abstract: Smart Grid and Smart Metering are being rolled out all over the world.
However, the media, politicians and consumers are very sceptic about the potentially
involved privacy loss. In this paper, we discuss the types of data the Smart Grid utilizes
and what level of access the different roles of the Smart Grid need for their legitimate
business. Furthermore, we provide some scenarios for how this data could be abused
by stakeholders of the Smart Grid as well as external attackers.

1 Introduction

Smart Metering refers to the collection of consumption profiles and other information at

customer’s households with the help of so called Smart Meters. While the concept of

Smart Metering is applicable to many other types of utilities like gas or water, it is most

often discussed in the context of the electrical grid. There, Smart Metering is one part

of the Smart Grid vision, where the electricity network is amended with a parallel com-

munication network. The idea of the Smart Grid is to collect information along with the

consumption/generation of electrical energy. This information can then be used to improve

the process of energy generation, consumption and distribution. This is particularly useful

in the electrical grid, since one physical limitation of the electricity grid is the inability to

store electricity. Therefore, supply (generation) must match demand (consumption) at all

times.

Today, predictions help to plan efficient long-term generation capabilities (like large elec-

trical power plants) and less efficient but flexible generators are used to create the match

of supply and demand. Clearly, the overall efficiency of the system critically depends on

the quality of the predictions. Consumption of big energy consumers like steel plants can

already be planned and controlled in a predictable way. However, the mass consumption

by private households is very hard to predict. Currently, their consumption is approxi-

mated by so called standard profiles. These are calculated based on historic data and also

current information like weather data and TV programs. While this method has proven to

be reliable in the past, a more fine grained control of supply and demand promises more

efficiency.

Smart meters allow a more fine grained control because they can act as both sensors and

actuators in the private household. The vision is that every household measures its con-
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