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Abstract: Compliance management tackles issues related to both modelling and
enforcement of business constraints in enterprises. In the context of business
process management, we propose and describe the use of constraint satisfaction
problems as a formal mean for representing these business constraints. We propose
a multi-level constraint satisfaction approach to handle different levels of
abstraction in business process modelling. We elaborate on the modelling of
compliance requirements using constraint satisfaction and discuss implications of
this technique such as problem solving strategies. This work shows that a certain
class of compliance problems which can be grounded to constraint satisfaction
problems can be solved efficiently using the proposed approach.

1 Introduction

Business Process Management (BPM) is the discipline of capturing, modelling,
implementing, and controlling all activities taking place in an environment defining the
enterprise, and this, in an integrated manner [Sch00, AHWO03]. Several languages,
frameworks, and tools that support one or many of the listed aspects are available.
Organizations do not only own business processes, they are also subject to regulations.
Companies are forced to implement measures ensuring they are compliant with these
regulations, since non-compliance can cause judiciary pursuits or loss of market
confidence and thus diminution in share value [KS+08]. Doing this, companies face two
main problems: (i) finding suitable modelling formalisms and languages for expressing
compliance constraints, while dealing with the complexity introduced by the various
kinds of interdependencies between business processes. And (ii), proposing efficient
means of compliance verification and enforcement that can both provide exact answers
about the compliance status of business processes and this in a reasonable amount of
time.

* Both authors are first authors and contributed equally to this work.



Among the various techniques already proposed for dealing with business constraints,
modelling as constraint satisfaction problems (CSPs) is an attractive approach [Run09].
This position paper presents our ideas dealing with compliance in the context of
business process management (BPM).

In the following, we elaborate on compliance in BPM and focus on the use of CSP for
this purpose in Section 2. Section 3 contains an explanation of the approach proposed in
this work, while Section 4 provides an example of constraint checking as we propose it
for BPM. An overview of related work is given in Section 5. Finally, Section 6 contains
concluding remarks together with planned future work.

2 Problem

2.1 On Compliance as Constraint Enforcement

Compliance means ensuring that structural and behavioural properties of business
processes (BPs) (resp. business process architectures) are defined according to certain
requirements. In the case of regulatory compliance, the latter requirements are provided
by regulatory documents. Usually compliance requirements regard temporal properties
of BPs, task selection criteria or resource allocation criteria as in [LS+06]. However,
additionally to these requirements and to the dependencies between tasks in business
processes, another aspect adds to the complexity of compliance management when
observing business process in the context of BP architectures: dependencies between
processes. In dealing with business process structures and compositions (which define
architectures), inconsistencies may arise with regard to initial requirements on BPs as
well as to compliance requirements. The problem we need to deal with is to (i) find out
about these inconsistencies and to (ii) be able to propose configurations of BPs and BP
architectures where these inconsistencies do not appear.

CSPs take a set of variables and constraints on these variables and seek a solution to the
problem of finding a consistent assignment to the values of these variables [Kum92]. If it
is possible to represent compliance constraints as CSP problems by finding out which
BPs and BP architecture variables and constraints relate on them (i. e. relations
describing the dependencies between BPs), we may transform the problem of
compliance to a CSP problem. This work examines cases where this reduction makes
sense and where CSP can be a satisfying tool for answering the question of compliance.
When related back to the problem definition above, the problem we face is to be able to
find configurations in terms of variable domains that ensure that no inconsistencies in
BPs and architectures can occur. One example of dependencies between business
processes are sequential dependencies (i. e. ordering), which can be represented as
constraint sets on values of input/output variables of processes that are executed in a
sequence. There may be other kinds of dependencies as well, such as parallel execution
dependencies, synchronisation dependencies or vertical dependencies (i. e. compositions
of business processes where a BP task is in fact implemented by a BP).



2.2 Constraint Enforcement for Business Processes

Constraint satisfaction problems have been in the focus of intensive research and
experiences for decades. There exist efficient algorithms and heuristics for the reduction
of problem size and for efficient generation of solutions. Overall, the techniques can be
used to guarantee that specific relations hold [Kum92, Dec03]. A CSP is a triple
(V,D, C) where V denotes a finite set of variables, D denotes a set of associated
domains with possible values for each variable, and C denotes a set of constraints:

V ={vi, ..., va} a finite set of variables
D= {D,, ..., Dn} associated value domains {v, : D, ... ,va: Du}
C a finite set of constraints c(V;), 1€ {1, ..., m}, with

ci(Vj) to set the subset Vi = {vj, , ..., vi,} €V in relation,
solution space for ci(V;): {Dj; X ... X Dy}

Each constraint defines a relation between a subset of variables and constrains the
possible values for the involved variables. A constraint concerning only one variable is a
unary constraint, constraints concerning two variables are binary constraints, constraints
with three variables are ternary constraints, etc.

A short example would be the following simple constraint problem: Let there be two
variables a and b each with the assigned value domain {0, 1, 2, 3, 4, 5, 6, 7, 8, 9}, and
the binary constraints ci:a+b=10 and c;:a-b=2. The solution for this simple
constraint problem would be a =6 and b = 4. Note that besides arithmetic domains also
symbolic domains are feasible and that the principles are not restricted to discrete
domains.

Another widely used example is the map colouring problem: In figure 1 we see a small
map consisting out of three parts X, y, and z each with the associated value domain {red,
green, blue}. To generate solutions for the problem each part of the map has to be
coloured in a way that direct neighbours have different colours.

x = {red, green, blue}

z = {red, green, blue}

y = {red, green, blue}

Figure 1: Graph colouring problem



The resulting constraint problem is represented by the constraint graph in figure 2: The
constraint variables are represented as nodes, the edges of the graph are constraints
between these variables. Possible solutions for this CSP would be: (1) x = red, y = green,
z =blue, (2) x = green, y = blue, z = red, (3) x = blue, y =red, z = green, ... etc.

If for any reason the domain of a variable is reduced to a smaller number of values, this
domain modification can be propagated through the constraint net using the available
constraints to determine smaller value domains for the rest of the involved variables.

x = {red, green, blue}

y = {red, green, blue} z = {red, green, blue}

yl=1z

Figure 2: Constraint graph

For Example: If the domain of x in figure 2 is restricted to a single value, this value has
to be removed from the domains of y and z because of the constraints between the
involved variables. If further the domain of y or z is reduced by another value the
respective domain is single-valued, too. In another propagation step this domain
modification would be propagated to the domain of the remaining variable, so the result
of the propagation would be a solution of the original CSP in this case.

Constraint propagation is used to reduce the problem size of CSPs and to reach different
levels of local consistency with respect to the value domains of the constraint variables.
Another aspect is the application during search algorithms looking for solutions of a
specific CSP.

3 Approach

Dependencies between business processes relate the data flow and the input/output
interface of processes. We propose the application of Al methods out of the area of
knowledge based configuration [Stu97] to build consistent configurations of business
processes. A consistent configuration of a business process is twofold: at modelling time
it is a consistent static business process model; at runtime it is the consistent state of a
business process instance.



We propose how to handle different levels of nested business processes. Flexibility is an
important criteria, because different kinds of problem and/or sub-problem dependencies
require the flexibility to define different solution strategies and the application of
problem specific solving algorithms.

3.1 Ensure Consistent Configurations Using Constraint Satisfaction

L BP Architecture ]

BP Models

AN E
Dependencies @ Constraints

Figure 3: Compliance problem as constraints on dependencies between processes

To ensure consistent configurations of business processes there is the need of
management of dependencies between business processes. To create a consistent
business process architecture (containing several BP models with dependencies between
them), individual requirements for each process have to be satisfied. Usually a process
needs some input data to work on and often this input is the result of one or more
preceding processes. The results of a process needed by a subsequent one are commonly
saved as attribute values. So dependencies between business processes are represented as
relations between arbitrary attributes of individual processes. Examples for dependencies
are:

1. sequential dependencies: Relations between processes in a sequential order.
These are relations between the input/output values: the output of a preceding
process is needed as input of a subsequent process.

2. hierarchical dependencies: One or more processes can be sub-item(s) of a
higher-ordered process. Relations between lower and higher-ordered processes.
These are relations between the input/output values of the first/last sub-process
and the input/output of the higher-ordered process.

An open question is how to handle these dependencies and relations. An answer we
propose is a technique out of the field of artificial intelligence (Al), namely constraint
satisfaction. Constraint satisfaction is widely used for example in the field of knowledge
based configuration, in this case to model relations between components and
respectively their attributes [Stu97]. Compliance requirements on processes can be
represented as complex relations between the processes. The set of compliance
requirements this work deals with are the ones that can be represented as constraints on
the dependencies between BP models (see figure 3).



In business process modelling we can use constraints to model relations between the
attributes of processes. This means, for algebraic constraints, simple equations and
inequations, so called intensional constraints.' Besides, all types of operators are feasible
and fully depend on the implementation of the constraint solver used. Constraints may be
used:

» to reduce the possible assignments to variables, which leads to a reduction of
problem size,

»  for the (early) detection of inconsistencies in the business process model and
the business processes at runtime,

*  to generate solutions for a certain problem.

Constraint satisfaction in particular supports the propagation of changes to the attribute
values and the associated domains throughout a “net of constraints” to reach problem
reduction.

The techniques to restrict the domains to a fewer number of values are available for
numerous domains (in general finite domains and infinite domains). So the issue to
generate consistent configurations of the involved business processes can be handled for
combinatorial and numerical problems.

3.2 Static and Dynamic Use of Constraints

The usage of constraint relations for business processes may be a static use at modelling
time or dynamic use at runtime.

At modelling time a consistent configuration of a business process is a consistent static
process model. The constraints connect input/output variables or attributes of the
business processes. Constraint satisfaction is used to check for inconsistencies of the
static model like in the following example: Two attributes a and b of two different
business processes are connected by the constraint ¢,: a > b. The process model would be
consistent only if for each value in the value domain of variable a there is a valid value
in the domain of b so that the constraint is satisfied. Consistent value domains for
example would be the following intervals: a=1[0..4], b=[5..9]. Obviously this
mechanism can be used for user assistance to optimize problem size of the process
model.

At runtime a consistent configuration of a business process is the consistent state of a
business process instance. In this case constraint satisfaction is used to check for
inconsistencies during the execution of the business processes. User input, external data
and calculation results may lead to a reduced solution space.

'Which is the implicit definition of a constraint. In contradiction explicit definitions of constraints, €. g. as
tables, are called extensional constraints.



For example: Given the constraint relation c,: a>b connecting the attributes of two
processes. Given further value domains a =[0..9] and b =[0..9], if some input will set
b=15 the value domains can be reduced to a=[5..9] and b=[5]. Further problem
reduction may be reached by propagating these changes through the constraint net by
constraint propagation. Like in static use this may also show inconsistencies of the
current business process configuration.

3.3 Multi-Level Constraint Problem

Different levels of a hierarchy in a business process architecture can be seen as different
levels in a hierarchy of constraint problems. Each level of the constraint problem
represents a level of the business process architecture. Each business process may
consist out of a set of sub-processes, which are sub-problems in the constraint hierarchy.

The resulting hierarchy of processes and constraint relations leads to a multi-level
constraint problem. The goal using a multi-level constraint problem is to handle
different levels of nested business processes. For this task flexibility is needed, because
different kinds of problem dependencies require the need to define different solution
strategies and the application of problem specific solving algorithms: Different layers in
the hierarchy could define different sub-problems. For each sub-problem another
solution strategy depending on the value domain of the variables (e. g. finite, infinite,
symbolic, Boolean) and the problem structure defined by the constraint net can be
applied. At the higher-order levels, the integration of local solutions has to be done in
order to achieve globally consistent configurations of business processes.

4 Checking a Business Process Against Constraint Rules

First, we will outline an example for a sequential dependency. A sequential dependency
means a constraint has to be satisfied in order that a process is allowed to be the
successor of a preceding process. In figure 4 we see process I and process 2 with the
attributes a and b. They are connected via a constraint connector which contains the
constraint relation and the assignments of the attributes to the constraint variables in so
called constraint pins. Process 2 is allowed to be the successor of process 1 only if the
constraint relation is satisfied and vice versa: process 1 is allowed to be the predecessor
of process 2 only if the constraint relation is satisfied.



R process 1 | process 2 .

attribute: a attribute: b

constraint connector

()

constraint pin: v1 <—a Uconstraint pin: v2 < b

constraint relation(s): 0 < vl + v2 < 10

Figure 4: Example for sequential dependency

Our second example is a hierarchical dependency. In figure 5, we have a super-process
and two sub-processes and constraint connectors between the processes.” The sub-
processes are allowed to be sub-items of the super-process only if the constraints hold
and vice-versa, the super-process is allowed to be super-item only if the constraints are
satisfied. We obtain two levels in a hierarchy of processes and constraint relations,
which leads in extension to a multi-level constraint problem.

R > super process = Lo o-o___- > ...

constraint connector constraint connector

N N

Lo sub-process 1 L ___________ sub-process 2 R

Figure 5: Example for hierarchical dependency

Notice that these techniques can be used at business process design- and runtime.

“Details like attributes and constraint relations are left in figure 5 for simplifying reasons.



5 Related Work

The paper proposes the application of constraint satisfaction to ensure the consistency in
sequential and hierarchical relations of business processes. Related work to this approach
therefore may be found in the domain of constraint satisfaction [Dec03]. Existing
constraint satisfaction approaches may be employed to achieve the goals outlined in this
paper. Hierarchies of constraint problems can be described by the composite CSP whose
main application is in the configuration domain [SF96]. Regarding the aspect of
flexibility with respect to problem specific solving algorithms an interesting field is the
research on the coordination of cooperative constraint solvers [AM98].

Existing approaches combining business process modelling with constraint satisfaction
methods do not focus on different levels in problem hierarchies, solving sub-problems
and the integration of solving results. In his approach, Edward P. K. Tsang uses open
constraint satisfaction, a branch of constraints research for open-world scenarios, for
business process modelling [Tsa03]. Another approach is to use temporal constraint
networks to model the temporal relations in business process models [LS+06]. Tools
with integrated temporal constraint networks already exist such as workflow
management systems [RRDO03].

Planning algorithms from the field of AI [RN02] would be an alternative to describe the
orderings of sequences of business processes. So another way to handle temporal aspects
is the combination of the planning paradigm and the constraint satisfaction paradigm
[NN+07]. In this case the planning paradigm is adopted to control the sequence of
processes. The constraint satisfaction paradigm is used to keep the objects consistent. It
should be considered that the CSP paradigm is sufficient if temporal constraints are used.
In our case CSP is employed to handle hierarchies and provide more flexibility in
expressing consistency requirements.

Existing application fields of business process modelling in combination with constraint
satisfaction methods are the support of workflow collaboration with constraint solving
capabilities [CH+04] and dynamic web service composition [CL+05].



6 Conclusion & Outlook

In this position paper we have discussed the problem of compliance in the context of
business process management. We have motivated the use of CSP as a formal means for
modelling and verifying a certain range of compliance problems. Then the types of
problems we tackle are discussed, namely dependencies between business processes. We
also provide related thoughts on static and dynamic constraint solving, on multi-level
constraint solving as well as on problem solving strategies. Although several work in the
context of BPM proposed and provided techniques for using CSP as a tool for verifying
constraints on business processes, these approaches mostly focus on the use of one
specific technique and do not take a generic approach to the problem. This is the goal of
this research. Our aim is to empower compliance and BP experts with a framework for
modelling and verifying compliance requirements.

Based on the observations made in Section 2, we plan to extend the fundamental part of
this work by conducting a survey of the different kinds of compliance requirements and
BP dependencies for which the use of CSP techniques can prove useful. Additionally to
this part of the research, a review of the state of the art of CSP techniques will also be
conducted. Based on this output, we will study the adequacy of different CSP techniques
for the different BP compliance problems. Another important aspect will be a graphical
notation for expressing compliance constraints on business processes, which can then be
automatically transformed into CSPs. We plan to start validating this work by tackling
the modelling and verification of quality of service based selection of services and
resources in compositions of business processes.
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