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Abstract: Biometric gait recognition is a well suited method for authentication on
mobile devices as it is unobtrusive and concurrent. Hence, in contrast to PIN authen-
tication it is no extra-effort for the user. The characteristic gait of a subject can be
recorded using accelerometers which are nowadays already contained in many mobile
devices. From this data biometric feature vectors can be extracted and stored as ref-
erence data on the device. Only if the user is not recognized by his walk an active
authentication via PIN is necessary.

As the number of attacks on mobile devices increases it cannot be assumed that the
data stored on the device is under constant control of the subject. Therefore, template
protection techniques should be applied to secure biometric data. As biometric gait
recognition is a new field of research no specific template protection methods have
been developed so far. This paper describes a new method for securing biometric gait
features based on histograms and using the earth mover’s distance for comparison.
The method is tested with gait data of 48 subjects recorded using a mobile phone and
the results are compared to the ones obtained without template protection.

1 Introduction

A survey by Furnell and Clarke [CF05] shows that data in mobile devices is often insuf-
ficiently protected. When turning on the phone, entering a PIN is only necessary in 66%
of the cases and after a stand-by phase this is only required at 18% of the devices (either
because the phone does not offer this setting or because the owner did not select it). This
implies that in most cases everybody who has physical access to the device can directly
access all stored information. As the proportion of sensitive information (contacts, emails,
...) saved in mobile devices grows, this is becoming critical. 30% of the respondents of
the survey consider PIN authentication to be inconvenient. But most mobile devices do not
offer a suitable alternative. Accelerometer-based gait recognition is such an alternative. In
contrast to PIN authentication no active input of the user is necessary. Most smartphones
do contain accelerometers for games or changing the orientation of the display. These ac-
celerometers can directly be used to record the specific gait of a subject. This means that
no special hardware is needed to collect the gait data which is a great advantage to other
biometric modalities like fingerprint. When a subject is walking with his phone he is di-
rectly authenticated based on his gait. Recently, Gafurov et al. [GS09, GHS06] and Ailisto
et al. [ALM™05] have suggested methods for extracting feature vectors from accelerom-
eter data. Using data collected with dedicated accelerometers (i.e. not accelerometers
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contained in mobile devices) they report equal error rates up to 6.4%.

While biometric identification and authentication provides considerable convenience and
also some security benefits over token- or password-based methods, other security and
privacy concerns unique to biometrics must be taken into account. These include identity
theft, cross-matching, and the exposure, often irrevocable, of sensitive private information,
as well as traceability of individuals.

This has stimulated research on the protection of stored biometric data in recent years,
primarily focusing on preventing information leakage. Template protection techniques,
also referred to as biometric encryption, untraceable biometrics, cancelable or revoca-
ble biometrics, have been developed. These convert biometric data elements into mul-
tiple (ideally) uncorrelated references, from which it is infeasible to retrieve the orig-
inal information and in some cases have already been integrated into existing systems
[gen, pri]. [ZWBKO09] gives an overview and security analysis of existing template pro-
tection techniques, which have been already developed for different modalities like finger
[UJO4, RCCBO7], face [VKjST06, Zho07], iris [WHNBOS] and vision based gait recog-
nition [ATIS09]. Template protection is a generalized and efficient method to preserve
privacy and to enhance security of biometric data by limiting the exposure of template
data which cannot be revoked. They exhibit the following key properties:

One-Way and Robustness A secure reference can be computed efficiently from a bio-
metric datum (template) while it is either computationally hard or impossible to
deduce the template from such a reference. The derivative references can be com-
pared to a biometric datum under similarity metrics for the underlying biometric
template. This allows the successful comparison of measurements exhibiting small
variations or measurement errors to a derivative reference.

Diversity and Randomness Template protection can create numerous secure references
from one biometric feature with the references independent on each other, i.e. know-
ledge of one reference does not yield information on other references derived from
the same template. This eliminates the problem of cross-matching and tracebility.

The resulting various references are also called pseudo identifiers [BBGKOS]. Different
methods to protect the biometric data exist, which can be classified into four categories:
cancelable biometrics, biometric salting, fuzzy encryption and biometric hardening pass-
words.

Although the research on accelerometer based biometric gait recognition shows that it of-
fers a promising way to provide a more convenient method for authentication on mobile
devices, no research has been done so far in the area of template protection for biometric
gait data collected using accelerometers. One reason for this might be, that biometric data
stored on the mobile device seems to be under control of the subject (similar to systems
using on-card biometric comparison, see [iso]). Nevertheless several attacks on mobile
devices have been reported [HJIOO08, Win] which make clear that data stored on the mobile
devices should be protected.

The paper is structured as follows. The next section gives an overview over the collected
gait data and the extracted feature vectors. Section 3 describes the developed template pro-
tection method and section 4 explains the test and states the obtained results. A summary
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and conclusions are given in section 5,

2  Biometric Gait Data

As owr focus on the application of the proposed technigue is the protection of biometnc gail
data collected with and stored on mobile devices, o databose containing sustnble test dato
had 1o be created. Cur dotahase consists of data of 48 subjects collected wsing a standard
mebile device (T-Mobile G} which contains accelerometers [or measunng scceleration
in three directions as indicated in figure 1. The phone was camied in a bag which was
pitached 1o the belt of the walking subject of the rght hip (see figure 1), All subjects had

Figure 1: Phone aitsched 1o subject and the three aves in which accelemtion is measunsd.

to waalk aboul 3T meters down the hall, wait for o shord time, tum arcuned, wait agun and
walk back. Subjects were told o walk at a nommal speed, which results in different walking
spocds for different subjects depending on what 55 assumed 1o be normal, An example of
the acoelerometer datn recordsd during one of these sessions is given in igore 2.

From this data, the paris where the subject is walking (colled walk and indicated by the
doshed lines in Agure 2) have been extracted. As two sets of data hove been collected
from each subject ot two different days, four walks of each subject are available for tests,
The first walk is wsed 10 compute the reference data, the Turther three walks provide the
probes.  The movements of a subject approximately repeal every [wo sleps (see g
1), which suggests the extraction of these ovcles and determination of a cycle which =
ypical for a specific subject and hence con be wsed as fepture vecton,  As mast of the
gait recognition methods proposed in lierature are based on a excle extraction method
(e [GR0A, GHE0S, ALMT05]), our proposed template protection method should be
applicable w these festures (cyches), Therefore, to get approprigte test data, cycles have
been manually extracted from the collected data. The mosd suitable cyeles of each subjec
have been selected by determining the reference cyele (irom the first walk) and one probe
evele of each of the other walks in such a way that sum of the distance from the reference
i the probes is minkmal, The data is imerpolated 10 a fived sampling rate {100 Hz) and

75



T r. ; L
1= 1 i I"['.m (L |
cycle

Flgure 3: Example of gaii dais. The cyclic repetiion cun be clearly seen
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centered around rero, Afler these preprocessing sieps our data base consisted of 192 cycles
(feature vectors) of lengih between 62 and 138 samples,

3 Horizontal Projection

Biometric template prodection technigques sne used 1o creste pseuds identifiers from the
bismetric lemplate. This psesdo identifier should only revenl limited information abow
the original biometric charscteristic and in sddition the generation of different pseudo
identifiers from the same biometric template should be possible, To transform the tem-
plate in a way such that no private information can be oblained, one-way functions can
be used, We propose using o horizontal projection of the values in the feature sector 1o
the y-axis as one-way function which is the same as calculaning the histogram of the sc-
celerometer data, Figures 4 and 5 show examplary four cyeles of two dilferent subjects
and the oblained histograms. Crosses on the eyveles show the scceleromeler vislues con-
taimed in the feature vector, Only these values contribute (o the histogram, The direction
of projection is indicated a1 the upper left cyele.
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Figure 4: Two different cycles and comesponding histograms of subject |,
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Figure 5: Two different cycles and commssponding histogranms of subject 2.

Thie figures already indicote tht the histograms obinined from cyeles of the same subject
are more similar than histograms of different subjects, This assumption has been tested us-
ing the data described in section 2. Test and results are given in the following section. The
histogram generation removes private information (e.g. about health conditions) from the
temiplate and makes it impossible w0 reconstruct the onginal gait cycle. The histogram re-
veals information abowt the minimal and maximal value of the gait cyele (comesponding 1o
the: first and lost non-zero bin), but furthermiore o relevant information about the shape of
the cyele can be obtnined, To give the possibility of creating different protected templses
from one biometrie feature, i1 is possible 1o permutate the bins of the histogram, This
permutation can be chosen dilferently for different applications to prevent cross msching
bt it has 1 be considered when calculating the distance between the histograms,

4  Tests and Resulls

Cycles obtmined os described in section 2 ane used to test the proposed method. From cach
cycle o histogrom was crested, Positions of the used bins hove been the same for all cycles,
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200 bins were used as this resulted in best recognition rates, but varying the number of bins
did not have significant influence. This resulted in protected templates of length 200.

For comparision of the templates the earth mover’s distance (EMD) [RTG98] returned the
best results, which is a well known distance for comparing histograms. To illustrate this
metric, bins of one of the histograms are assumed to be piles of soil and the bins of the
second histogram are assumed to correspond to holes in which the soil should be filled.
EMD measures the minimum cost needed to fill the holes with the soil, where the cost
is the amount of soil transported times the distance by which it is moved. In our basic
case the distance between bins at the same position will be zero, neighboured bins have
distance one and so on. When the bins have been permuted, the distance matrix has to
reflect this permutation.

The obtained results are given as Detection Error Trade-off curve (DET curve) by the
dotted line in figure 6. The result is compared with the one obtained without template

Figure 6: DET-curves obtained with and without template protection.

protection indicated by the continuous line in figure 6. The distance used for comparison
in that case is dynamic time warping (DTW) [M07]. Without using template protection
the equal error rate (EER) is 12.85%. By using the proposed template protection method
this increases to 29.47%. The reason for this will be the loss of information introduced by
the histogram calculation, due to which no temporal information remains.

5 Summary and Conclusion

Having in mind the increasing amount of sensitive information stored on mobile devices
and the increasing number of attacks on those devices, the need for secure, user-friendly
authentication methods becomes clear. Accelerometer based gait recognition is such a
method as it is able to authenticate a subject unobtrusively whithout his intervention. Up
to now, no publications about template protection for accelerometer based gait recognition
exist. This paper proposes a template protection method for cycle-based gait recognition
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techniques, as this is the mainly chosen approach applied in existing feature extraction
methods.

The feature vectors are converted into protected templates via histogram generation. Di-
versibility is obtained by applying different permutations to the template for different ap-
plications. The resulting templates are compared using the earth mover’s distance. This
technique does increase the EER significantly from 12.85% to 29.47% which indicates
that the temporal distribution of acceleration values, which gets lost by histogram com-
putation, does contain major information. Future work will focus on developing template
protection methods which keep this information to guarantee a lower EER.
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