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Combined Certificate and Resource Discovery for
Dynamically (Dis-)Aggregating IoT Processes

Frank Engelhardt! Mesut Giines?

Abstract: The concepts of Microservices and Organic Computing contribute to a fully distributed
architecture of the Internet of Things (IoT), avoiding single points of failure through massive service
distribution. The distribution and the lack of structure, however, come with large communication
overheads. We discuss the necessity of structure in IoT networks focusing on the problem of trust
handling, specifically analyzing the certificate chain discovery problem. Moreover, we provide an
argument towards solving the certificate chain discovery problem in the same manner as the service
discovery problem in a combined, semi-structured approach. By numerical analysis we show that
the introduction of a hierarchy can avoid scalability problems and that resource directories used for
service discovery can serve as hierarchical entities.
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1 Introduction

The modern, yet permanently evolving IoT imposes many changes to our everyday lives
as the pervasiveness of intelligent gadgets enriches many sectors at once. The trust that
we grow in smart things stems from the benefits that we gain from their intelligence as
they improve services and systems that we interact with every day. But as computation
becomes more ubiquitous and the interconnection between devices more complex, the
verification of communication and computations run by smart devices becomes a huge
problem. Trust in services is easy to compromise, especially when networks and systems
become so complex that no single controlling instance has complete knowledge about every
single system entity. Service aggregation using Organic Computing may play a key role
in managing growing complexity in IoT systems [Ro16]. We speak of such IoT systems
that use Organic Computing and Microservices to manage their intrinsic complexity as
dynamically (dis-)aggregating IoT systems.

It is, however, obvious, that establishment of trust in such systems is far more complex than
the verification and validation of each sub-component of an organic system. Communication
and aggregation can also be compromised, such that the aggregation as a whole needs to be
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trustworthy as well. Exchanging symmetric keys is not an option in huge networks, thus
asymmetric encryption needs to be implemented in an efficient and scalable way.

In this paper, we investigate the certification process in IoT networks and discuss the
necessity of structure to reduce communication complexity. Since in IoT devices are most
commonly resource-constraint, storing certificates in order to establish trust networks is
a problem that should be delegated to devices with bigger storage capacity. In numerical
analysis, we show that the utilization of such resource directories enables the certificate
chain discovery to be solved with reasonable overhead compared to a completely distributed
approach.

The rest of this paper is structured as follows. Section 2 gives an introduction to the
structure of future of dynamically (dis-)aggregating IoT processes. Section 3 introduces
the trust chain management problem. Section 4 summarizes related work. In Section 5,
we present a solution considering common communication approaches and the concept of
resource directories. Section 6 contains a numerical analysis, and Section 7 concludes with
a discussion.

2 Dynamically (Dis-)Aggregating IoT Processes

Microservice architectures are dominating in software development nowadays [AAE16;
Nal6]. The concept allows for aggregation of applications from small entities of software
which are easier to maintain and develop. It is also easy to scale these services as migration
cost is low. In the IoT market there is rapid development towards small and flexible services.
Applications also migrate towards the end-user in order to decrease latency and improve
scalability. Many edge cloud approaches are on the market for that purpose, for example
Microsoft’s Azure IoT Edge, Akamai IoT Edge Cloud, and Google’s Cloud IoT.

The development of these approaches also follows the goal to decentralize server infras-
tructures and gain independence from big data warehouses. More and more stakeholders
in industry aim to have local infrastructure close to their property. Together with the
microservice approach, this continuous development improves flexibility, scalability and
responsiveness of huge systems. However, the configuration and maintenance overhead for
such distributed systems becomes significant. For example, the failure of a single sensor,
router, or server can require the migration and duplication of many services in order to
replace the failed subsystems. This process must be automated in order to keep complexity
low on microservice levels.

Fig. 1 demonstrates such a scenario where services have to be migrated due to a system fault
on some entities. To allow automatic migration of services and restoring of functionality, the
system under observation and control must be based on a flexible service description and
allow a controller to re-assemble functionality from small parts. With organic computing,
for example, the overall system can restructure itself according to global rules. This self-
organizing behavior allows for managing the growing complexity of several hundreds or
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Fig. 1: Migration of a service in a redundant control system due to failure of a sensor (a). The sensor
driver A migrates in order to recover from the failure and re-establish system functionality (b). Due to
dependencies in the controlled object, also the actuator software has to migrate to another point in the
system.

thousands of microservices dispatched on sensors, actuators, routers, and servers. However,
such a restructuring demands strict system definitions with capabilities, requirements, and
trust models in order to give organic controllers all the necessary information.

3 Trust in Internet of Things (IoT) Networks

Trust is a category that extends beyond security issues [YZV14]. The reliability, availability,
resilience and persistence of a system are also contributing to its overall trustworthiness.
Systems which generally are considered trustworthy are more often relied upon for in terms
of information exchange, relaying, reasoning, or taking actions. For sensors and actuators,
for example, their accuracy, precision and proper fault modeling may be considered more
important than privacy or confidentiality, as the proper operation of a system depends
primarily on those former properties.

In terms of security, however, trustworthiness is an important issue and covers authenticity,
confidentiality, integrity and access control. Due to the heterogeneity and huge complexity
of IoT networks, key exchange imposes a great challenge to applications. Configuring keys
per hand comes with prohibitively high labor cost. Asymmetric encryption via certificates
can be a solution to the key exchange problem without sharing secret keys, but opens up the
new problem of certificate exchange. A certificate is hereby granted by a signing entity v,
containing the information that another entity u has public key P,,.

Cert(u,v) = Ay|Pyle(h(u|Py), Sy)
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Where S, is the secret key of the issuer v, e(m, k) is an asymmetric encryption function for
message m using key k, and /() is a hash function. A, is the address (or common name)
associated with u. | denotes the string concatenation.

3.1 Public Key Infrastructure

Public Key Infrastructure (PKI) solves the certificate exchange problem by hierarchical
structures and is well-established in the World Wide Web. With PKI, a globally trusted
Certificate Authority (CA) issues certificates for users u. The CA thereby has to check the
identity of u and then associates P,, with it by issuing the certificate. Every entity wishing
to check the identity of u can then take the publicly available certificate and verify it with
the public key of the globally trusted CA.

The approach has drawbacks, however. The CA is a single point of failure in several ways.
First, it has to be designated and maintained with special effort, imposing configuration
maintenance overhead. Second, it must be trusted by everyone, which is especially prob-
lematic for heterogeneous IoT networks. Third, the central organization can also impose
scalability issues.

3.2 Web of Trust

The Web of Trust (WoT) which was introduced with PGP [Ca07] dismisses the hierarchical
PKI idea. Instead, nodes can issue certificates for each other in a peer to peer manner,
creating a non-hierarchical network of trust. Trust in an entity increases with more peers
have granted certificates for it. So there are nodes that are potentially more trustworthy than
others, depending on the heterogenity of the peer group that had issued certificates for them.
As this approach imposes the problem of non-binary trust, it is scalable and applicable for
heterogeneous IoT networks.

Let (V, E) with E C V x V be the certificate graph of the IoT network of the nodes V. The
certificate graph stores the certification relations between nodes, i.e. (1, v) € E & Cert(u, v)
exists in the network. For simplicity we further assume a mutual certification process,
meaning any node v that trusts u and issues a certificate Cert(u, v) also receives a certificate
Cert(v, u) from u. Hence the graph is undirected.

A source node s can assume trust for a destination node d if there exists a certificate chain
S I= V0, Vs Verl, Ve =0 d Vi,enVe €V, (vi,viy1) €E

with Cert(v;,v;41) for 0 < i < ¢. To begin with, every node may have only its neighbors
included in its own certificate list when it enters a network. The problem of certificate chain
discovery [Ki0O5; Mo07] evolves, as not every node is able to have direct access to every
certificate present in the network.
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4 Related Work in IoT PKI Solutions

The PGP standard [Ca07] defines a WoI model for the World Wide Web that could potentially
be adapted for IoT [Ki0S5; Mo07]. Decentralized approaches exist, e.g. [DI10] that mitigate
the configuration problem. But the issuing of a root certificate is always a problem.

Blockchain-based PKI approaches have the potential to eliminate the CA as the single point
of failure [LSM17; PDF18; SB18]. These approaches, however, have huge drawbacks. Each
node must store at least a subcopy of the global blockchain, and there must be a mining
procedure as credit source between nodes. Both add storage and computational demands
that are expensive for IoT nodes and limit scalability and energy efficiency.

S Certificate Handling in (Dis-)Aggregating IoT Networks

In our work we suggest to use resource directories that are part of the Constrained Application
Protocol (CoAP) specification [SKA19] to aid in certificate exchange process.

5.1 Service Discovery and Certificate Chain Discovery

Both the service-oriented architecture and the certification process suffer from respective
discovery problems. Service discovery is necessary for aggregating microservices, because
the complexity of applications is so high that they can not be managed statically. Similarly,
since trust can not be statically configured with every IoT device, networks have to
autonomously discover certificate chains at runtime. Both mechanisms can, therefore, utilize
the same infrastructure, as we show in the following sections. Our idea is basically to
make use of CoAP service directories, which compose a solution to the resource discovery
problem, and re-use them to additionally store and discover certificate chains in IoT networks.

We base our solution on the certificate chain discovery algorithm proposed by Kitada
et al. [Ki05], which we briefly introduce before presenting our variation. Suppose every IoT
node v € V stores the set of certificates

C, ={Cert(v, u)|u has signed a certificate for v}U
{Cert(u, v)|v has signed a certificate for u}
that it either signed itself for another node u or that were issued for v by u. The certificate

graph then contains an edge between nodes u and v if and only if there is a certificate
C € C, UC,. A certificate chain between nodes s and d is found using the Algorithm 1.

Mohri et al. [Mo07] calculated the mean communication overhead S; (k) for finding such a
path as follows.

k
Sl(k)=hxkares+thixSreq(i—1) (1)

i=1
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Algorithm 1 Find a certificate chain vg, vy, ..., v, between s = vg and d = v, [Ki05]

(V,E’) « SpanningTree(V, E, s)
V0> V1, ++er Ve < Path from d = v to s = v in E’
return vg,vy,..., Ve

Where £ is the average number of hops between two nodes that share a certificate, m is the
average node degree in the graph (V, E), k is the height of the spanning tree, and Sq (i),
Sres are the packet sizes of the request and response packets in bytes. They are given as
follows (including header sizes Sreq, Sres) [M007]:

Sreq (i)
SI‘CS

sizeof (Cert(u, v)) X i + Sreq,

sizeof (Cert(u, v)) + Ses.

Note that k is at the same time the average path length of a certificate chain. By increasing
the number of edges in the graph (thus increasing m), the path length k is reduced. Because
k is in the exponent, increasing m to reduce k is a good choice, but is often not possible,
because the number of certificates that can be stored on a resource-constrained IoT node is
limited. Kitada et al. suggest m = 4 as a minimum value to ensure a closed graph is formed,
but that might result in long paths and high overhead.

5.2 Variation by Introducing Structure with Resource Directories

As a solution to the exponential overhead we suggest the introduction of resource directories
with bigger storage. CoAP specifies such resource directories to address the resource
discovery problem [Sh20]. As the standard does not restrict their use, they can serve to
support the certificate chain discovery problem as well. In IoT networks, these resource
directories may consist of small server nodes, with memory capacities in the Gigabyte range,
thus being able to store a significant amount of certificates. Examples of these could be
edge nodes, like network routers or bridges, that are common entities in IoT networks.

Assuming that a single directory can store up to / certificates, we propose a network structure
where the n nodes are divided into [n/l] groups, each group being assigned to one resource
directory. The certificate graph can then be ordered as indicated in Fig. 2.

The [n/1] directories have to form a trust network among one another, which can be a fully
connected graph, or itself a meshed network similar to that proposed in [Mo07] or [Ki05].
The former method is preferable, since it reduces the path length k to 3 at maximum. We
however show by numerical analysis that also a meshed connection between the resource
directories reduces the overhead to a practically feasible amount.
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Fig. 2: Left: Unstructured certificate graph after [Ki05; Mo07]. Right: Structured graph through
resource directories.

6 Numerical Analysis

We compare the communication overhead of the proposed resource directory based discovery
algorithm using Eq. (1). We assume an IoT network in the form of a Wireless Multi-Hop
Network (WMHN) with a variable node count n and a proactive routing scheme, that has
fully populated routing tables as required by [KiO5]. The respective meshed topologies
shall be chosen such that their diameter d is O (\/ﬁ) This is, for example, the case for a
Manhattan grid. We estimate d = +/n for the sake of simplicity, which is for example the
case for an 8-neighborhood.

Having r = [n/I] resource directories (as part of the n regular nodes), we assume them to
be interconnected with a certificate graph of diameter dgyuctured = V7. The height of the
spanning tree then can grow up to a maximum of kgyyctured = dstructured + 2 between two
regular nodes. We estimate the average node degree mgyctured as follows.

r2 —3r

n

Mistructured = 2 +

The proof is given in the appendix. We compare the results to those that were assumed
by Mohri et al. [Mo07] with a general network structure that does not distinguish be-
tween resource directories and normal nodes. For that, we then assume mynstructured = 4,
kunstructured = [\/ﬁ] The structured approach thus reduces the value of k approximately by a

factor of VI compared to the unstructured approach.

Parameter Symbol Value
Request header size Sreq 16 Byte
Response header size  spes 16 Byte
Certificate size sizeof(Cert(u,v)) 256 Byte
Mean hop count h 1

Tab. 1: Common parameters used for analysis.

Moreover, the parameters in Tab. 1 are chosen for both methods.
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Fig. 3 shows the results for both network structures, where / = 100 is chosen for the
structured network. The structured network clearly outperforms the unstructured one. This
is because the height of the spanning tree k and thus the communication path length is
limited to the relatively small number of resource directories compared to the overall node
count. In the structured approach, the flooding can omit the relatively big number of leaf
nodes that are known to hold no useful information.

A disadvantage is the increased storage capacity that a resource directory needs to store
certificates. They do not only have to store all certificates of their / leaf nodes, but also
need additional storage to form a trust network among each other. In case of a fully
connected network between the resource directories, the total number of stored certificates
is (r + [)xsizeof(Cert(u, v)).
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Fig. 3: Overhead analysis.

7 Discussion

Both the certificate chain discovery problem and the service discovery problem are
important milestones on the pathway to realize microservice-based (dis-)aggregation of
large applications in the IoT. In this paper, we provide an argument for solving both
problems in the same manner in a combined, semi-structured approach. The benefits of
the combination are the reduction of redundancies as well as strong synergy effects. By
using specialized devices with a certain memory capacity, that act as combined service and
certificate directories, the communication complexity is shown to be reduced by a significant
amount. In our numerical analysis, resource directories, as they are proposed for example in
IETF drafts [SKA19], show to reduce communication overhead. Naive approaches, on the
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other hand, can easily overburden the capacities of devices and networks even in small-sized
problems.

Although the semi-structured approach is accepted and already widely adopted for the
resource discovery problem, it is not so popular for the certificate chain discovery problem,
where the idea of having a completely distributed WoT, in absence of any hierarchies,
dominates. The semi-structured approach is here an in-between solution that utilizes
elements of both WoT and PKI approaches.
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Appendix

r2-3r
n

Theorem 1. mgrycured = 2 +
structured network.

is an upper bound for the average node degree in the

Proof. The n — r regular nodes each have a degree of 1. For the r directory nodes, we
assume that the regular nodes are balanced among them. So edges exists from each directory
node to (on average) (n — r)/r < [ regular (leaf) nodes. Furthermore, assuming a fully
connected network between directory nodes as worst-case assumption, an edge to each other
of the directory nodes exist, which yields an average degree of r — 1 + (n — r) /r for each
directory node. That yields

(n=r)yxl+rx(r=1+m-r)/r) _2+r2—3r
n n

Mstructured =



