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IMSI catcher is a device to identify and track cellular phone subscribers,
traced back to the 1990s with devices such as StingRay from Harris Corpora-
tion and GA 900 from Rohde & Schwarz. IMSI catchers threaten the privacy
of mobile phone users by identifying and tracking them (Strobel (2007)). Com-
mercial IMSI catcher products exploit vulnerabilities in cellular network security
standards to lure nearby mobile devices. Commercial IMSI catcher’s technical
capabilities and operational details are still kept as a secret and unclearly pre-
sented due to the lack of access to these products from the research perspective.

On the other hand, there are several solutions to detect such IMSI catch-
ers to protect the privacy of mobile subscribers. There are smartphone apps
such as SnoopSnitch and AIMSICD, dedicated sensor network such as GSMK
Overwatch, and network operator assisted method for detecting IMSI catcher
activities. These IMSI catcher detectors mainly operate by gathering cellular
information, analyzing them for anomalies and warning the user/operator about
the presence of an IMSI catcher. However, detecting IMSI catchers effectively on
commercial smartphones is still a challenge due to limited information provided
by a smartphone and partial implementation of detection parameters.

In this talk, I present a systematic study of commercial IMSI catchers, based
on publicly available product brochures and international patents. From these
information, I present the technical capabilities and inner-workings of commer-
cial IMSI cathcers and vulnerabilities exploited in cellular networks (2G, 3G,
and 4G). Following this, I present a survey on IMSI catcher detection method-
ologies proposed by various research studies and commercial products. Finally,
I provide insights that we believe help guide the development of more effective
and efficient IMSI catcher detection techniques.
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