
r its integration into European Law, is referred to as the “Schengen acquis”

[EC06].
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– 160 million

EU citizens, 60 million third country nationals not requiring visa, and 80 million third

country nationals requiring visa [EC08a]. To facilitate these large flows while keeping a

high level of security requires efficient border management. The EU border management

policy aims to strike a balance between on the one hand promoting movement of people

and goods, and enabling cross-border collaboration, and on the other hand providing a

high level of security.

In the conclusions of the Justice and Home Affairs ministerial meeting of 4-5 December

2006, the Council of the EU adopted the concept of Integrated Border Management. This

concept consists of the following dimensions:

�

�

�

�

�
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ed “overstayers”.

The regulation on the Visa Information System (VIS) and the exchange of data between

Member States on short stay-visa will be formally adopted in 2008. The regulation
covers the exchange of data between the states that apply the Schengen acquis on

applications for short stay-visa and on the decision taken thereto. The goal of this

exchange of data is to facilitate the examination of such applications and the related

decisions, to prevent so called visa shopping, to facilitate the fight against fraud, to

facilitate the checks at the external border and within the territories of the Member

States, to assist in the identification of persons, and to prevent threats to the internal

security of any of the Member States.

The new ideas raised by the Commission [EC08b] are mainly on facilitation of border
crossing for

nationals who have been awarded the status as “Registered Travellers”. An entry/exit

system could become operational by 2015.
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eoples’ identities. However, the accuracy of facial recognition

systems has traditionally been behind the top biometric modalities like fingerprints and

iris. Recent tests [NIST07], however, show that the latest facial recognition algorithms

are nearly as good as its traditional rivals. Furthermore, the tests included comparisons

with trained humans, where the algorithms performed better than the humans. Most

difficult subjects from the point of view of false acceptances are twins and close relatives

(as faces are genetically determined). False rejects on the other side can be caused by

variances in backgrounds, poses, mimics, hair styles, glasses, hats, scarves or

illumination.
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– Automatic Recognizing of Passengers with Credentials – has been

launched by the Portuguese authorities to (1) facilitate the increasing flow of passengers

at the airports, (2) enhance service levels at the airports (speed and convenience), (3)

save personnel resources and (4) reduce the costs. The RAPID system is based on facial
recognition and allows automated border crossing of passengers holding EU electronic

passports. This is the first system in Europe to allow automatic border checks of

passengers with electronic passports.

The system started as a pilot project with ten booths at Faro airport in May-June 2007

and after the evaluation conducted by the University of Algarve [Alg07] it became

operational. Since August 2007, the RAPID system has become operational at Lisbon

airport and the plans cover the employment of RAPID at all Portuguese international
airports and ports.

The automated border check starts with the passport scanning. The traveller inserts the

datapage of the passport into the passport reader. The reader checks physical security

features, reads the MRZ (Machine Readable Zone) and communicates with the chip in

the passport. This process is fundamentally the same as in the classical border booth.

When the passport is successfully read and verified, the front door opens and the

traveller enters the booth. In the booth there is a monitor displaying instructions and 2

cameras. One of the cameras is a standard wide-angle low resolution CCTV camera and

is only used for surveillance purposes. The other camera is an industrial quality high

resolution (2 megapixels) camera. The output of this camera is used for the biometric

verification of the traveller. Two images per second are analysed and compared with the

passport photo of the traveller. If the matching is successful, the second door opens and

the passenger has passed the border. If a successful match is not obtained within 30

seconds, the first door opens and the passenger is referred to a manned booth. Human

oversight is provided by a border guard officer in a booth, who supervises the whole

process, including the matching of the facial images, for all ten gates.

An important performance parameter indicating the provided security of an automated

border crossing system is the False Acceptance Rate (FAR). The usual way of

calculating the FAR is to consider so called zero-effort forgeries. In such cases people do

not try to modify their appearance, they only randomly try to match their natural face

with the biometric data (facial image) of someone else. Such a test was run by the Vision

Box company by using test data from real field use. The results showed a zero-effort

FAR of 0.03%.

The study of the Algarve University took a more realistic approach trying to match

people with similar looks. It is natural that their success rate was higher. The FAR for

the 448 pairs of similar people that could be found amongst the passing travellers turned

out to be 1.3%. This trial confirmed that for facial biometric systems the most difficult

subjects to distinguish between are close relatives like siblings or parents and children.
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86% rated the solution ‘easy to use’; 99%
would use it again; 98% would recommend it to people they know; and 93% of previous

overseas travellers felt it made the arrivals experience better.

The use of SmartGate is currently limited to Australians and New Zealanders with ICAO

compliant electronic passports. However, the system will gradually be opened for other

nationalities.
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