Managing legal compliance through security requirements
across service provider chains: A case study on the German
Federal Data Protection Act

Christian Sillaber, Ruth Breu*
Quality Engineering Research Group
Institute of Computer Science, University of Innsbruck
Technikerstrasse 21a, A-6020 Innsbruck
{christian.sillaber, ruth.breu}@uibk.ac.at

Abstract: Future service customer-provider as well as inter-provider relationships will
see the increased application of dynamic service composition providing a broad diver-
sity of functions. However, currently existing deficiencies of processes and tools force
service providers and service consumers to trade off profitability against security com-
pliance. This is predominately due to the ignorance or manual resolution of policy
and configuration dependencies, caused by distinct terminologies and languages used
at both the service provider and service customer. We report on the research design
for the Collaborative Security Requirement Management System (CoSeRMaS), a col-
laborative and semi-automated tool to manage, define and validate inter organizational
requirements. We demonstrate the capabilities of CoSeRMaS to establish and vali-
date the legal compliance that is demanded by the German Bundes Datenschutzgesetz
(BDSG) when two or more customers and providers exchange data as part of their
service composition.

1 Introduction

Service providers strive to improve the quality of the service they provide. To achieve
a high level of quality, it is often required to rely on third parties for data processing.
Therefore, sensitive data that has been provided by the service customer is often shared
with third parties. Accidental disclosure of this information may often negatively affect the
customer’s life or business. To prevent this, governments have established legislations to
ensure that privacy is respected and businesses processing data must comply with it. For
example, the German Bundesdatenschutzgesetz (BDSG), protects personal information
from being disclosed to unauthorized third parties and defines specific compliance rules
for business entities processing such data.

Future customer-service provider relationships will see the increased application of dy-
namic service composition providing a broad diversity of functions. Service providers
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themselves will become service customers, as they will increasingly become part of more
complex service orchestrations. As a result, service providers are faced with three chal-
lenges: First, to ensure internal compliance to relevant privacy laws. Second to ensure the
compliance of third parties they rely on for data processing. And third, to communicate the
state of compliance in a timely, correct and understandable manner to either the customer
directly or other providers across the service composition chain.

Recent research on bridging the gap between formal concepts and legal texts has either
focused on first-order temporal logic (e.g. [BMDS07,BKM10,[DJLO8,LM09]) or descrip-
tive languages (e.g. [JSSO1,LMWO02, MGLO6]). Despite this huge number of frameworks
and formal concepts, to the best of our knowledge, there has been comparatively little
work on actually using formalized legal texts to improve business processes, inter-business
and customer-business relationships. The lack of profound tool support for ensuring legal
compliance of day-to-day business processes through formalized legal texts is a significant
deficiency, if the idea is to succeed in tomorrow’s service organizations. The contributions
of our work are intended to help bridge this gap.

The main contribution of this paper is threefold: First, we have formalized the BDSG using
a requirement fulfillment model. Secondly, we have developed the Collaborative Security
Requirement Management System (CoSeRMaS) prototype, as a collaborative and semi-
automated tool to define, validate and exchange intra organizational security requirements.
CoSeRMasS helps service providers to ensure that their business complies with applicable
laws and policies. It furthermore enables businesses that are part of service composition
chains to efficiently and transparently communicate their internal compliance with the law
and ensure and manage the compliance state of third parties they rely on. Finally, we use
the formalization of the BDSG to show how CoSeRMaS can be used to assure BDSG
compliance along a chain of service providers in a small case study.

2 Related work

In [HOAOQG]], the authors present the requirement based access control analysis and policy
specification method. The presented method integrates access control analysis to ensure a
policy and requirements compliant system. A set of process descriptions and heuristics are
presented that support analysts derive and specify access control policies while ensuring
traceability. However, the presented approach focuses on software development processes
and not on general business processes or compliance along service provider chains. The
approach we present in this paper provides a traceable approach to compliance mecha-
nisms between business entities as well as internal processes.

Goal-based modeling is used by the authors of [Rif06]] to verify the implementation of a
financial system to ensure compliance with the Basel II regulation. The presented method
divides the organization and its business processes in distinct organizational layers. Then,
for each organizational layer, objectives, strategies and indicators are defined to provide
a structure for the design of a regulation-compliant financial system. Apart from being
design-oriented, the presented approach does not provide mechanisms to identify non-
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compliance situations. Furthermore, their approach cannot be easily generalized and fo-
cuses on internal compliance.

Several methods have bee proposed in the past to formalize privacy laws. Most approaches
(e.g. [BMDS07,BKM10,/DJLOSLLMO9]]) emphasize first-order logic models to derive leg-
islative objectives. While these approaches work well for automated systems and pro-
cesses, they lack support for higher level business processes. L.e. they can be used to vali-
date a specific software tool for its compliance but do not provide adequate means beyond
that on an organizational level. Furthermore, they do not provide traceability mechanisms
and are often not designed for use by stakeholders.

Several Governance, Risk and Compliance (GRC) tools are currently available on the
market that provide support for business wide compliance and risk management [[TarO8|.
While tools like Axentis [BHOS|, BWise [Spi11]] or OpenPages [RWB11] provide support
for risk and compliance management, their inner processes are often not publicized and
their scientific validity is not verifiable [RWS11]. It is often unclear how well these tools
support the functional model of the company or to what degree they require the company
to align their business processes with a specific methodology [SGO9, RWSI11].

3 Motivation and definitions

Compliance with applicable laws is an important concern for organizations that collect and
process personal information, such as service providers. The design and control of organi-
zational processes that are compliant with privacy regulations has become one of the great-
est challenges for service providers today (for example, health service providers [Dey10]).

It is apparent that the legal language and terminology used in laws like the BDSG is much
too specific, dense and often too complicated to be used as a day-to-day guide to man-
agers and decision makers of service providers [Dey10, PHI10]. Instead, stakeholders as
well as service customers are interested in straight answers to questions, such as “Is the
service provider compliant to the BDSG?”, “What has the service provider done/to-do to
be compliant?” and “Can the service provider back up these claims with reliable data?”.
A recent study [TBDM12] has identified the proper coordination of the involved parties as
well as the management of (security) relationships across orchestrated services as two key
challenges in today’s cross-organizational security management.

Therefore, to demonstrate the capabilities of CoSeRMaS and to address these challenges,
as defined in [TBDM12], we want to answer the following question: Is it possible to have
efficient means of verifying whether a particular service provider (that is part of a complex
service orchestration) is compliant to a specific law or regulation? We have chosen the
BDSG as the law of interest in this paper for three reasons: First, it is rather short with less
than 50 paragraphs and second, this law does not require any particular domain knowledge
unlike other (privacy) laws (e.g. HIPAA [Lad97]]). Third, the law is not service provider
specific, i.e. it applies as a lex specialis to health care service providers as well as generic
data processing service providers.

For the scope of this paper we understand compliance with the BDSG as fulfilling all legal
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requirements defined in the BDSG. For simplicity we view the BDSG as an isolated law
and do not consider any other norms that might apply. Legal requirements are used in
this paper to describe all conditions or capabilities that must be met or possessed by the
business entity to satisfy the BDSG, i.e. be compliant with the BDSG (cf. [Kot92]). A
legal requirement is fulfilled, if all conditions or capabilities are, in fact, met or possessed
by the business entity. For instance, the legal requirement of § 4¢ BDSG (content of report
to legal authority) is fulfilled, if the report sent to the legal authority contains the nine
entries defined in § 4e BDSG.

4 CoSeRMaS and the BDSG: a case study

Consider a simple motivating scenario in which a customer wants to process complex and
sensitive data. Rather than purchasing his/her own infrastructure to run the calculation,
he/she decides to rely on a service provider to do the processing. However, as it turns out,
the service provider is not capable of doing the entire processing in house and has to rely on
a third party service provider. The service customer is aware of this situation, but requires
the service provider to ensure that the third party is fully BDSG compliant. Figure[T|shows
the three parties. Service Provider 1 relies on three Services (1, 2, 3). Service 1 processes
the sensitive data. The other services do not process sensitive data. The dotted arrows
denote how sensitive data is provided from the customer to the first service provider and
from there to the second service provider (flow of processed data not shown). The flow
of compliance information is show as a bold arrow: The third party (Service Provider 2)
has to report its internal compliance state to Service Provider 1, which then has to store
and report it in combination with the state of its internal BDSG compliance to the service
customer.

Internal BDSG compliance?

Internal BDSG compliance?
BDSG compliant?
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| » f 3
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e Service 1 Service Provider 2
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Figure 1: Motivating scenario: Ensuring BDSG compliance across a service provider chain
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4.1 CoSeRMaS

CoSeRMaS [BFIO™ 11]] has been developed to improve the management of security re-
quirements. It has been designed to manage internal security requirements derived from
laws, policies or other requirements. The tool provides stakeholders with a convenient in-
terface to view, specify and refine requirements. The confirmation status of requirements
can either be set manually by stakeholders, or CoSeRMasS can automatically set them ac-
cording to the results of external scripts (e.g. results of a database query). Furthermore,
it allows to verify and manage the delegation of responsibilities among employees. E-
mail capabilities and an internal task and messaging system allow for the easy exchange
of information between stakeholders. CoSeRMaS can send automatic requests for the
requirement confirmation via e-mail to stakeholders outside organizational bounds.

Built around the generalized concept of security requirements [HB09,I0B06]], CoSeRMaS
can be used to freely model requirement fulfillment trees. The underlying meta-model is
depicted in Figure[2] The central components of the meta-model are the Security Require-
ments and the Protection Targets. Security Requirements are derived from a Source, for
instance the BDSG. Each Security Requirement is linked to a Protection Target, i.e. an
asset it protects.

hierarchy hierarchy

derived from Fa’g_ltl |_Tag :I

| ; tectsDi
P = protectsDuring
@) =
jpasen { B — - — - — - _ Se‘_:ur“'y o - T 0.1 metmmnrxrgm-__.|
S of Requirement | —— ]
P d N | o 7o depends on
/ | \ realzes protectsDuring ! N
[Potiey | [other| atvays / .
) ) design /
implementation / kS
disposal ‘Assﬂl’yna | Fsm |

Figure 2: Simplified meta-model used by CoSeRMaS.

AssetTypes can be used to group assets together. For instance, in our example the Asset-
Type, External IT Services contains three assets: Service I, Service 2 and Service 3 (cf.
Figure . Through the attribute BDSG-Sensitive-Data = {true / false}, external services
that process sensitive data, and therefore have to be BDSG compliant, can be marked.
The overall structure of the protection targets can be derived from the functional model
of the organization (cf. [BFIO™ 11| for detailed information on the meta-model and the
connection to the functional model).

For the scope of this paper, we define requirement fulfillment trees analogous to directed,
acyclic graphs: A fulfillment tree is an ordered pair ' = (R, A) with R being a set of
requirements and A being a set of requirement fulfillment connections. A requirement
fulfillment connection a = (z1,%2,...,Z,,y, FM) denotes that the fulfillment of re-
quirement y depends on the fulfillment of requirements z;, z2, . . ., ,, and the associated
fulfillment model F'M. The fulfillment model describes a function that determines the
fulfillment status of a superordinate requirement based on the fulfillment status of subor-
dinate requirements. For example, let the fulfilment model be the logical AND (i.e. all
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Figure 3: Protection Targets from our case study that model an IT Service Landscape with three
external IT services.

subordinate requirements have to be fulfilled in order to fulfill the superordinate require-
ment):

FM(y) = {not fulfilled otherwise

The function state(z;) returns the fulfillment status of the requirement z;. If z; is a super-
ordinate requirement, the status depends on the evaluation of the subordinate requirements
according to the above description. If x; is a subordinate requirement, the status has to be
either set manually by a stakeholder or is set automatically according to the value returned
by an external script that was executed by CoSeRMaS. Although the resulting fulfillment
tree is - mathematically speaking - a graph, we decided to refer to it as tree due to the clear
structure and precedence between requirements that results form the fulfillment model. If,
in the following sections no specific F'M is mentioned, an AND connection of subordinate
requirements is implied.

4.2 Deriving requirements from the BDSG

As outlined in[#.T} CoSeRMasS has been developed to manage security requirements. The
challenge is now to transfer the BDSG according to a methodical approach to security
requirements.

The first, and trivial step is to introduce BDSG compliance as a security requirement.
According to the concept of fulfillment models, outlined in the previous section we can
then proceed to model the BDSG - requirement and fulfillment tree in CoSeRMaS by
breaking down the overall requirement in smaller, better manageable requirements.

BDSG compliance

HOEOOB0OOBE

Figure 4: Flat security requirements derived from the BDSG.
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The BDSG consists of 48 paragraphs that can be used to further refine the overall compli-
ance requirement. Following the notation defined in the previous section, this flat fulfill-
ment tree can be defined as BDSGcompliane = (1,2,3,...,47,48, AN D) (cf. Figure E])
However, this simple fulfillment and requirement tree is far from being useful. For in-
stance, not all paragraphs contain normative rules. E.g. § 1 BDSG contains legal defini-
tions and terminology. Similarly, §§ 45ff BDSG contain transitional provisions. Therefore,
to generate a useful fulfillment tree, we conducted a throughout analysis the BDSG. Dur-
ing this analysis, we have identified three types of fulfillment models. They are shortly
described with an illustrating example in the following paragraphs.

In the first fulfillment model, a paragraph requires one, two or more paragraphs to hold
true (AND case) . For instance, § 6 BDSG requires the business to ensure the rights of
affected persons according to §§ 19, 34 BDSG (right of information) and §§ 20, 35 BDSG
(right of correction, removal or locking of data). Therefore, § 6 BDSG is only fulfilled if
measures according to §§ 19, 34, 20, 35 BDSG are in place (cf. Figure[5)

Ensure rights
of affected (§ 6 BDSG)

A
] ]

Correction, removal and
locking processes in
place (8§ 20, 25 BDSG)

Information process
in place (8§ 19, 34 BDSG)

Figure 5: Example for an AND - Fulfillment model in the BDSG: The top level security requirement
is fulfilled if all low level requirements are fulfilled.

Second fulfillment case: a paragraph contains two or more alternative cases. For instance,
64 d 3) BDSG exempts companies with less than 9 employees from the reporting obligation
according to §4 d BDSG. Therefore, to be compliant with §4 d BDSG, a company has to
either report to the authorities according to §4 d 1) BDSG, or have a commissioner for data
protection appointed according to § 4d 2) BDSG or must fulfill the conditions of § 4d 3)
BDSG (cf. Figure|[6).

Reporting obligation
fulfiled (5 4d BDSG)

Comissioner for Data <8 employees,
Protection appointed contractually obliged or
(§ 4d 2 BDSG) conset given (§ 4d 3 BDSG|

Report to regulator
§ 4d 1 BDSG)

Figure 6: Example for an OR - Fulfillment model in the BDSG: The top level security requirement
is fulfilled if at least one subordinate requirement is fulfilled.

The third type of fulfillment is the basic type which denotes a leaf requirement. This
requirement is either set to fulfilled or not fulfilled by a human or a computer script that
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verifies the requirement against reality. For instance, § 4¢ BDSG determines the content
of a report to the regulatory authority. It consists of 9 entries that must be included in each
report (e.g. name of company, address, etc.). Each of these entries is a leaf node of the
Report well formed (§ 4¢ BDSG) requirement that connects them via an AND fulfillment
rule.

Based on these findings, we transformed the BDSG in a fulfillment tree, depicted in Fig-
ure [/} Due to limited space we have only included the first three levels that include the
important cases AND, OR and leaf requirement.

8DSG Compliance

Ensure third Data breach handling
party compliace processes in place
(s5 28 f BDSG) (5423 BDSG)

i 1 I T \ I

Process exist to inform Process exist to inform
affected persons authortties
(542a BDSG) (5423 BDSG)

Reporting obligation Ensure rights of affected| Monitoring mechanisms
fulfiled (s4d BDSG) (56 BDSG) are compliant (§ 6b BDSG.

only in public places Properly marked Records are timely
cf. Figure 6 f. Figure 5 s 6b1) BDSG) (5 6b 2) BDSG) removed (56d 5) BDSG)

Figure 7: First three levels of the BDSG compliance requirement tree.

Our formalization of the BDSG showed, that out of the 66 paragraphs contained in the
law, 25 specify requirements relevant to the scope of this paper.

e Paragraphs that do not contain requirements (but terminology or transition rules)
(13): 8§ 1, 2, 3, 38-38a, 39, 40, 41, 42, 45-48 BDSG.

e Paragraphs that either contain targeted provisions or penalties (8): §§ 3a, 4, 4a, 4b,
4c, 7,43, 44 BDSG.

e Paragraphs that address public bodies, not private entities (6): §§ 8, 12, 23-26
BDSG.

e Paragraphs that contain relevant security requirements (25): §§ 4d, 4e, 4f, 4g, 5, 6,
6a, 6b, 6¢, 9a, 10, 11, 27-35, 42a BDSG.

4.3 Managing BDSG compliance from within CoSeRMaS

In our small case study, Service Provider 1 (cf. Figure [1)) uses the CoSeRMaS tool to
manage its security requirements. The tool provides the service provider with a template
of the BDSG according to our formalization, presented in Section[4.2]

After importing the BDSG requirement tree, it is shown in the CoSeRMaS application
and the responsible person can further refine the requirement tree (cf. Figure [0). This
requires either the assignment of requirements to specific stakeholders responsible for the
validation and fulfillment of the requirement (e.g. privacy protection officer), linking the
particular requirement to a script or an external data source (e.g. importing the fulfillment
tree from Service Provider 2), or creating additional subordinate requirements.
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Figure 8: CoSeRMaS template dialog that allows users to import the BDSG requirement tree.
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Filter
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View roqurvemant
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Figure 9: CoSeRMaS dashboard, showing the formalized BDSG requirements tree.

In our case, some requirements have to be revalidated after a certain time has passed.
For instance, the third party compliance has to be verified in sensible intervals. Also,
the timely removal of video surveillance tapes has to be ensured frequently. To support
this recurring task of re-validating requirements, CoSeRMaS provides a scheduler service.
This scheduler service re-runs scripts for the automatic validation of requirements and
informs users if requirements, they are responsible for, are about to expire.

After importing the BDSG security requirements, employees responsible for realizing the
requirements are assigned to their specific requirements and their respective status can be
tracked from within the tool.

In our scenario, the stakeholder for managing third party compliance refines the Ensure
third party compliance (§§ 28 ff BDSG) requirement to include a subordinate requirement,
Service Provider 2 is BDSG compliant. The fulfillment of this newly created requirement
is then linked to the top-level requirement BDSG compliance of Service Provider 2. Cur-
rently, this is done via mail where a designated recipient at service provider two receives
a questionnaire where he answers compliance questions with fulfilled/not fulfilled accord-
ing to Figure[/| In a future version, the CoSeRMaS instance of service provider 1 will
be able to directly communicate with the CoSeRMaS instance of Service Provider 2 to
automatically exchange the fulfillment status without any human interaction.
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4.4 CoSeRMasS along the service chain

Now that Service Provider 1 has successfully managed and verified its compliance and
integrated the data provided by Service Provider 2, he can now proceed to provide the
customer with the required and demanded information.

This important step is supported by CoSeRMasS through two mechanisms. Either the cus-
tomer is granted access to CoSeRMaS directly with a read-only account, or he is provided
with a printed report. Currently two types of reports are provided by the tool: A tabular
report that lists the fulfillment status of all security requirements grouped according to the
hierarchy. And a time-based view can be generated that lists the fulfillment status of all
requirements within given intervals (cf. Figure [I0).

ID Jul 2011 Aug 2011 Sept 2011

. |
e | |

|

4+ AN
s S
s N EREN

Figure 10: Timeline report: Shows the fulfillment model of each requirement within a specific
interval. Can be used, depending on the granularity level either for the internal compliance evaluation
or as a visual compliance report for customers.

CoSeRMaS provides several tangible benefits for service providers as well as customers
along the service chain. First, reusing fulfillment trees improves the efficiency and consis-
tency of compliance management along the value chain. Only when no formalized model
of a law exists, or if a security requirement is too broadly defined, a security require-
ments engineer has to refine the existing fulfillment tree as well as the protection target
model. Second, CoSeRMaS automatically establishes the traceability link between secu-
rity requirements and the laws they are derived from. This helps customers, internal and
external stakeholders to easily verify the source and purpose of each requirement. If a re-
quirement is manually refined by a stakeholder, refined elements automatically inherit the
source of the parent requirements. Through this automatic inheritance and visual support
provided by the fulfillment tree, requirements can easily verified by stakeholders without a
legal background. Third, the fulfillment tree based approach enables a quick identification
of the overall compliance status as well as the fast identification of non fulfilled require-
ments. Finally, upon completion of the tool, additional views, reports and support for an
OCL-like query language will enable the fast customization of CoSeRMasS to fit various
needs and different use cases. Service Provider will be able to create audit specific views
to allow for the thorough audit of their internal processes by an auditor. Through the direct
link between requirements and protection targets, it is possible to create views that present
an auditor with data on specific IT services, depending on their attribute(s).
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5 Conclusion and future work

We have presented a requirement based formalization approach for legal texts and used it
to formalize the BDSG. Furthermore, we have shown how this formalization can be used
by a collaborative security requirements management system to ensure, communicate and
manage compliance with legislation in general, and the BDSG in particular. On the ex-
ample of a service provider chain we demonstrated how our tool can be used to manage
and communicate the state of legal compliance across several businesses that are part of a
service chain. By using CoSeRMasS for the management of security requirements, busi-
nesses can ensure the timely and correct management of requirements in compliance with
specific laws.

Nonetheless, security requirement based assurance of legal compliance would benefit from
future work in two directions. First, increasing the number of formalized legal texts would
reduce the work required from businesses drastically. For this, further support (e.g. sup-
port for semantic annotations, legal data mining) tools and formalization techniques (e.g.
ontologies for laws) have to be developed to assure a correct formalization of large legal
texts. Second, standardized means of communicating compliance information would aid
businesses. Also, customers could benefit from a standard by improving the decision mak-
ing process when deciding which service provider to include in a service orchestration.
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