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Abstract: Future service customer-provider as well as inter-provider relationships will
see the increased application of dynamic service composition providing a broad diver-
sity of functions. However, currently existing deficiencies of processes and tools force
service providers and service consumers to trade off profitability against security com-
pliance. This is predominately due to the ignorance or manual resolution of policy
and configuration dependencies, caused by distinct terminologies and languages used
at both the service provider and service customer. We report on the research design
for the Collaborative Security Requirement Management System (CoSeRMaS), a col-
laborative and semi-automated tool to manage, define and validate inter organizational
requirements. We demonstrate the capabilities of CoSeRMaS to establish and vali-
date the legal compliance that is demanded by the German Bundes Datenschutzgesetz
(BDSG) when two or more customers and providers exchange data as part of their
service composition.

1 Introduction

Service providers strive to improve the quality of the service they provide. To achieve

a high level of quality, it is often required to rely on third parties for data processing.

Therefore, sensitive data that has been provided by the service customer is often shared

with third parties. Accidental disclosure of this information may often negatively affect the

customer’s life or business. To prevent this, governments have established legislations to

ensure that privacy is respected and businesses processing data must comply with it. For

example, the German Bundesdatenschutzgesetz (BDSG), protects personal information

from being disclosed to unauthorized third parties and defines specific compliance rules

for business entities processing such data.

Future customer-service provider relationships will see the increased application of dy-

namic service composition providing a broad diversity of functions. Service providers
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themselves will become service customers, as they will increasingly become part of more

complex service orchestrations. As a result, service providers are faced with three chal-

lenges: First, to ensure internal compliance to relevant privacy laws. Second to ensure the

compliance of third parties they rely on for data processing. And third, to communicate the

state of compliance in a timely, correct and understandable manner to either the customer

directly or other providers across the service composition chain.

Recent research on bridging the gap between formal concepts and legal texts has either

focused on first-order temporal logic (e.g. [BMDS07,BKM10,DJL08,LM09]) or descrip-

tive languages (e.g. [JSS01, LMW02, MGL06]). Despite this huge number of frameworks

and formal concepts, to the best of our knowledge, there has been comparatively little

work on actually using formalized legal texts to improve business processes, inter-business

and customer-business relationships. The lack of profound tool support for ensuring legal

compliance of day-to-day business processes through formalized legal texts is a significant

deficiency, if the idea is to succeed in tomorrow’s service organizations. The contributions

of our work are intended to help bridge this gap.

The main contribution of this paper is threefold: First, we have formalized the BDSG using

a requirement fulfillment model. Secondly, we have developed the Collaborative Security

Requirement Management System (CoSeRMaS) prototype, as a collaborative and semi-

automated tool to define, validate and exchange intra organizational security requirements.

CoSeRMaS helps service providers to ensure that their business complies with applicable

laws and policies. It furthermore enables businesses that are part of service composition

chains to efficiently and transparently communicate their internal compliance with the law

and ensure and manage the compliance state of third parties they rely on. Finally, we use

the formalization of the BDSG to show how CoSeRMaS can be used to assure BDSG

compliance along a chain of service providers in a small case study.

2 Related work

In [HOA06], the authors present the requirement based access control analysis and policy

specification method. The presented method integrates access control analysis to ensure a

policy and requirements compliant system. A set of process descriptions and heuristics are

presented that support analysts derive and specify access control policies while ensuring

traceability. However, the presented approach focuses on software development processes

and not on general business processes or compliance along service provider chains. The

approach we present in this paper provides a traceable approach to compliance mecha-

nisms between business entities as well as internal processes.

Goal-based modeling is used by the authors of [Rif06] to verify the implementation of a

financial system to ensure compliance with the Basel II regulation. The presented method

divides the organization and its business processes in distinct organizational layers. Then,

for each organizational layer, objectives, strategies and indicators are defined to provide

a structure for the design of a regulation-compliant financial system. Apart from being

design-oriented, the presented approach does not provide mechanisms to identify non-
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compliance situations. Furthermore, their approach cannot be easily generalized and fo-

cuses on internal compliance.

Several methods have bee proposed in the past to formalize privacy laws. Most approaches

(e.g. [BMDS07,BKM10,DJL08,LM09]) emphasize first-order logic models to derive leg-

islative objectives. While these approaches work well for automated systems and pro-

cesses, they lack support for higher level business processes. I.e. they can be used to vali-

date a specific software tool for its compliance but do not provide adequate means beyond

that on an organizational level. Furthermore, they do not provide traceability mechanisms

and are often not designed for use by stakeholders.

Several Governance, Risk and Compliance (GRC) tools are currently available on the

market that provide support for business wide compliance and risk management [Tar08].

While tools like Axentis [BH05], BWise [Spi11] or OpenPages [RWB11] provide support

for risk and compliance management, their inner processes are often not publicized and

their scientific validity is not verifiable [RWS11]. It is often unclear how well these tools

support the functional model of the company or to what degree they require the company

to align their business processes with a specific methodology [SG09, RWS11].

3 Motivation and definitions

Compliance with applicable laws is an important concern for organizations that collect and

process personal information, such as service providers. The design and control of organi-

zational processes that are compliant with privacy regulations has become one of the great-

est challenges for service providers today (for example, health service providers [Dey10]).

It is apparent that the legal language and terminology used in laws like the BDSG is much

too specific, dense and often too complicated to be used as a day-to-day guide to man-

agers and decision makers of service providers [Dey10, PH10]. Instead, stakeholders as

well as service customers are interested in straight answers to questions, such as “Is the

service provider compliant to the BDSG?”, “What has the service provider done/to-do to

be compliant?” and “Can the service provider back up these claims with reliable data?”.

A recent study [TBDM12] has identified the proper coordination of the involved parties as

well as the management of (security) relationships across orchestrated services as two key

challenges in today’s cross-organizational security management.

Therefore, to demonstrate the capabilities of CoSeRMaS and to address these challenges,

as defined in [TBDM12], we want to answer the following question: Is it possible to have

efficient means of verifying whether a particular service provider (that is part of a complex

service orchestration) is compliant to a specific law or regulation? We have chosen the

BDSG as the law of interest in this paper for three reasons: First, it is rather short with less

than 50 paragraphs and second, this law does not require any particular domain knowledge

unlike other (privacy) laws (e.g. HIPAA [Lad97]). Third, the law is not service provider

specific, i.e. it applies as a lex specialis to health care service providers as well as generic

data processing service providers.

For the scope of this paper we understand compliance with the BDSG as fulfilling all legal
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requirements defined in the BDSG. For simplicity we view the BDSG as an isolated law

and do not consider any other norms that might apply. Legal requirements are used in

this paper to describe all conditions or capabilities that must be met or possessed by the

business entity to satisfy the BDSG, i.e. be compliant with the BDSG (cf. [Kot92]). A

legal requirement is fulfilled, if all conditions or capabilities are, in fact, met or possessed

by the business entity. For instance, the legal requirement of § 4e BDSG (content of report

to legal authority) is fulfilled, if the report sent to the legal authority contains the nine

entries defined in § 4e BDSG.

4 CoSeRMaS and the BDSG: a case study

Consider a simple motivating scenario in which a customer wants to process complex and

sensitive data. Rather than purchasing his/her own infrastructure to run the calculation,

he/she decides to rely on a service provider to do the processing. However, as it turns out,

the service provider is not capable of doing the entire processing in house and has to rely on

a third party service provider. The service customer is aware of this situation, but requires

the service provider to ensure that the third party is fully BDSG compliant. Figure 1 shows

the three parties. Service Provider 1 relies on three Services (1, 2, 3). Service 1 processes

the sensitive data. The other services do not process sensitive data. The dotted arrows

denote how sensitive data is provided from the customer to the first service provider and

from there to the second service provider (flow of processed data not shown). The flow

of compliance information is show as a bold arrow: The third party (Service Provider 2)

has to report its internal compliance state to Service Provider 1, which then has to store

and report it in combination with the state of its internal BDSG compliance to the service

customer.

Figure 1: Motivating scenario: Ensuring BDSG compliance across a service provider chain
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4.1 CoSeRMaS

CoSeRMaS [BFIO+11] has been developed to improve the management of security re-

quirements. It has been designed to manage internal security requirements derived from

laws, policies or other requirements. The tool provides stakeholders with a convenient in-

terface to view, specify and refine requirements. The confirmation status of requirements

can either be set manually by stakeholders, or CoSeRMaS can automatically set them ac-

cording to the results of external scripts (e.g. results of a database query). Furthermore,

it allows to verify and manage the delegation of responsibilities among employees. E-

mail capabilities and an internal task and messaging system allow for the easy exchange

of information between stakeholders. CoSeRMaS can send automatic requests for the

requirement confirmation via e-mail to stakeholders outside organizational bounds.

Built around the generalized concept of security requirements [HB09,IOB06], CoSeRMaS

can be used to freely model requirement fulfillment trees. The underlying meta-model is

depicted in Figure 2. The central components of the meta-model are the Security Require-

ments and the Protection Targets. Security Requirements are derived from a Source, for

instance the BDSG. Each Security Requirement is linked to a Protection Target, i.e. an

asset it protects.

Figure 2: Simplified meta-model used by CoSeRMaS.

AssetTypes can be used to group assets together. For instance, in our example the Asset-

Type, External IT Services contains three assets: Service 1, Service 2 and Service 3 (cf.

Figure 3). Through the attribute BDSG-Sensitive-Data = {true / false}, external services

that process sensitive data, and therefore have to be BDSG compliant, can be marked.

The overall structure of the protection targets can be derived from the functional model

of the organization (cf. [BFIO+11] for detailed information on the meta-model and the

connection to the functional model).

For the scope of this paper, we define requirement fulfillment trees analogous to directed,

acyclic graphs: A fulfillment tree is an ordered pair F = (R,A) with R being a set of

requirements and A being a set of requirement fulfillment connections. A requirement

fulfillment connection a = (x1, x2, . . . , xn, y, FM) denotes that the fulfillment of re-

quirement y depends on the fulfillment of requirements x1, x2, . . . , xn and the associated

fulfillment model FM . The fulfillment model describes a function that determines the

fulfillment status of a superordinate requirement based on the fulfillment status of subor-

dinate requirements. For example, let the fulfilment model be the logical AND (i.e. all
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Figure 3: Protection Targets from our case study that model an IT Service Landscape with three
external IT services.

subordinate requirements have to be fulfilled in order to fulfill the superordinate require-

ment):

FM(y) =
{

not fulfilled otherwise

The function state(xi) returns the fulfillment status of the requirement xi. If xi is a super-

ordinate requirement, the status depends on the evaluation of the subordinate requirements

according to the above description. If xi is a subordinate requirement, the status has to be

either set manually by a stakeholder or is set automatically according to the value returned

by an external script that was executed by CoSeRMaS. Although the resulting fulfillment

tree is - mathematically speaking - a graph, we decided to refer to it as tree due to the clear

structure and precedence between requirements that results form the fulfillment model. If,

in the following sections no specific FM is mentioned, an AND connection of subordinate

requirements is implied.

4.2 Deriving requirements from the BDSG

As outlined in 4.1, CoSeRMaS has been developed to manage security requirements. The

challenge is now to transfer the BDSG according to a methodical approach to security

requirements.

The first, and trivial step is to introduce BDSG compliance as a security requirement.

According to the concept of fulfillment models, outlined in the previous section we can

then proceed to model the BDSG - requirement and fulfillment tree in CoSeRMaS by

breaking down the overall requirement in smaller, better manageable requirements.

Figure 4: Flat security requirements derived from the BDSG.
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The BDSG consists of 48 paragraphs that can be used to further refine the overall compli-

ance requirement. Following the notation defined in the previous section, this flat fulfill-

ment tree can be defined as BDSGcompliant = (1, 2, 3, . . . , 47, 48, AND) (cf. Figure 4).

However, this simple fulfillment and requirement tree is far from being useful. For in-

stance, not all paragraphs contain normative rules. E.g. § 1 BDSG contains legal defini-

tions and terminology. Similarly, §§ 45ff BDSG contain transitional provisions. Therefore,

to generate a useful fulfillment tree, we conducted a throughout analysis the BDSG. Dur-

ing this analysis, we have identified three types of fulfillment models. They are shortly

described with an illustrating example in the following paragraphs.

In the first fulfillment model, a paragraph requires one, two or more paragraphs to hold

true (AND case) . For instance, § 6 BDSG requires the business to ensure the rights of

affected persons according to §§ 19, 34 BDSG (right of information) and §§ 20, 35 BDSG

(right of correction, removal or locking of data). Therefore, § 6 BDSG is only fulfilled if

measures according to §§ 19, 34, 20, 35 BDSG are in place (cf. Figure 5)

Figure 5: Example for an AND - Fulfillment model in the BDSG: The top level security requirement
is fulfilled if all low level requirements are fulfilled.

Second fulfillment case: a paragraph contains two or more alternative cases. For instance,

§4 d 3) BDSG exempts companies with less than 9 employees from the reporting obligation

according to §4 d BDSG. Therefore, to be compliant with §4 d BDSG, a company has to

either report to the authorities according to §4 d 1) BDSG, or have a commissioner for data

protection appointed according to § 4d 2) BDSG or must fulfill the conditions of § 4d 3)

BDSG (cf. Figure 6).

Figure 6: Example for an OR - Fulfillment model in the BDSG: The top level security requirement
is fulfilled if at least one subordinate requirement is fulfilled.

The third type of fulfillment is the basic type which denotes a leaf requirement. This

requirement is either set to fulfilled or not fulfilled by a human or a computer script that
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verifies the requirement against reality. For instance, § 4e BDSG determines the content

of a report to the regulatory authority. It consists of 9 entries that must be included in each

report (e.g. name of company, address, etc.). Each of these entries is a leaf node of the

Report well formed (§ 4e BDSG) requirement that connects them via an AND fulfillment

rule.

Based on these findings, we transformed the BDSG in a fulfillment tree, depicted in Fig-

ure 7. Due to limited space we have only included the first three levels that include the

important cases AND, OR and leaf requirement.

Figure 7: First three levels of the BDSG compliance requirement tree.

Our formalization of the BDSG showed, that out of the 66 paragraphs contained in the

law, 25 specify requirements relevant to the scope of this paper.

• Paragraphs that do not contain requirements (but terminology or transition rules)

(13): §§ 1, 2, 3, 38-38a, 39, 40, 41, 42, 45-48 BDSG.

• Paragraphs that either contain targeted provisions or penalties (8): §§ 3a, 4, 4a, 4b,

4c, 7, 43, 44 BDSG.

• Paragraphs that address public bodies, not private entities (6): §§ 8, 12, 23-26

BDSG.

• Paragraphs that contain relevant security requirements (25): §§ 4d, 4e, 4f, 4g, 5, 6,

6a, 6b, 6c, 9a, 10, 11, 27-35, 42a BDSG.

4.3 Managing BDSG compliance from within CoSeRMaS

In our small case study, Service Provider 1 (cf. Figure 1) uses the CoSeRMaS tool to

manage its security requirements. The tool provides the service provider with a template

of the BDSG according to our formalization, presented in Section 4.2.

After importing the BDSG requirement tree, it is shown in the CoSeRMaS application

and the responsible person can further refine the requirement tree (cf. Figure 9). This

requires either the assignment of requirements to specific stakeholders responsible for the

validation and fulfillment of the requirement (e.g. privacy protection officer), linking the

particular requirement to a script or an external data source (e.g. importing the fulfillment

tree from Service Provider 2), or creating additional subordinate requirements.
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Figure 8: CoSeRMaS template dialog that allows users to import the BDSG requirement tree.

Figure 9: CoSeRMaS dashboard, showing the formalized BDSG requirements tree.

In our case, some requirements have to be revalidated after a certain time has passed.

For instance, the third party compliance has to be verified in sensible intervals. Also,

the timely removal of video surveillance tapes has to be ensured frequently. To support

this recurring task of re-validating requirements, CoSeRMaS provides a scheduler service.

This scheduler service re-runs scripts for the automatic validation of requirements and

informs users if requirements, they are responsible for, are about to expire.

After importing the BDSG security requirements, employees responsible for realizing the

requirements are assigned to their specific requirements and their respective status can be

tracked from within the tool.

In our scenario, the stakeholder for managing third party compliance refines the Ensure

third party compliance (§§ 28 ff BDSG) requirement to include a subordinate requirement,

Service Provider 2 is BDSG compliant. The fulfillment of this newly created requirement

is then linked to the top-level requirement BDSG compliance of Service Provider 2. Cur-

rently, this is done via mail where a designated recipient at service provider two receives

a questionnaire where he answers compliance questions with fulfilled/not fulfilled accord-

ing to Figure 7. In a future version, the CoSeRMaS instance of service provider 1 will

be able to directly communicate with the CoSeRMaS instance of Service Provider 2 to

automatically exchange the fulfillment status without any human interaction.
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4.4 CoSeRMaS along the service chain

Now that Service Provider 1 has successfully managed and verified its compliance and

integrated the data provided by Service Provider 2, he can now proceed to provide the

customer with the required and demanded information.

This important step is supported by CoSeRMaS through two mechanisms. Either the cus-

tomer is granted access to CoSeRMaS directly with a read-only account, or he is provided

with a printed report. Currently two types of reports are provided by the tool: A tabular

report that lists the fulfillment status of all security requirements grouped according to the

hierarchy. And a time-based view can be generated that lists the fulfillment status of all

requirements within given intervals (cf. Figure 10).

Figure 10: Timeline report: Shows the fulfillment model of each requirement within a specific
interval. Can be used, depending on the granularity level either for the internal compliance evaluation
or as a visual compliance report for customers.

CoSeRMaS provides several tangible benefits for service providers as well as customers

along the service chain. First, reusing fulfillment trees improves the efficiency and consis-

tency of compliance management along the value chain. Only when no formalized model

of a law exists, or if a security requirement is too broadly defined, a security require-

ments engineer has to refine the existing fulfillment tree as well as the protection target

model. Second, CoSeRMaS automatically establishes the traceability link between secu-

rity requirements and the laws they are derived from. This helps customers, internal and

external stakeholders to easily verify the source and purpose of each requirement. If a re-

quirement is manually refined by a stakeholder, refined elements automatically inherit the

source of the parent requirements. Through this automatic inheritance and visual support

provided by the fulfillment tree, requirements can easily verified by stakeholders without a

legal background. Third, the fulfillment tree based approach enables a quick identification

of the overall compliance status as well as the fast identification of non fulfilled require-

ments. Finally, upon completion of the tool, additional views, reports and support for an

OCL-like query language will enable the fast customization of CoSeRMaS to fit various

needs and different use cases. Service Provider will be able to create audit specific views

to allow for the thorough audit of their internal processes by an auditor. Through the direct

link between requirements and protection targets, it is possible to create views that present

an auditor with data on specific IT services, depending on their attribute(s).
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5 Conclusion and future work

We have presented a requirement based formalization approach for legal texts and used it

to formalize the BDSG. Furthermore, we have shown how this formalization can be used

by a collaborative security requirements management system to ensure, communicate and

manage compliance with legislation in general, and the BDSG in particular. On the ex-

ample of a service provider chain we demonstrated how our tool can be used to manage

and communicate the state of legal compliance across several businesses that are part of a

service chain. By using CoSeRMaS for the management of security requirements, busi-

nesses can ensure the timely and correct management of requirements in compliance with

specific laws.

Nonetheless, security requirement based assurance of legal compliance would benefit from

future work in two directions. First, increasing the number of formalized legal texts would

reduce the work required from businesses drastically. For this, further support (e.g. sup-

port for semantic annotations, legal data mining) tools and formalization techniques (e.g.

ontologies for laws) have to be developed to assure a correct formalization of large legal

texts. Second, standardized means of communicating compliance information would aid

businesses. Also, customers could benefit from a standard by improving the decision mak-

ing process when deciding which service provider to include in a service orchestration.
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[Rif06] André Rifaut. Improving operational risk management systems by formalizing the
Basel II regulation with goal models and the ISO/IEC 15504 approach. Proceeding,
REMO2V, pages 831–837, 2006.

[RWB11] N. Racz, E. Weippl, and R. Bonazzi. IT Governance, Risk & Compliance (GRC) Status
Quo and Integration: An Explorative Industry Case Study. In Services (SERVICES),
2011 IEEE World Congress on, pages 429–436. IEEE, 2011.

[RWS11] N. Racz, E. Weippl, and A. Seufert. Governance, Risk & Compliance (GRC) Software-
An Exploratory Study of Software Vendor and Market Research Perspectives. In System
Sciences (HICSS), 2011 44th Hawaii International Conference on, pages 1–10. IEEE,
2011.

[SG09] S. Sadiq and G. Governatori. Handbook of Business Process Management, chapter A
methodological framework for aligning business processes and regulatory compliance.
Springer, 2009.

[Spi11] M. Spies. A software assurance evidence approach to cloud security. In Database and
Expert Systems Applications (DEXA), 2011 22nd International Workshop on, pages
39–43. IEEE, 2011.

[Tar08] A. Tarantino. Governance, Risk, and Compliance Handbook: Technology, Finance,
Environmental, and International Guidance and Best Practices. Wiley, 2008.

[TBDM12] Stefan Thalmann, Daniel Bachlechner, Lukas Demetz, and Ronald Maier. Challenges
in Cross-Organizational Security Management. Hawaii International Conference on
System Sciences, pages 5480–5489, 2012.

1317


	3020085 GI P_208 Inhalt.pdf
	Informatik 2012 
	Vorwort
	Inhaltsverzeichnis
	Workshops GI
	Bitcoin.pdf
	Bitcoin.pdf
	01-01-vornberger
	01-02-becker
	01-03-cap
	Introduction
	A World of States and Transactions
	Centralized Scenario
	Distributed Scenario
	Distributed Applications and Swarm Behavior

	Transaction Networks
	Definition
	Convergence of Consensus
	Backtracking
	Regaining Consensus

	Swarm Behavior
	Bitcoin as a Game
	Bitcoin as Random Walk
	Bitcoin as Social System

	Related Questions


	Digitale Soziale Netze
	Digitale Soziale Netze.pdf
	03-01-funk
	03-02-hameed
	03-03-kneissl

	IT-Unterstützung im Emergency Management & Response
	IT-Unterstützung im Emergency Management & Response .pdf
	04-01-Coskun
	04-02-Han
	04-03-Reinke
	04-04-Maehler
	Developing user centered maps and map symbols in mass casualty incidents - a qualitative interdisciplinary approach.
	Mareike Mähler1, Eva Artinger2, Christian Stolcis3, Fabian Wucholt1, Tayfur Coskun4,    Yeliz Yildirim-Krannig1
	1 Introduction
	2 The influence of culture on usability
	3 Maps and Maps symbols Perception Study
	3.1 Sample
	3.2 Structure and Expiration of the Study
	3.3 Findings
	3.3 Findings

	4 Emergency Map Symbols
	4.1 Requirements
	4.2 Realization
	Features of the symbol set:

	5 Map types and Architecture
	5.1. Map types
	5.2 Architecture of the map component

	6 Conclusion, Outlook and Future Work
	Literature

	04-05-Simon

	Informatik und Nachhaltigkeitsmanagement
	Informatik und Nachhaltigkeitsmanagement.pdf
	05-01-grimm
	Evaluation von Performance Measurement Systemen zur Konzeption eines geschäftsprozessorientierten Management-Cockpits für IKT-Energieeffizienz
	Daniel Grimm, Fabian Loeser, Koray Erek, Ruediger Zarnekow
	Fakultät Wirtschaft und Management, Fachgebiet I&K-Management Technische Universität Berlin Straße des 17. Juni 135 10623 Berlin d.grimm@tu-berlin.de f.loeser@tu-berlin.de koray.erek@tu-berlin.de ruediger.zarnekow@tu-berlin.de
	1 Einleitung
	2 Performance-Measurement-Ansätze
	2.1 Traditionelle Kennzahlensysteme
	2.2 Moderne Performance Measurement Systeme
	2.3 Performance-Measurement-Ansätze mit IKT-Fokus

	3 Bewertung der Performance-Measurement-Ansätze
	4 Anpassungen für das Management-Cockpit
	5 Diskussion und Schlussfolgerungen
	Literaturverzeichnis

	05-02-schoedwell

	Deklarative Modellierung und effiziente Optimierung (MOC 2012)
	Deklarative Modellierung und effiziente Optimierung (MOC 2012) .pdf
	06-00-geske
	06-01-beierle
	06-02-prenzel

	VLBA12-Workshop
	VLBA12-Workshop.pdf
	07-01-Teuteberg
	07-02-Balloul
	07-03-Kassem
	07-04-Dreschel

	Informationssysteme mit Open Source (ISOS 2012)
	Informationssysteme mit Open Source (ISOS 2012) .pdf
	08-01-Schoenfeld
	08-02-Wickner
	Einleitung
	Einzelsysteme
	Versionsverwaltung
	Build-Automatisierung
	Continuous-Integration-Server
	Metrik-Dashboard

	Integration in bestehende Infrastruktur
	Fazit

	08-03-Flatscher
	08-04-Hummel
	08-05-Herden
	08-06-Loxen

	Sozio-technisches Systemdesign im Zeitalter des Ubiquitous Computing (SUBICO 2012)
	Sozio-technisches Systemdesign im Zeitalter des Ubiquitous Computing (SUBICO 2012).pdf
	09-01-Hoberg
	09-02-Vogt
	Micro Online Reverse Auctions für allgegenwärtige C2B-Koordination
	Simon Vogt
	Institut für Informatik Helmut-Schmidt-Universität Hamburg Holstenhofweg 85 22043 Hamburg  simonvogt@hsu-hamburg.de
	1 Einführung
	2 Pervasive und Ubiquitous Computing
	2.1 Begriffsklärung
	2.2 Entwicklung  sozio-technischer Anwendungen

	3 Mechanismen für effiziente Markt-Koordination
	3.1 Phasen einer Markttransaktion
	3.2 Online Reverse Auctions

	4 Konzeption eines pervasiven Mikro-ORA-Systems
	4.1 Anforderungen und grundlegende Architektur
	4.2 System Design

	5 Implementierung und beispielhafte Anwendung
	Dieser Abschnitt präsentiert und beschreibt durch das Verfolgen eines beispielhaften Nutzungsszenarios jede Komponente des entwickelten Software-Artefaktes und demonstriert die Funktionalität der zuvor beschriebenen Implementierung. In den folgenden A...
	5.1 Fallbeispiel
	5.2 Das YoChoo Request Interface
	5.3 Die Message-Oriented Middleware
	5.4 Das „YoChoo Bidding Tool“

	6. Schlussbetrachtung
	Literaturverzeichnis

	09-03-Hoffmann

	1. Workshop zur Entwicklung Energiebewusster Software (EEbS 2012)
	1. Workshop zur Entwicklung Energiebewusster Software (EEbS 2012) .pdf
	10-00-Haerder
	10-01-Kramer
	10-02-Wilke
	10-03-Petrov
	10-04-Bunse
	Introduction and Motivation
	Principles of physics
	Measurement setup
	Evaluation showcase
	Summary, Conclusions, and Outlook

	10-05-Gottschalk
	10-06-Schirmer
	Introduction and Motivation
	Related Work
	Principles of physics
	Software-based Measurement
	Approach 1: Remaining Capacity Measurement
	Approach 2: Voltage and Discharge Current Measurement

	Evaluation
	Experimental Setup
	Results

	Summary and Outlook


	Softwarebasierte Methoden für robuste, eingebettete Systeme
	Softwarebasierte Methoden für robuste, eingebettete Systeme .pdf
	11-01-Sangchoolie
	11-02-Engel
	11-03-Jablkowski
	11-04-Axer
	11-05-Borchert

	Situation-Aware Assistant Systems Engineering Requirements, Methods, and Challenges
	Situation-Aware Assistant Systems Engineering.pdf
	12-01-wagner
	12-02-hein
	12-03-krueger
	12-04-kuhlmann
	12-05-lipaczewski

	Smart Grid
	Smart Grid.pdf
	14-01-Pruckner

	Hochschule 2020
	Hochschule 2020.pdf
	16-01-Zakhariya
	16-02-Sueptitz
	16-03-Schreiter
	16-04-Koenig
	16-05-Homrighausen
	16-06-Buehrig

	Kurzfristig entwickeln, langfristig konzipieren
	Kurzfristig entwickeln, langfristig konzipieren.pdf
	18-01-Grundmann
	18-02-Kraemer

	IT-Governance in Verteilten Sytemen (GVS)
	IT-Governance in Verteilten Sytemen (GVS) .pdf
	20-00-vorwort
	20-01-marekfia
	20-02-wulf
	20-03-will
	20-04-milicevic

	Automotive Software Engineering
	Automotive Software Engineering.pdf
	22-01-berger
	22-02-regler
	22-03-conrad
	22-04-hueger
	22-05-gerlach
	Evaluation der domänenspezifischen Sprache HMISL zur modellgetriebenen Entwicklung von Automotive HMIs
	Simon Gerlach
	HMI-Systemtechnik Volkswagen AG Brieffach 1588 D-38436 Wolfsburg simon.gerlach@volkswagen.de
	1 Hintergrund
	2 Ziele der Evaluation
	3 Prototyping
	4 Nutzerstudie
	4.1 Bewertungskriterien
	4.2 Methodik
	4.3 Ergebnisse
	4.4 Validität
	4.5 Interpretation

	5 Fazit
	Literaturverzeichnis

	22-06-pion
	22-07-janssen
	22-08-berger
	22-09-schneider

	Frühstudium 2012 - die Lebenswelt im Übergang Schule-Hochschule
	Frühstudium 2012  - die Lebenswelt im Übergang Schule-Hochschule.pdf
	23-01-Hunneshagen
	23-02-Draeger
	23-03-Schaarschmidt
	23-04-Eckardt
	23-05-Fehr
	ProInformatik
	Das Frühstudium Informatik an der Freien Universität Berlin
	Elfriede Fehr
	Fachbereich Mathematik und Informatik Institut für Informatik Takustr. 9 14195 Berlin  elfriede.fehr@fu-berlin.de
	1 Einleitung und Motivation
	2 Das Konzept der ProInformatik
	2 Teilnehmerzahlen und Erfolgsbilanz
	4 Erste Ergebnisse
	5 Fazit
	Danksagung

	Literaturverzeichnis

	23-06-Geyer
	23-07-Neumann

	Gamification und Virtuelle Welten
	Gamification und Virtuelle Welten .pdf
	25-01-Hartmann
	25-02-Witt
	25-03-Pannicke
	Akzeptanz sozialer virtueller Welten am Beispiel Smeet
	Danny Pannicke, Rüdiger Zarnekow, Xiang Yan
	Technische Universität Berlin, Fachgebiet IuK-Management Straße des 17. Juni 135 10623 Berlin danny.pannicke@campus.tu-berlin.de ruediger.zarnekow@tu-berlin.de johnyan88@googlemail.com
	1 Einleitung
	2 Theoretische Einordnung
	3 Konzept-Analyse
	4 Methodisches Vorgehen
	4 Ergebnisse
	4.1 Auswertung der Interviews mit erfahrenen Benutzern
	Einstieg und relativer Vorteil
	Aktivitäten in der virtuellen Welt
	4.2 Auswertung der Berichte der studentischen Probanden

	5 Diskussion
	Literaturverzeichnis
	Anhang

	25-04-Witt
	25-05-Stieglitz

	Interaktion und Visualisierung im Daten-Web (IVDW 2012)
	Interaktion und Visualisierung im Daten-Web (IVDW 2012).pdf
	27-00-heim
	27-01-sack
	27-02-osterhoff
	27-03-Schlegel
	27-04-Haag

	Architekturen für Services Cloud Computing
	Architekturen für Services Cloud Computing.pdf
	28-01-Slawik
	Einführung: Motivation, Zielstellung und Aufbau
	Cloud-Architektur
	Einbindung der Cloud-Architektur in das Gesundheitswesen
	Fazit und Ausblick

	28-02-Irriger
	28-03-Jugel
	28-04-Falkenthal

	Trends und aktuelle Entwicklungen für die computerassistierte Neurochirurgie
	Trends und aktuelle Entwicklungen für die computerassistierte Neurochirurgie.pdf
	29-01-Gierhan
	29-02-Hoeller
	29-03-Roettger
	29-04-Merhof


	Interdisziplinäre Workshops GI
	Translationale und personalisierte Medizin - Einsatzfelder für SOA, Grid und Cloud.pdf
	Translationale und personalisierte Medizin - Einsatzfelder für SOA, Grid und Cloud .pdf
	38_01_balkenhol

	Mobile Informationstechnologien in der Medizin (Mocomed 2012) - Innovation in der Pflege
	Mobile Informationstechnologien in der Medizin (Mocomed 2012).pdf
	39-01-Alsbach
	39-02-Ahrndt
	39-03-Radzuweit
	39-04-Schenk
	39-05-Schwab
	39-06-Egbert
	39-07-Zentek

	Betrachtung der Medizinischen IT und Medizintechnik als Gesamtprozess Synergien und Chancen
	Betrachtung der Medizinischen IT und Medizintechnik als Gesamtprozess.pdf
	43-01-swoboda
	43-02-dirnberger
	43-03-birkle


	Interdisziplinäre Workshops GMDS
	Metadaten und Integrationslösungen für die Klinische Forschung
	Metadaten und Integrationslösungen für die Klinische Forschung.pdf
	45-01-Fette
	45-02-Ganslandt
	Integrated Data Repository Toolkit: Werkzeuge zur Nachnutzung medizinischer Daten für die Forschung
	Ganslandt T1, Sax U2, Löbe M3, Drepper J4, Bauer C2, Baum B2,  Christoph J5, Mate S5, Quade M2, Stäubert S3, Prokosch HU5
	1 Medizinisches Zentrum für Information & Kommunikation, Uniklinik Erlangen
	2 Abteilung Medizinische Informatik, Universitätsmedizin Göttingen
	3 Institut für Medizinische Informatik, Statistik und Epidemiologie, Universität Leipzig
	4 TMF e.V., Berlin
	5 Lehrstuhl für Medizinische Informatik, Universität Erlangen-Nürnberg thomas.ganslandt@uk-erlangen.de ulrich.sax@med.uni-goettingen.de
	1 Einleitung
	2 Methoden
	3 Ergebnisse
	4 Diskussion
	5 Schlussfolgerungen und Ausblick
	Danksagung
	Literaturverzeichnis

	45-03-Schleinkofer
	45-04-Rimatzki
	45-05-Ngouongo
	45-06-Loebe

	Kundeninduzierte Orchestrierung komplexer Dienstleistungen
	Kundeninduzierte Orchestrierung komplexer Dienstleistungen.pdf
	47-01-Sillaber
	Introduction
	Related work
	Motivation and definitions
	CoSeRMaS and the BDSG: a case study
	CoSeRMaS
	Deriving requirements from the BDSG
	Managing BDSG compliance from within CoSeRMaS
	CoSeRMaS along the service chain

	Conclusion and future work

	47-02-Ried

	Selbstbestimmtes Leben mit AAL-Technologien – Probleme, Perspektiven, Praxisbeispiele
	Selbstbestimmtes Leben mit AAL.pdf
	48-01-Steiner
	48-02-Saborowski
	48-03-Nitschke
	48-04-Lamprecht
	48-05-Pramann
	1 Einleitung
	2 AAL-Anwendung als Medizinprodukte
	3 Haftungsrisiken

	Literaturverzeichnis


	Gestaltung altersgerechter Lebenswelten - Technologien des Ambient Assisted Living für das selbstständige Leben im Alter
	Gestaltung altersgerechter Lebenswelten.pdf
	49-01-Helmer
	49-02-Spehr
	Introduction
	Depth Sensor
	Human Behavior Patterns (HBPs)
	Model for HBPs
	Calibration of Extrinsic Sensor Parameters
	Local Features
	Gaussian Feature Maps
	Learning of Gaussian Feature Maps
	Recognition of HBPs

	Experimental Results
	Anomaly Detection Results

	Conclusion
	Acknowledgements

	49-03-Lipprandt
	49-04-Wist
	49-05-Buesching
	Einleitung
	Motivation und Anwendungsfall: Unterbrechungstoleranz in medizinischen Sensornetzen
	Analyse der Datenraten
	Datenrate auf dem Funkkanal
	Generierte Datenrate beim Überwachen von Aktivitäts- und Vitalparametern

	Kapazität von unterbrechungstoleranten Netzen
	Spezielle Lösung
	Allgemeine Lösung

	Zusammenfassung und Schlussfolgerung

	49-06-Rau

	Datenmanagement und Interoperabilität im Gesundheitswesen
	Datenmanagement und Interoperabilität im Gesundheitswesen.pdf
	52-01-Vorwort
	52-02-Goldacker
	52-03-Deserno
	52-04-Preissner
	52-05-Pommerening
	52-06-Abels

	4. Workshop über Daten in den Lebenswissenschaften Datenbanken als Kommunikationszentrum
	4. Workshop über Daten in den Lebenswissenschaften.pdf
	53-01-Vorwort
	53-02-Werner
	53-03-Thiele
	53-04-Henkel
	53-05-lange
	53-06-prasser
	53-07-shoshi
	KAIS: Ein webbasiertes System zur patientenindividuellen Arzneimittel-Interaktionsprüfung
	Alban Shoshi1*, Arben Shoshi2 und Ralf Hofestädt1
	1Bioinformatik/Medizinische Informatik, Universität Bielefeld, Bielefeld, Deutschland 2EDV-Abteilung, Franziskus Hospital Bielefeld, Bielefeld, Deutschland alban.shoshi@uni-bielefeld.de arben.shoshi@franziskus.de ralf.hofestaedt@uni-bielefeld.de   *Ko...
	1 Einleitung
	2 Methoden
	2.1 Aufgabenstellung und Ziele
	2.2 Implementierung
	2.2.1 Systemarchitektur und Datenbankstruktur
	2.2.2 Benutzeroberfläche

	3 Zusammenfassung
	Literaturverzeichnis


	IT Governance und Strategisches Informationsmanagement in Gesundheitswesen und Öffentlicher Verwaltung
	IT Governance und Strategisches Informationsmanagement in Gesundheitswesen und Öffentlicher Verwaltung .pdf
	55-00-Einleitung
	55-01-Obermeier
	55-02-Haller
	55-03-Krey
	55-04-Walser

	CCESigG Workshop Der Weg zur rechtssicheren elektronischen Dokumentation, Kommunikation und Archivierung im Gesundheitswesen
	CCESigG Workshop „Der Weg zur rechtssicheren elektronischen Dokumentation, Kommunikation und Archivierung im Gesundheitswesen“ .pdf
	56-01-Huehnlein
	56-02-Huehnlein
	1 Einleitung
	2 Grundlegende Betrachtungen zur Authentisierung und Signatur
	2.1 Begriffliche Abgrenzung und Verbindung von Authentisierung und Signatur
	2.1.1 Authentisierung und Authentifizierung
	2.1.2 Authentisierung von Daten – (Qualifizierte) elektronische Signatur
	2.1.3 Authentisierung von Entitäten – Elektronischer Identitätsnachweis

	2.2 Synergiepotenzial und gemeinsame Regulierung
	2.3 Eignung von Authentifizierungsverfahren

	3 Die Referenzarchitektur für die Authentisierung und Signatur
	3.1 Systemkomponenten
	3.1.1 System des Benutzers
	3.1.2 System des Applikationsanbieters
	3.1.3 Infrastruktur

	3.2 Schnittstellen

	4 Anwendungsfälle
	4.1 Registrierung eines Benutzers
	4.2 Authentisierung eines registrierten Benutzers
	4.3 Erstellung einer elektronischen Signatur durch den Benutzer
	4.4 Beweiskrafterhalt für qualifiziert elektronisch signierte Dokumente
	4.5 Automatisierte Erzeugung von Server-seitigen Signaturen
	4.6 Erstellung einer Server-basierten Signatur nach Authentisierung des Benutzers

	5 Zusammenfassung

	56-03-Balfanz
	56-04-Hallof gematik
	56-05-Feller
	56-06-Seidel
	56-07-Wild

	Medizinische Bildverarbeitung für die computergestützte Diagnostik und Therapie
	Medizinische Bildverarbeitung für die computergestützte Diagnostik und Therapie.pdf
	57-01-Luetzkendorf
	57-02-Baecke
	57-03-Mueller
	       Abstract: Aktuell wird als eine vielversprechende Therapiemethode das sogenannte Neuro-feedback für verschiedene Angst-, Zwangs- oder Suchtstörungen diskutiert. Dabei wird dem Probanden noch während einer Messung die neuronale Aktivierung aus bestimmten Regionen seines Gehirns präsentiert, welche er dann selbständig und in Echtzeit regulieren soll. In der vorliegenden Arbeit wird erstmalig ein Rahmenkonzept zur Echtzeit-Adaption einer komplexen Virtual Reality (VR)-Umgebung vorgestellt. Die Analyse der neuronalen Aktivierung sowie das Neurofeedback wurden dabei mittels funktioneller Magnetresonanztomographie (fMRT) realisiert. Das entwickelte Adaptionskonzept nutzt die  in Echtzeit analysierten Hirnaktivierungen und führt abhängig von der Ausprägung der Hirnaktivierung eine automatische Anpassung der VR-Umgebung zur Laufzeit durch. Die komplexen Interaktionsmöglichkeiten des Probanden mit der VR bleiben während dieser Anpassung erhalten. Zur sicheren Evaluation des Frameworks unter kontrollierten Bedingungen wurden der gesamte Prozessablauf und das Entscheidungskriterium auf ein simuliertes Echtzeit-fMRT-Experiment mit realen fMRT-Daten von 12 Probanden angewandt und analysiert. Die Ergebnisse zeigen die erfolgreiche Echtzeit-Adaptierung einer komplexen VR-Umgebung abhängig von den Hirnaktivierungen des Probanden.  
	1 Einleitung
	2 Stimulus-Adaptionskonzept
	2.1 Prozessabläufe
	2.2 Adaptionsalgorithmus/Framework zur dynamischen VR-Adaption
	 2.2.1 Extraktion der Referenzwerte
	2.2.2  Adaption der VR-Stimuli

	3 Evaluierung und Ergebnisse
	4 Diskussion und Zusammenfassung
	Literaturverzeichnis

	57-04-Suniaga
	57-05-Walczak
	57-06-Duscha
	57-07-Wilms
	57-08-Werner

	Elektronische Prüfungen –  technische Konzepte für große Prüfungsgruppen und Integration in eCampus-Strukturen.pdf
	Elektronische Prüfungen.pdf
	58-01-priss
	58-02-poerzgen
	58-03-stoecker


	Doktorandenprogramm.pdf
	Doktorandenprogramm.pdf
	doktorandenkolloquiu_submission_1
	doktorandenkolloquiu_submission_2
	doktorandenkolloquiu_submission_5
	doktorandenkolloquiu_submission_6
	doktorandenkolloquiu_submission_7
	Introduction
	Related Work
	User-Centered Planning Process
	Structure
	Context information
	Algorithm

	Prototype
	Conclusion and Future Work

	doktorandenkolloquiu_submission_9
	doktorandenkolloquiu_submission_10
	doktorandenkolloquiu_submission_11



