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Abstract: Malicious attackers can cause severe damage (financially or to the envi-
ronment) if they gain control of safety-relevant systems. This paper shows why the
traditional disjoint treatment of security and fault tolerance has weaknesses if the at-
tacker gains access to the fault tolerant system and how an integrated approach that
utilize existing fault tolerance techniques could be an effective security mechanism.
An efficient integrated safety and security approach is presented for fault tolerant sys-
tems, which achieves protection against attacks via the network by forming a logically
isolated (sub-) network which is resilient against a bug in the codebase. Isolation is
obtained by diverse design of a general reusable (software and/or hardware) compo-
nent that prevents any unauthorized message transfer towards the secured application
program. Messages from other compromised nodes are tolerated utilizing existing
majority voting mechanism.

1 Introduction

Modern distributed safety-relevant systems utilize different techniques to ensure fault tol-
erance. They usually assume that their communication network is sufficiently isolated,
and thus protected against launching of malicious attacks. However in various domains
the communication systems are more and more opened to external networks. In industrial
automation the so-called horizontal and vertical integration opens the network to other
automation systems as well as to administration and office networks. Moreover, studies
show [BEO4, SMO7] that these networks are often not very secure.

In some domains, e. g. automotive or energy distribution, modern networks are designed
to have communication with the outside world (e. g. Car-to-Car or Car-to-Infrastructure
[HKDO08, SR10]). Some voices say that the increasing connectivity could enable attacks
even in safety-relevant systems, while others still assume the network to be kept isolated
through out its entire lifespan.

The naive approach of protecting the network by a firewall has different drawbacks. One
of the main drawbacks lies in the fact that the complete communication has to pass the
firewall. However, as described in [BEO4], there are often many communication channels
that must be secured. Another drawback: the firewall must be able to distinguish between
valid and malicious traffic. To ensure this in the case an attacker has gained control of
a legitimate sender or in the case of masquerade the firewall needs to implement checks
for the payload. This means a firewall has to be designed individually for the specific
applications. This results in high costs (no “component of the shelf”) and increases the
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probability that the firewall itself might have a bug that enables an attacker to access the
internal network. In this paper we assume that it is possible for an attacker to gain access
to the network of a safety-relevant system, since there are many examples (see appendix
A.1) that proves this is a valid assumption.

We will show an approach to logically isolate the safety-relevant system and make it re-
silient against an attacker which has access to a remotely exploitable vulnerability, even if
the vulnerability is in the code handling the security mechanism. The approach is based
on diversely developed communication hypervisors and majority voting. The solution is
completely implemented in an application-independent component. Thus it is reusable for
any application.

2  Why redundant replicas do not solve the problem

At a first glance an attacker with knowledge of just a single exploitable vulnerability in
the software is not a fundamentally different threat to a system compared to other threats
from the environment (radiation, thermal stress, ...). Both can result in erroneous internal
states [Jon99] of the program, which in turn can result in wrong behavior (e.g. malicious
byzantine faults). These effects are regularly considered in fault-tolerant systems [Ech90].
However an attacker can be even worse since his behavior might not match the assump-
tions typically made for the tolerance of technical faults. Examples are addressed in the
following sections.

2.1 Number of affected nodes

In most systems redundancy for fault tolerance is accomplished by using n replicas of a
node. Usually nis 2f + 1 (in case of majority voting) or 3f + 1 (in case of Byzantine
agreement) assuming up to f faulty nodes. A bug is a systematic fault [KA83, CMSBOS,
KL386] that has been introduced while programming or setting up the system. Normally the
program is replicated for all redundant nodes. Consequently, nothing prevents the attacker
to take control of all n replicas. This clearly violates the assumption of a maximum of
f faulty nodes. Since the attacker can control the majority (or all) nodes, he can control
the complete system. In [GO3] an approach has been proposed to model the security and
safety over time in the presence of an attacker.

An exception of this rule is the case where redundant nodes own independently/diversely
developed program versions rather than instances of the very same program. When the
programs in the redundant nodes differ from each other, a common design fault is still
possible, but not likely to occur [KA83, KL86, ALS88].

2.2 Assumptions regarding the behavior

In many systems there are not only limitations regarding the number of tolerated faults,
there are also assumptions with respect to the behavior a faulty node can exhibit. A fre-
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quently used assumption says that faults of nodes are stochastically independent [Sch90].
If the behavior is “worse” than the assumed one, fault tolerance is not guaranteed. If these
assumptions do not include malicious Byzantine faults (if technically possible) and the
possibility that all faulty nodes cooperate, the assumptions are likely to be violated by a
malicious attacker who controls f faulty nodes.

2.3 Resilient communication system

A distributed fault-tolerant system usually depends on its communication infrastructure.
Many systems are designed to tolerate a loss of one communication channel (e.g. FlexRay
[F1e05] configured to use both buses for redundancy) but usually the fault model assumes
one or more random errors in the communication system, not a malicious attacker. Most
communication systems have some kind of communication controllers (FlexRay, CAN
[Bos91]) which are usually configured by the node they are attached to. In this case a
malicious attacker can simply reconfigure its communication controller to have the biggest
possible impact on the communication system. Very simple communication systems like
LIN [LC10] can be (almost completely) implemented in software. Such communication
systems are designated for disturbing the communication by an attacker. It has been shown
for different bus systems, that effective denial of service attacks are possible [WWWO07,
JMO06] by capturing only a single node.

3 Definitions
3.1 Program

A program provides a function in a system and has clearly defined interfaces to the outside
world. In this Paper the interface is assumed to consist only of message transmission
over the communication system (to exchange information with other programs in different
nodes) and of interaction with the outside world by simple! I0-Interfaces. Since simple
IO does not provide any means to transport a specially crafted payload that can be used to
exploit vulnerabilities in the program and thereby modify the behavior, they do not need
any further protection.

A program can be designed to work in a fault-tolerant environment e. g. by using multiple
program instances (distributed over redundant nodes), majority voting for the input, and
multicasting of results to multiple instances of the program that further processes the data
(also distributed over redundant nodes).

A program is assumed to be fault-free, if the majority of the program replicas work cor-
rectly, so that the output can be sent to voters, which will mask out wrong results. Typi-
cally the voters are located at the input side of the replicas of the program that processes
the output data further.

'No communication protocol is used on top.
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3.2 Node

In this paper a node is a physical entity that is at least composed of a microcontroller and
an interface to the communication system. A node might only support a single specialized
application (e. g. a node that is built to read a value from a sensor and then transmit the
value to other nodes) or utilize some kind of operating system to support different local
applications (e. g. a so-called PLC (programmable logic controller. In this work a single
node is also the smallest entity an attacker could gain access to. It is assumed that access
is achieved by exploiting a bug regardless if the bug is in the application or the operating
system (if present). In any case we assume the attacker gains full control of the node.

3.3 System

A system delivers at least one (fault-tolerant) service to the outside world. To provide a
service the system can be internally subdivided into programs. In this paper it is assumed
that a system is working properly, if all programs are working correctly.

To ensure the logical isolation it is assumed, that the set of nodes that runs the programs
are not used for other systems. Furthermore, it is assumed that each node could have
one or more potentially exploitable vulnerabilities. In all, the system consists of different
(potentially intersecting) subsets of nodes owning the same exploitable bug, which can be
misused over the network to obtain control over the node. To avoid making assumptions
regarding the vulnerability, we assume — as said before — that the attacker can take full
control of a node if he has knowledge how to exploit a vulnerability.

3.4 Attacker

The attacker is an entity trying to modify the system behavior to operate outside the de-
signed safe envelope. It can utilizes intelligence and external resources (e.g. computing
power) to archive this goal.

3.5 Communication system

The communication system ensures that a message is delivered from the sender to the re-
ceiver. The necessary properties depend on the service that the system has to deliver. If the
service has no safe state that can be reached easily, it is usually called a “fail-operational”
service. That means the system must deliver the service even in the case of an error. In
this case communication has to be resilient against denial of service attacks. However, if
the service can reach a safe state, the system is usually designed with watchdogs, which
ensure the safe state is activated in the case of a communication breakdown. In this case
no protection against denial of service is required.

The attacks on the communication system itself and the respective countermeasures are
not in the focus of this paper.
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4 Cryptographic Island

In this chapter the new approach is presented, that leverages existing fault tolerance tech-
niques to create an application independent framework which provides protection against
an attack over an existing communication system.

The cryptographic island utilizes two basic design principles. Logical isolation through
cryptographic signatures isolates the application from external threats. To avoid a com-
mon vulnerability in the code that ensures the logical isolation, a diversely developed
framework/hypervisor is utilized to enforce the logical isolation. To reduce the necessary
development effort the framework/hypervisor should be designed in such a way, that it has
a generic interface towards the programs, so it can easily be reused.

4.1 Assumptions

The concept of the cryptographic island relies on some assumptions.

e The attacker may somehow gain access to the communication system, but the he/she
has no physical access to any of the nodes of the safety-relevant system. For example
the attacker might have gained control of another node (e. q. some monitoring
service used for maintenance) connected to the communication system or found an
unguarded connection to this network.

e The communication system provides the needed level of robustness against the at-
tacker (see chapter 3.5).

e There is no common bug in the diverse framework variant. According to [KAS83,
KL86, ALS88, GV79] common bugs are very unlikely. To reduce the probability
that an (unlikely) common bug can be utilized by the same exploit method to gain
control of the node, different "tool chains" (i. e. programming languages, libraries,
compilers) could be used. In this case there is a good chance that an exploit works
only for one framework variant, and the other variants are not affected (message
is detected as being erroneous) or they expose a much easier to handle fail-silent
behavior and simply crash.

e There are no configuration errors. This means especially that all replicas of a process
are distributed on nodes with different framework variants. Automated checks could
be developed to ensure this property at system startup.

e The attacker has only knowledge of a known and limited number of vulnerabilities
that he/she can use for gaining access. If there are more exploitable bugs, the other
vulnerabilities are unknown to the attacker. This is the equivalent to the f fault as-
sumption for fault tolerant systems.

Without making further assumptions regarding the application behavior running on
top of the framework, the number of vulnerabilitie sis limited to one. This as-
sumption could be considered valid if further techniques like those presented in
[SPS08, CS11] are used to detect the presence of an attacker on the compromised
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node. After detection one can either direct the system into a safe state within a time
period that is too short for an attacker to find a second exploitable vulnerability. Al-
ternatively one can reconfigure the system by using spares (this means: additional
diverse variants of the framework) or repairing the system in a timely matter by fix-
ing the bug so that all assumptions are met again and the compromised nodes are no
longer part of the system.

Different from the generic case, two approaches to tolerate more than one known
bug are presented in chapter 4.4.

4.2 Logical isolation

As stated in the introduction, an isolated environment is a good protection against mali-
cious attackers. Since physical isolation is not always feasible, logical isolation can be
utilized. Logical isolation can be achieved by the combination of an effective protection
against masquerading, and list of legitimate senders for each program instance.

Then for all incoming messages a node knows the real senders and it is able to decide
whether it wants to accept a message or to drop it.

An effective protection against masquerading could be implemented in the communica-
tion system. If the communication system does not offer an effective masquerade protec-
tion (and most communication systems do not) the masquerade protection must be imple-
mented inside the framework. Strong cryptographic signatures are an effective method to
verify the identity of the sender from a message. Some approaches have already been dis-
cussed for embedded (realtime) networks [GR97, SK09, EKP*07, WWP04]. The strength
(usually measured in key-length) of the used cryptographic methods depends on the com-
puting power of the attacker. Typically the computing power of the attacker has to be
assumed unknown, and consequently considered to be large.

4.3 Reusable diverse framework

To protect the system, it is necessary that the application is protected against unauthorized
senders, that may know a bug in the application. But the attacker might also know a bug
inside the logic that checks the cryptographic signatures or the message handling before
the signature check. To ensure that the system is resilient against both kind of attacks, the
protection of the application can be implemented using a framework that acts as a kind of
hypervisor checking every communication. To mitigate bugs in the hypervisor, it is rec-
ommended that different variants of this framework are developed using diverse program-
ming. Thus a common vulnerability in two or more different variants of the framework
is very unlikely. To create a fault-tolerant application that is also resilient against known
bugs the different replicas of the same program have to be executed on top of different
diverse variants of the framework.

Figure 3 in appendix A.2 show the possible locations of the framework within a node. The
framework can either be purely implemented in software (see figure 3a) or comprise both
software and hardware (see figure 3b).
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For an example assume that programs P and () have to be executed by three redundant
replicas each. Moreover, assume that diverse variants A, B and C of the framework have
been implemented. Then the replicas Py, P> and P; of P, and Q1, Q2 and Q3 of ) may be
executed as follows: replicas P; and ()3 on top of A, replicas P5 and Q2 on top of B, and
replicas P53 and Q1 on top of C'. Permutations within (Py, P, P3) or within (Q1 @2, @J3)
will also work, of course. The allocation to nodes is not determined by this approach. It
can be chosen according to performance considerations or to the available IO connections.
Let N1, Ny, N3, Ny and N5 be a set of five nodes. Then one of many potential allocations
is the following (see figure 1):

N N> N3 Ng Ns Ns
4 2,
v @ |
N N

framework framgwork framework frampwork fram@work

variant A variaht B variaht C varignt A varidrit B
— T g Eferlon) e
| allowed attack |

Figure 1: Diverse framework in the example system

node N7 runs A and P; on top of it node N4 runs A and (3 on top of it
node N> runs B and P» on top of it node N5 runs B and ()5 on top of it

node N3 runs C' and P5 and ;1 on top of it
Any node does not run more than one variant of the framework.
If an attacker has found an exploitable vulnerability in one of the framework variants
(variant B in the example depicted in figure 1), only the replicas on top of this single
framework variant are affected (which means that all nodes running this particular variant
can be compromised). If the degree of redundancy is sufficient, then for each process only
the minority of variants is affected. Thus majority voting will decide for the correct result
despite the attack. In figure 1 the majority P; and Pj3 of process P (using variants A and
C respectively) and the majority ;1 and (3 of process () exist and produce correct results
despite the attack.
To ensure this isolation, messages are signed using strong cryptography by the sender.
Each receiver can check the true origin of a message it obtains and, moreover, can check
if the message has not been modified during transmission via the network. The frame-
work on the receiving nodes checks for each message if the stated sender is an allowed
sender and if the signature of the message is valid for the stated sender. If both checks
are passed successfully the message is delivered to the program. Otherwise it is discarded.
It is assumed that the information required for these checks (the necessary cryptographic
certificates of the valid senders) have been distributed safely, for example by deploying
during the initial system deployment. The limitation to trusted and well-known sender
result in logical point-to-point connections for the programs.
If a system consists of programs each of which is made fault-tolerant by replication, and,
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moreover, the replicas of a program are distributed among the nodes in such a way, that
each replica utilizes a different version of the framework, then the system is safe against
an attacker that has knowledge of how to exploit a single vulnerability. The attacker is
unable to control the majority of the replicas.

Assuming the key distribution is done without carelessness, an attacker can’t attack the
application itself, since the message is dropped due to the lack of a valid signature. There-
fore the only chance to influence the system is to find a bug in one of the diverse frame-
work variants that guards the message flow. If the attacker gains access to one remotely
exploitable vulnerability, he/she could take control over all nodes running the same frame-
work variant. If the system is designed as described, this will only affect a minority of
the replicas of each application. So the potential erroneous results created by the attacker-
controlled nodes could be easily tolerated in the applications like any other erroneous
result (e. g. by applying majority voting).

Since only a single remotely exploitable bug is assumed, the attack is unsuccessful.

The development of a framework that acts as a hypervisor for message transmissions has
two main advantages over complete diverse development. The first advantage is that once
this framework has been developed, it can be used for different programs and systems.
This reuse significantly reduces the costs for each project and potentially the framework
versions could become “components of the shelf” if the environment is standardized like
the AUTOSAR [AUT10] environment for the automotive domain. The second advantage
is that only a small part of the functionality must be developed in a diverse way. This
functionality is not necessarily implemented in software. Some parts of the functionality
(e. g. the computation of the cryptographic signature due to performance reasons) or even
the full functionality can be implemented in hardware.

The application programs themselves need not be programmed diversely. This further
reduces the necessary effort.

4.4 Tolerating multiple bugs

Multiple bugs can be tolerated if the framework ensures, that the attacker is unable to send
an exploit to a replica of the application on a unexploited framework version. This results
in two requirements:

e The attacker must be unable to send a message the the protected application on
nodes with an unaffected framework version while there are still known bugs.

e The attacker must be unable to determine a input signal that is required for the ap-
plication. This usually means that the attacker is not allowed to control the majority
of the nodes sending the input signal.

The basic approach does not ensure this property. An attacker with knowledge of two (or
more) exploitable bugs might use the first exploit to gain access to a node that sends mes-
sages to all replicas of an application. If the second exploit works against the application,
the attacker gains access to all replicas of this application, since he is able to sign the mes-
sages with the legitimate key he gained by accessing the first attacked node. With access
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Figure 2: Example for voting inside the framework

to all replicas of a program, he could determine the output of all the replicas and therefore,
independent of the number of tolerated faults, influence the system behavior.

Currently two different approaches for tolerating multiple bugs are research topics. The
first approach is voting inside the framework and the second approach is usage of different
framework variants on top of each other to create multiple protection layers. Possible
realizations of the multi-layered approach are subject of ongoing research.

4.4.1 Voting inside the framework

To ensure, that the protected application does not receive an erroneous message from the
attacker, the voting algorithm used by the fault-tolerant application can be placed inside
the framework. When a message arrives the signature is checked. If the signature is valid
the message is stored inside the framework. After the messages of all replica of a input
program have arrived (or a timeout has expired) the framework executes a voting algorithm
and delivers the result to the application. Messages from nodes controlled by the attacker
are treated like all other (faulty) input messages, as long as the faulty/malicious inputs are
the minority, they are discarded.

If there are 2f + 1 replicas of the protected application on 2f + 1 framework variants
(with f being the number of faults including the exploitable bugs known to the attacker)
the attacker could not attack the application, since he cannot affect the majority of used
framework variants. If the used input messages are protected the same way (2 f 41 replicas
of the application generating the input on 2f + 1 framework variants) the attacker could
not control the majority too. Consequently the attacker can only control a minority of
input messages, that are being discarded during the majority voting inside the fault-free
framework versions.

In figure 2 an example is shown which shows an excerpt from a larger system with four
applications (P, @), R, T'). The replicas of application P generate the input for the replicas
of application ) and the replicas of application 7" generate the input for the replicas of
application R. The inputs for P and 7" are not shown in this figure and the corresponding



428 An efficient approach to tolerate attackers in fault-tolerant systems

fields in the tables are left blank. The applications P and Q tolerate two bugs or faults
(resulting in five replicas running on top of five framework versions) and the applications
R and T tolerate one bug/fault (resulting in three replicas running on top of three different
framework versions).

The voting have to be programmed diversely as the rest of the framework, to reduce the risk
that an attacker may find a common bug inside the majority voter. To enable reusability
and keep the message handling logic small the voting algorithm inside the framework
should be sufficiently simple (e.g. majority voting).

This approach has the advantage, that it is possible to tolerate more than one known bug,
but it sets a few constraints for the applications. The application have to be designed to
delegate voting to the framework, therefore the framework can not designed as a “drop-
in-replacement” for existing libraries without protection. The application is restricted to
simple (majority) voting algorithm. Sophisticated algorithms based on system behavior
models would contradict the reusability and increase the codebase which increases the
likelihood of bugs.

4.4.2 Multiple protection layer

Multiple protection layers stacked on top of each other have basically two advantages
compared to the voting inside the framework:

e There are no assumptions regarding the program behavior. The program can use as
complex voting algorithms as desired and the framework stack could be designed to
be a “drop-in” replacement for the existing message sending and receiving API.

e The number of tolerated bugs could differ from the number of tolerated faults.

The main problem with this approach is caused by the fact, that the layers have to be
independent from each other. If the attacker finds a bug in a protection layer, he/she must
not be able to manipulate the other protection layers. This clearly violates the assumption
in chapter 3.2 that an attacker has access to all software running on a node, once he gained
access. There is ongoing research for system designs, where a different assumption for the
access after an exploit could be justified.

5 Conclusion

Malicious attackers are a real world problem when designing modern safety-relevant sys-
tems. It attracts more and more attention of designers who are confronted with both safety
and security issues. If the classical approach of full diversely developed software is not
feasible, the new approach of forming cryptographic island provides a solution for logical
isolation of the application programs against external attackers. The approach achieves a
good tradeoff between security and necessary development effort leveraging the existing
mechanism for fault tolerance and requires only a small reusable framework.

To make this approach usable for a broader set of use cases a special focus is set on the
admission of external input from (potentially) untrusted systems via the communication
network. This is a necessity for all scenarios where an external input (e. g. production
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planning systems of a chemical plant, infrastructure-to-car communication in the automo-
tive application) must be able to modify the behavior of the system in a “safe envelope”
without affecting the safety and security goals.
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A Appendix

A.1 Examples of attacks to safety relevant systems

The following examples show, that the risk of unauthorized access is real and should be
dealt with when designing a system.

e The StuxNet attack [FMCI11, Lanl1] on the uranium enrichment plant in Iran is
well-known and got even attention in the mainstream press [Fill1, BS10]. It utilizes
different exploits to gain access to the controllers and to manipulate them without
triggering the emergency shutdown system.

This attack demonstrates that even highly secured systems that have probably phys-
ically isolated networks are vulnerable against attacks.
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e A recent talk [Tes13, ZK13] at the Hack In The Box Conference in Amsterdam has

demonstrated a successful attack on a (specific model of an) autopilot for a plane
from the ground utilizing the wireless communication systems ADS-B and ACARS
that are installed in nearly all commercial planes and are active during the flight. The
attack enabled modification of the plane’s course and the flight level (the altitude).
This demonstrates that even in industries that obey very high safety standards secu-
rity problems may occur.

e An investigation in the year 2010 of a 2009 car model [KCR™10] showed that even

without the presence of Car2Car or mobile internet access an attacker could manip-
ulate the car (including acceleration, breaking, disabling the brakes) by exploiting
different vulnerabilities.

It has been shown that the starting point of the attack could be any device connected
to the internal networks. In this study for most of the experiments a small WiFi en-
abled OBD-Plug in the engine compartment has been used. There was also a proof
of concept, where the radio, which is connected to internal bus systems to display
the current song in the dashboard, was the entry point. The attack was possible since
the radio had a vulnerability that could be exploited with a modified audio CD.

A former contractor used the wireless network in a water treatment plant to gain
access. Over several weeks he pumped thousands cubic meters of untreated wastew-
ater into a river [SMO7].

In the operating system of Programmable Logic Controllers [IC12, Jc 12] remotely
exploitable bugs have been found, that are independent from the used application.

A.2 Illustration
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Figure 3: Framework impkementations



