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Abstract: In order to allow user-level applications tolerate transient hardware faults,
we developed Romain, an operating system service that transparently replicates un-
modified binary applications. While replication increases overall system reliability,
it also requires additional resources and runtime. In this paper we evaluate Romain’s
runtime overhead using the SPEC INT 2006 benchmark suite. With most of the bench-
marks being compute-bound they lend themselves to low overhead replication and the
geometric mean of their runtime overhead for triple-modular redundant execution is
only 1.8%.

More surprisingly, during our measurements we also encountered issues not di-
rectly related to replication. We show that improper placement of replicas to CPU
cores as well as unoptimized use of memory management mechanisms can make a
significant contribution to runtime overhead and discuss how Romain avoids these
pitfalls. We finally use our measurement results to model how protecting the Reliable
Computing Base using compiler-based fault tolerance mechanisms impacts replication
overhead.

1 Introduction

Decreasing feature sizes following the predictions of Moore’s law are a driving factor

for innovation at the hardware level. They empower hardware vendors to integrate more

and more cores and functional units into the same physical dies, thereby enabling higher

levels of performance and features. However, these smaller hardware features are more

vulnerable to transient hardware errors that arise due to hardware aging, thermal effects,

as well as cosmic radiation [Bor05]. These effects were studied in the field: Schroeder

et al. found that up to 8% of DRAM DIMMs in a large-scale server installation suffered

from soft errors within a year [SPW09]. Fiala et al. estimate that state-of-the-art reliability

measures in High-Performance Computing may require 65% of the available compute time

for checkpoint/restart instead of performing useful computations [FME+12].

Of course, hardware vendors try to implement hardware that meets certain reliability tar-

gets even at lower levels of integration. This is usually achieved by adding hardware-level

reliability extensions, as for instance proposed by DIVA’s checker cores [Aus99]. These
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Figure 1: Replicated execution using Romain

additional units mask faults at the hardware level so that software can run oblivious of po-

tential hardware malfunctions. Unfortunately, these solutions are often too expensive to be

applied within commercial-off-the-shelf (COTS) systems. From a research perspective it

is therefore interesting to determine if software-level solutions can help hardware vendors

meet their goals.

COTS machines rely on software to take care of error detection and correction itself. Com-

pilers generating fault-tolerant code, such as SWIFT [RCV+05] and AN-Encoded Pro-

cessing [FSS09] use instruction duplication or arithmetic encoding of data and execution

paths to detect errors without requiring special hardware support. However, being part of

a compiler, these tools require access to the source code of all applications that should

be protected. They cannot deal with binary-only third-party software as it is for instance

provided through internet downloads and mobile phone appstores.

To support resilient execution without having access to the application’s source code, we

implemented Romain, an operating system service on top of the L4/Fiasco.OC micro-

kernel1 that replicates binary applications [DHE12] using a software implementation of

redundant multithreading [RM00]. As shown in Figure 1, Romain consists of a master

process that manages multiple replicas of a binary application. The master loads the bina-

ries into separate address spaces to facilitate fault isolation.

Replicas execute independently on the physical CPU as long as they only modify their

internal state (e.g., perform computations and read/write their private address space). For

now we assume replicas to be single-threaded, which means that as long as they execute

the same code on the same set of inputs, they will deterministically expose identical be-

havior [Sch90].

Romain intercepts replica execution once the replicas try to make their internal state ex-

ternally visible by performing a system call or raising hardware traps, such as page faults.

These externalization events get redirected to the master. The master then waits for all

replicas to reach their next externalization event and compares their states (architectural

register file and Fiasco.OC’s user-visible per-thread state). A watchdog mechanism is used

to make sure the master does not wait infinitely, e.g, because of a faulty replica stuck in an

infinite loop [Kri13].

1http://www.tudos.org/fiasco
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If the replicas’ states match, the master performs the respective system call or resource

management operation on behalf of the replicas and thereafter resumes independent ex-

ecution of the replicas. Upon a state mismatch, the master triggers recovery. Romain

supports different ways of recovering from faults. When running in triple-modular redun-

dant mode (TMR), the master performs majority voting and overwrites the faulty replica.

If the user wants to save on required resources by only using two replicas (DMR mode),

the master can also trigger reset to a previous application checkpoint.

For replicas to behave deterministically, Romain needs to enforce that they all observe the

same inputs. For this purpose the master process intercepts all potentially non-deterministic

inputs that reach the replicas. In Fiasco.OC most input arrives through synchronous IPC

system calls, which are intercepted and checked by the master anyway. Further non-

determinism is induced for instance by reading the CPU’s time stamp counter. Such op-

erations can be intercepted by the Romain master using software interrupts (INT 3 on

x86) or by exploiting virtual machine extensions in modern hardware [Int13]. Scheduling

in multithreaded applications is a last source of non-determinism. While we are currently

working on a solution to this problem, we only consider single-threaded applications for

our analysis in this paper.

Replicated execution transparently increases applications’ fault tolerance. However, this

reliability comes at the cost of increased resource demand and execution time. This paper

focusses on analyzing the runtime overhead caused by replication. We evaluate Romain

using the SPEC INT 2006 benchmark suite. We introduce our experiment setup in Sec-

tion 2 and describe specific effects caused by placing replicas on different sets of cores in

Section 3. Section 4 discusses the sources of overheads for replicating SPEC INT 2006.

While Romain protects user-level applications from hardware faults, the master process as

well as the underlying microkernel are still left unprotected. We call these components the

Reliable Computing Base (RCB) [ED12]. The RCB needs to be protected from hardware

errors separately, for instance by compiling RCB components using a fault-tolerant com-

piler. In Section 5 we use our benchmark results to estimate the impact that hardening the

RCB using compiler-based methods would have on Romain.

2 Experiment Setup

For our experiments we use the SPEC INT 2006 benchmark suite [Hen06]. We ported

11 out of the 12 benchmarks to Fiasco.OC’s L4Re runtime environment2. We left out the

483.xalancbmk because it uses deprecated C++ STL features that are not supported

by L4Re’s C++ standard library. SPEC INT is a CPU benchmark suite, which means

the benchmarks represent replication-friendly applications where replicas perform lots of

independent computation and only rarely suffer from overhead for state comparison. Nev-

ertheless, the benchmark suite represents real-world use cases, such as compilers, dynamic

languages, and video decoding.

Our evaluation computer comprises 3 GB of RAM and two processor sockets, each con-

taining 6 Intel Xeon X5650 CPUs clocked at 2.667 GHz. Fiasco.OC, the L4Re runtime,

and the SPEC INT benchmarks were compiled for 32-bit execution, because Romain cur-

2http://www.tudos.org/l4re
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Figure 2: Overhead for 400.perl, first experiment

rently only works for 32-bit binaries. We turned off hyperthreading to minimize side ef-

fects, which left us with 12 physical CPU cores to run the benchmarks on. We also turned

off turbo-boost and hardware-level frequency scaling to get stable execution times for the

benchmarks.

To get a performance baseline, we ran the benchmarks on a Fiasco/L4Re base system con-

sisting of the kernel and the user-level resource managers. To obtain reproducible results,

we did not run any other workloads on the system while performing our measurements.

We refer to these baseline measurements as native execution in the remainder of this paper.

We report normalized overheads for Romain running a single replica. This allows us to

evaluate the overhead caused by the master’s system call interception and replica resource

management. Furthermore we report normalized overheads for fault-tolerant execution

with Romain running two (DMR) and three (TMR) replicas. For multi-replica runs we pin

each replica thread to a dedicated physical CPU core to get the least possible interference

between the replicas.

3 Core Placement – Doing it Right?

With this setup in place we started benchmarking with the 400.perl benchmark. The

results of our measurements are shown in Figure 2. We expected replication to slow exe-

cution down. Now, to our very surprise the benchmarks were running about 12% faster!

We repeated the benchmark run several times and the results remained the same. Further-

more, these 12% amounted to a wall clock time difference of about 30 seconds for this

benchmark, which rules out measurement inaccuracies.

We then suspected cache effects to be responsible for our observations. To validate this,

we used the processors’ built-in performance counters and measured the ITLB MISSES,

DTLB MISSES, L2 MISSES, and L3 MISSES performance counters for every CPU core

participating in these runs. If the caches were responsible for this strange behavior, the

number of cache misses for a Romain run should be lower than the one for native execu-

tion. However, it turned out that these numbers were nearly exactly the same and hence,

caches were not the problem here.

Exploring the available parameters, we noticed that the native run got faster if we ex-

ecuted it on any physical CPU except CPU 0. This hinted at a configuration problem.

Fiasco.OC is a microkernel and therefore requires a couple of other components to run in

user space, even if we only execute a single benchmark as our workload. One of these

components is the logging component responsible for printing output written by functions

such as printf. The 400.perl benchmark prints several thousand lines of data, but
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our intuition told us this should not be a problem: as both the native and replicated runs

perform these operations, the time for the respective system calls should be identical.

A closer look at how output works on Fiasco.OC taught us differently. Calling the C

library’s printf function results in an IPC message being sent to the log thread. This

higher-priority thread is part of the runtime’s log server and by default executes on CPU

0. The log thread receives this message and then prints it. The default method of printing

is to send this output to the serial console, which in turn is rather slow.

If the benchmark runs on CPU 0, as was the case for our native measurement, the log

message causes the log thread to occupy the CPU for the whole duration of the output

operation due to its higher priority. This prevents the benchmark application from making

further progress. However, if we move the benchmark to a different CPU, it is only blocked

until the log IPC message was delivered. Thereafter, both threads can execute concurrently

and therefore the benchmark runs faster. To our slight humiliation, the reason for Romain

performing faster in our initial measurement was merely that the Romain master starts

placing replicas on CPU 1 and therefore coincidentally avoided being slowed down by the

log thread.

The lesson to take away from this experience is: Small differences in system configuration

(e.g., placement of threads not directly related to our benchmark application) can have a

significant impact on performance. We will see in Section 4 that the 12% difference we

observed here is much higher than the real replication-induced performance. The measure-

ments in the remainder of this paper avoid logging slowdown by sending their output to

an in-memory buffer similar to redirecting output to a file on Linux. The corrected results

for 400.perl are shown in Section 4.

Motivated by the previous measurement we also re-evaluated how assigning replicas to

CPUs influences replication overhead. Figure 3 shows how a system call is handled by the

Romain master for the case of two replicas. Both replicas execute independently (0) until

they raise an externalization event on their local CPU (1) and block. If one replica lags

behind the other, some wait time may arise. Next, the event is propagated to the master,

which then performs checksum computation (2) and handles the system call (3). Finally,

the master returns control to the replicas (4).

We aim to produce an ideal environment for our experiment and do not run any other

applications on our system during benchmark runs. Hence, the wait time that arises at

externalization is negligible. Furthermore, the cost of system call handling (step 3) is in
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most cases identical to native execution, because the master simply performs the system

call that would have been issued by the application otherwise.

Replication overhead stems from steps 1, 2, and 4. We used a microbenchmark to estimate

the cost of these steps. Checksum computation is a simple sum operation and takes about

100 CPU cycles per replica. This is rather fast compared to the notifications sent in steps

1 and 4. By default, Fiasco.OC’s virtual CPU mechanism [LWP10] is used for sending

an event and the corresponding replica state to the master. On our test machine, a plain

vCPU exception costs about 2,200 CPU cycles when replica and master execute on the

same CPU. As Romain replicas run on dedicated cores, event notifications need to be

sent across CPUs, which adds expensive inter-processor interrupts (IPIs) to the number.

In our two-socket system we need to additionally distinguish between IPIs sent within a

single socket and those sent across socket boundaries. We measured the average cost of an

exception sent across CPUs to be 5,900 cycles for intra-socket communication and 14,300

cycles for cross-socket messages.

Based on these microbenchmarks we implemented a core placement algorithm in Romain

that prefers to assign replicas to CPUs on the same socket, because thereby we save about

8,000 cycles (or 60%) for steps 1 and 4 as opposed to distributing replicas across sockets.

The results reported in the next section were obtained using this placement algorithm.

4 Replicating SPEC INT 2006

After overcoming the previously discussed hurdles, we ran all 11 of the SPEC INT 2006

benchmarks. Figure 4 shows the runtime overheads normalized against native execution.

The geometric mean overhead for running three replicas is 2.51%. This matches our initial

expectations, because the benchmarks are mostly CPU-bound and these computations can

happen concurrently on the replica’s cores while overhead for externally visible events

only occurs rarely. Four benchmarks, 403.gcc, 429.mcf, 462.libquantum, and

471.omnetpp experience higher overheads. Therefore, we focussed our further investi-

gations on these applications.

The 403.gcc benchmark carries out a large amount of memory remap operations (using

the C library’s mremap and realloc functions). This behavior stresses Romain’s mem-

ory management capabilities by requiring a large amount of allocations and page fault

handling. We actually ran out of memory for four out of the nine compiler runs when run-

ning with three replicas. Furthermore, the benchmark also triggers some bugs in Romain’s

memory manager, which is why we take these numbers with a grain of salt.

4.1 Improving Replica Memory Management

Observing that memory management appears to be a bottleneck, we revisited Romain’s

memory management. The master process always keeps one copy of every memory region

per replica and uses Fiasco.OC’s user-level memory management mechanisms to manage

the replicas’ address spaces based on those copies. On 32-bit Fiasco.OC, every address

space can contain 3 GB of user-addressable memory. As a consequence, Romain can only

run three replicas as long as a single replica does not use more than 1 GB of memory. This
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Figure 4: Overhead for replicating the SPEC INT 2006 benchmarks with one, two, and three replicas

compared to native execution. Geometric mean overheads: GM(DMR) = 0.66%, GM(TMR) =
2.51%

problem can only be fixed once we port Romain to a 64-bit architecture that allows to use

larger address spaces.

There is one thing we can do to reduce memory management overhead, though: By de-

fault, both Romain and native L4Re use 4 kB pages to manage address spaces. If an

application uses large regions of memory, we will observe a page fault for every of these

pages, which leads to several thousands of memory management operations. These opera-

tions become increasingly expensive for replicated execution, because with N replicas the

Romain master has to perform N times the amount of memory allocations and handle N

times the amount of page faults.

The x86 architecture allows to handle memory using 4 MB sized huge pages [Int13].

This reduces the number of page faults that need to be handled by a factor of 1,024. To

use this feature, the respective memory regions need to be aligned to an address that is a

multiple of 4 MB. L4Re’s memory manager provides a mechanism to request huge pages,

but applications need to do so explicitly, which the SPEC INT benchmarks don’t. We

extended Romain to inspect the parameters of replicas’ memory management system calls.

If the application wishes to allocate a memory region larger than a predefined threshold3,

Romain automatically sets the respective flags to allocate memory that can be managed

using huge pages.

We used a microbenchmark to validate the results of this optimization. Our application

allocates a region sized 800 MB and then sequentially runs over this region reading and

writing all pages. Table 1 shows the time required to execute this benchmark natively

to Romain executing one, two, and three replicas. First, we see that using 4 MB pages

reduces the benchmark’s runtime by 50% because page fault handling clearly dominates

this benchmark.

Second, we see that replicated execution has a much higher overhead than we observed for

the SPEC INT benchmarks. This is due to the benchmark’s nature: Replicas only execute

3We empirically found that 1 MB is a good threshold value for our experiments.
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4 kB Pages 4 MB pages

Native L4Re 0.72 sec 0.38 sec

Romain, 1 replica 0.80 sec 0.38 sec

Romain, 2 replicas 2.23 sec 0.58 sec

Romain, 3 replicas 3.12 sec 0.91 sec

Table 1: Effect of using huge pages for replica memory management

concurrently for short periods before raising the next page fault. The majority of time is

then spent managing memory in the master. As explained above, the number of replicas

is directly proportional to the amount of memory management work the master needs to

perform here and hence TMR’s cost is about three times as high than native execution.

We re-ran the whole SPEC INT 2006 benchmark suite again with our memory optimiza-

tion in place. It turns out that these benchmarks are not dominated by memory manage-

ment overhead at all and the results were the same as already shown in Figure 4. Only for

the 400.perl benchmark we observed a measurable overhead reduction: TMR overhead

was reduced from 4.3% to 2.5% by using huge pages.

4.2 Reducing Replica Cache Misses

Reducing the amount of page faults unfortunately did not reduce the overhead for the

429.mcf, 462.libquantum, and 471.omnetpp benchmarks. Our next attempt to

explain their behavior was to profile the benchmarks with the help of hardware perfor-

mance counters. Table 2 shows the amount of L2 and L3 misses we observed for the three

benchmarks.

429.mcf 462.libquantum 471.omnetpp

DMR: L2 Misses x 1,000 2,600 2,500 270,000

DMR: L3 Misses x 1,000 1,300,000 570 6,900,000

TMR: L2 Misses x 1,000 11,000,000 440,000 35,000,000

TMR: L3 Misses x 1,000 5,200,000 387,000 21,200,000

Table 2: L2 and L3 cache misses for 429.mcf, 462.libquantum, and 471.omnetpp.

We see a manifold increase in L2 and L3 misses for all three benchmarks when moving

from two replicas to three replicas. This indicates that these benchmarks are extensively

relying on data in the cache. While all replicas execute the same operations on the same

data, they do so using dedicated copies of this data and cannot benefit from prefetching

effects. Instead, the replicas compete for the limited cache space and this appears to be the

reason for their high replication overheads.

In Section 3 we argued that we place replicas on cores on the same CPU socket to reduce

the CPU cycles required for sending inter-core events. It turns out that this optimization

was pre-mature for the benchmarks in question. While running these benchmarks we see

a couple of thousand externalization events handled by the master opposed to millions of

cache misses. According to Intel’s documentation, an L3 cache miss costs about 60 ns
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or 160 CPU cycles on our test machine [Lev09]. We therefore concluded that we should

optimize for reducing cache misses instead of minimizing signalling performance.

Our test machine’s CPU sockets each have an L3 cache that is shared by all six of the

local CPU cores. In order to reduce L3 miss rates, we can make more efficient use of

the available L3 caches by distributing replicas across sockets. We therefore adjusted

Romain’s replica placement to place one replica on the second socket when running in

both DMR and TMR modes. This lead to the reduced cache miss rates shown in Table 3.

429.mcf 462.libquantum 471.omnetpp

DMR: L2 Misses x 1,000 2,600 +/- 0 2,500 +/- 0 290,000 +11%

DMR: L3 Misses x 1,000 930,000 -29% 323 -43% 5,500,000 -20%

TMR: L2 Misses x 1,000 11,000,000 +/- 0 385,000 -12% 34,900,000 +/- 0

TMR: L3 Misses x 1,000 3,600,000 -30% 8,700 -97% 16,400,000 -22%

Table 3: L2 and L3 cache misses for 429.mcf, 462.libquantum, and 471.omnetpp with

one replica running on a different CPU socket

We see a significant decrease in L3 misses across all benchmarks. Additionally, we also

observed that these decreases manifest themselves in reduced runtimes when replicating

the benchmarks. We compare the improved runtimes to the previously measured results

in Figure 5. All benchmarks show lower overheads for DMR and TMR execution. The

geometric mean overhead for TMR execution for all SPEC INT benchmarks is now 1.8%.

429.mcf and 471.omnetpp still have non-negligible overheads when running with

three replicas. Based on the numbers in Table 3, we attribute these overheads to the re-

maining L3 misses. Lower overheads would then only be possible with a larger cache.
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Figure 5: Overhead for replicating the SPEC INT 2006 benchmarks with one, two, and three replicas

compared to native execution. Plain benchmark names refer to the previous results (see Fig. 4),

benchmark names with adj refer to modified core placement.

We conclude from these cache experiences that a replication mechanism needs to be aware

of the underlying hardware platform and its specific cache and memory architecture. This

observation has already been made in other contexts. The Barrelfish OS [BBD+09] for in-
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stance uses a system knowledge base to perform efficient message routing between cores.

We plan to explore the potential of combining replication with platform- and load balanc-

ing in future work.

5 How Much is RCB Hardening?

Our experiments so far showed that Romain is able to replicate applications efficiently

with an acceptable overhead. Nevertheless, replication only protects user-level code. The

system still remains unprotected against hardware errors that occur while executing code

within the Reliable Computing Base.

To protect the RCB, we need to apply additional measures. In contrast to user-level code,

where our main motivation was to support binary-only applications, we have full control

over the RCB’s source code. Therefore, applying compiler-based fault tolerance meth-

ods may be feasible. Duplicated instructions [RCV+05] as well as redundant arithmetic

codes [FSS09] provide such protection without requiring specific hardware support. How-

ever, they add additional runtime overhead. We are therefore interested in how this addi-

tional overhead will influence replicated execution and ultimately our benchmark results.

Unfortunately, existing compiler-based fault tolerance has only been evaluated using user-

level applications and we are not aware of any existing tool that can be used to compile

our microkernel. Therefore, instead of performing measurements with a real system, we

conduct a thought experiment based on our previous results.

Application Code

tapp

Kernel:
System

Calls

tkern

Romain

Master
Code

tmaster

Additional
Kernel In-
vocations

t′kern

Hardware Stalls
(e.g., caching)

thw

Native execution time Replication overhead

Figure 6: Breakdown of time for replicated execution

To model replicated execution time, we break this time down into its components as shown

in Figure 6. Native execution time consists of the time for executing application code tapp
and the time required for executing system calls in the kernel tkern. When replicating

execution, we add time spent in the Romain master tmaster. Furthermore the master may

execute additional system calls t′kern. Finally, we suffer from wait times due to unsynchro-

nized replicas, signalling overhead for sending exception messages, and from hardware

effects, such as cache thrashing as seen in Section 4, all of which we subsume as thw.

For our experiment we therefore model native execution time as

tNAT := tapp + tkern (1)

whereas replicated execution time is described by

tREP := tNAT + tmaster + t
′

kern + thw (2)
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If we protect the RCB using a compiler-based mechanism, the kernel as well as the mas-

ter process will experience additional slowdown and hence their execution times will be

multiplied by a factor C depending on the chosen mechanism. The same applies to the

kernel part of tNAT . In contrast, the application itself is not modified and therefore does

not suffer from additional overhead. Hence, tapp remains constant.

We can therefore model the time required for replication based on a protected RCB as

tPROT := tapp + C × (tkern + tmaster + t
′

kern) + thw (3)

From the results discussed in Section 4 we conclude that applications dominate cache

effects, whereas the additional master code and data do not have a significant impact.

Even though redundant encoding or additional checking instructions will also add code

and data, we still assume this to be negligible in contrast to the application’s influence.

Therefore, we assume for our model that thw also remains unchanged with a protected

RCB.

We analyzed the SPEC INT 2006 benchmarks to determine how much of their native

execution time can be attributed to tkern. We programmed two performance counters

to count the CLK UNHALTED REF event, which counts the unhalted bus cycles. The

first counter used the USER bit to count cycles spent in the user application. The second

counter was configured with the OS flag to only count kernel-level cycles. For all of the

benchmarks we observed kernel execution time to be less than 0.2% of the whole execution

time. To ease modelling, we can therefore safely set tkern := 0 and set tapp to the native

execution times measured in Section 4.

We also set thw := 0 for our analysis, even though we showed that thw can be a large

contributor to replication overhead. Unfortunately, it is hard to precisely determine the

ratio of hardware effects to actual additional execution. To get a practical result, we assume

the replication overheads measured in Section 4 to be solely software-induced. This will

lead to an overestimation of the impact of compiler-based RCB hardening. Nevertheless it

allows us to establish an upper bound on the expected overhead.

Our reduced model now becomes

t
′

PROT := tapp + C × (tmaster + t
′

kern) (4)

:= tNAT + C × tREP (5)

To determine the factor C, we consulted an analysis of software-implemented hardware

error detection mechanisms done by Schiffel et al. [SSSF10]. The authors compared

software-implemented fault tolerance (SWIFT [RCV+05]) and several mechanisms based

on arithmetic AN-encoding, such as [FSS09], regarding their runtime overheads and reli-

ability guarantees. They found that SWIFT (CSWIFT := 1.095) delivers low overheads,

but misses a significant number of hardware errors. In contrast, AN-encoding detects

nearly all errors, but has higher runtime overheads (CANBD := 3.896).

We selected the TMR overheads reported in Section 4 and computed the resulting TMR

overheads according to our model if we applied either SWIFT or ANBD-encoding to the
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Figure 7: Modelled TMR overhead when protecting RCB execution with software-based fault tol-

erance mechanisms. Geometric means: GM(SWIFT ) = 1.97%, GM(ANBD) = 7.03%

components of our RCB. The results are shown in Figure 7. Applying SWIFT to the RCB

adds only tiny amounts of overhead, whereas applying ANBD-encoding would magnify

the overheads for those benchmarks that already suffer from high replication overheads

when only using Romain.

We conclude that the combination of compiler-based fault tolerance and an OS service

for replicating binary applications is a promising path for further research as it allows

to support a larger range of applications (binary-only) than pure compiler-based meth-

ods. Furthermore, the overall system overhead is decreased when combining low-overhead

replication with encoding techniques that are selectively applied to those components that

cannot be protected by replication. However, we must note that our analysis only con-

sidered the performance implications of such a combination. It remains to be researched

whether replicated execution can keep up with the reliability guarantees provided by strong

arithmetic encoding.

6 Conclusion

This paper analyzed the overheads incurred by the Romain replication service when ap-

plied to the SPEC INT 2006 benchmark suite. We found that replication cost for these

CPU-intensive benchmarks is low with a geometric mean of 1.8% for triple-modular re-

dundant execution. We pointed out that proper placement of replicas on the available CPU

cores and the interaction with other services in the system can have a significant impact on

the measured overheads and discussed how we avoid those pitfalls in Romain.

Given the rising heterogeneity in today’s hardware we believe that making system ser-

vices aware of the underlying platform and finding the right abstractions to let services

make platform-aware decisions is an important research goal. Our evaluation shows that

reliability mechanisms can also benefit from such knowledge.

2545



Based on our measurements we then developed a model to estimate how combining low-

overhead replication with a Reliable Computing Base protected by compiler-based fault

tolerance mechanisms would impact our results. Our estimations show that replication can

significantly reduce the expected overhead in contrast to applying ANBD-encoding every-

where. It remains to be researched whether this improved performance can be achieved

while maintaining strong reliability guarantees.
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[ED12] Michael Engel and Björn Döbel. The Reliable Computing Base: A Paradigm for
Software-Based Reliability. In Workshop on Software-Based Methods for Robust Em-
bedded Systems, 2012.

[FME+12] David Fiala, Frank Mueller, Christian Engelmann, Rolf Riesen, Kurt Ferreira, and Ron
Brightwell. Detection and correction of silent data corruption for large-scale high-
performance computing. In Proceedings of the International Conference on High Per-
formance Computing, Networking, Storage and Analysis, SC ’12, pages 78:1–78:12,
Los Alamitos, CA, USA, 2012. IEEE Computer Society Press.

[FSS09] Christof Fetzer, Ute Schiffel, and Martin Süsskraut. AN-Encoding Compiler: Building
Safety-Critical Systems with Commodity Hardware. In Proceedings of the 28th Inter-
national Conference on Computer Safety, Reliability, and Security, SAFECOMP ’09,
pages 283–296, Berlin, Heidelberg, 2009. Springer-Verlag.

[Hen06] John L. Henning. SPEC CPU2006 benchmark descriptions. SIGARCH Comput. Archit.
News, 34(4):1–17, September 2006.

[Int13] Intel Corporation. Intel R© 64 and IA-32 Architectures Software Developer’s Manual.
Number 325384-046US. March 2013.

2546



[Kri13] Martin Kriegel. Bounding Error Detection Latencies for Replicated Execution. Bache-
lors thesis, TU Dresden, 2013.

[Lev09] David Levinthal. Performance Analysis Guide for Intel R© Core
TM

i7 Processor and

Intel R© Xeon
TM

Processors. 2009.

[LWP10] Adam Lackorzynski, Alexander Warg, and Michael Peter. Generic Virtualization with
Virtual Processors. 12th Real-Time Linux Workshop, 2010.

[RCV+05] George A. Reis, Jonathan Chang, Neil Vachharajani, Ram Rangan, and David I. Au-
gust. SWIFT: Software Implemented Fault Tolerance. In Proceedings of the Inter-
national Symposium on Code Generation and Optimization, CGO’05, pages 243–254.
IEEE Computer Society, 2005.

[RM00] Steven K. Reinhardt and Shubhendu S. Mukherjee. Transient fault detection via simul-
taneous multithreading. SIGARCH Comput. Archit. News, 28:25–36, May 2000.

[Sch90] Fred B. Schneider. Implementing fault-tolerant services using the state machine ap-
proach: A tutorial. ACM Computing Surveys, 22(4):299–319, December 1990.

[SPW09] Bianca Schroeder, Eduardo Pinheiro, and Wolf-Dietrich Weber. DRAM Errors in the
Wild: A Large-Scale Field Study. In SIGMETRICS, 2009.

[SSSF10] U. Schiffel, A. Schmitt, M. Süsskraut, and C. Fetzer. Software-Implemented Hardware
Error Detection: Costs and Gains. In Dependability (DEPEND), 2010 Third Interna-
tional Conference on, pages 51–57, 2010.

2547


	Multi-Focus Workshops
	Tag der Informatik
	Bernhard Nebel Automatic Planning: Making Autonomous Behavior Possible
	Uwe Franke Stereo and the City
	Marc-Oliver Gewaltig The Human Brain Project: Chances and Challenges for Computer Science

	Program for PhD Students
	Marat Abilov Bridging the Gap Between Requirements and Object-Oriented Models
	Kai Gebhardt Automatisierte Visualisierung von statischen Systemanforderungen zur Qualitätssteigerung in Softwareprojekten
	Sabine Janzen Mixed Intention Sets in Dialogue Planning
	Andreas Klöckner Behavior Trees for UAV Mission Management
	Johann Schaible INF13 – Doktorandenprogramm, Johann Schaible
	Niroshan Thillainathan INF13 – Doktorandenprogramm, Niroshan Thillainathan
	Karl-Heinz Weis INF13 – Doktorandenprogramm, Karl-Heinz Weis

	Posters
	Johannes Bach, Klaus Zitzmann and Christoph Ringelstein Der Nutzen von Interimsarchitekturen bei strategischen Transformationsmaßnahmen des Architekturmanagements
	Andreas Fuhr, Jürgen Ebert, Volker Riediger, Marcus Rausch, Johannes Bach, Max Doppler, Sven Kühner and Sandra Wilbert Das Cobus-Projekt: COBOL-Bestandsanalyse und Sanierung bei der Debeka
	Tatiana Gossen, Michael Kotzyba, Sebastian Stober and Andreas Nürnberger Sprachgesteuerte Suchwerkzeuge für Junge Nutzer
	Oliver Höß, Stefan Knauth, Florian Pönisch, Mattthias Zierold, Thomas Keiser and Christian Schmitt Nutzerzentrierte Konzeption und frameworkbasierte Entwicklung von gestengesteuerten Anwendungen im AAL-Umfeld
	Kai-Uwe Martin and Wolfram Hardt Agentenunterstützung im mobilen Lernkontext
	Dieter Meiller Interaktive Informationsvisualisierung in sozialen Netzwerken
	Dieter Meiller Web-basierte Steuerung von Geräten im Haus
	Thorsten Merten and Barbara Paech Research Preview: Automatic Data Categorization in Issue Tracking Systems
	Georg Neugebauer, Ulrike Meyer and Susanne Wetzel SMC-MuSe: A Framework for Secure Multi-Party Computation on MultiSets
	Christoph Otte An Independent General Game Player
	Michael Röder, Maximilian Speicher and Ricardo Usbeck Investigating Quality Raters’ Performance Using Interface Evaluation Methods
	Roman Schneider KoGra-DB: Using MapReduce for Language Corpora
	Peter Wehner SENSE – Intelligent Storage and Exploration of large Document Sets
	Christoph von Viebahn Bildung sichtbar machen – Education Feedback Management (EduFM)

	Tutorials
	Wolfram Burgard and Cyrill Stachniss Robotics: Probabilistic Methods for State Estimation and Control
	Rolf Drechsler and Robert Wille Text statt C++: Automatisierung des Systementwurfs mit Hilfe natürlicher Sprachverarbeitung
	Dimitris Karagiannis Meta-Modeling as a Concept: The Conceptualization of Modeling Methods
	Christoph Lange, Manfred Kerber and Colin Rowat Applying Mechanised Reasoning in Economics – Making Reasoners Applicable for Domain Experts
	Jan Mendling Fundamentals of Business Process Management
	Sven-Volker Rehm Smart Networking für kleine und mittlere Unternehmen ? wie kann ich systematisch meine Netzwerkfähigkeit entwickeln?
	Henning Schwentner and Jens Barthel ABAP für Informatiker
	Tobias Walter and Andreas Hess Anwendungslandschaften angepasst an Mensch, Umwelt und Organisation


	Education
	E-Learning-Lösungen in Schulen
	Andreas Breiter Mediatisierte Organisationswelten in Schulen – welche Rolle spielen dabei E-Learning-Systeme?
	Sindy Riebeck, Sven Hofmann, Steffen Friedrich, Andrea Lißner and Michael Rudolph E-Learning in der Schule – Lehrer im Spannungsfeld zwischen pädagogischem Mehrwert und didaktischer Anforderung
	Joerg M. Haake, Tim Erdbrügge and Christian Rietzscher Förderung von Kompetenzen für „Collaborative Authoring“ in der Sekundarstufe II
	Henry Herper Informatische Bildung in der Primarstufe – Voraussetzung für den Einsatz digitaler Unterrichtsmedien
	Eckhard Nees and Manuela Nees steps2Math – eine interaktive Lernhilfe für Algebra
	Michael Schuhen, Marco Rehm, Fritjof Kollmann and Manuel Froitzheim Das elektronische Schulbuch für den Ökonomieunterricht
	Anne Thillosen Nutzung von OER an Schule und Hochschule

	SAG WAS – Studentische AusbildunG und berufliche Weiterbildung in Agiler Softwareentwicklung
	Wolfgang Reinhardt Studentische Softwareentwicklung – Warum es keine Alternative zu agilen Methoden gibt
	Doris Schmedding Agile Vorgehensweisen in Ausbildungsprojekten
	Richard Seidl Unser Weg zur agilen Entwicklung – Eine Retrospektive
	Janet Siegmund, Thomas Thüm, Sandro Schulze and Elmar Jürgens Agile Methoden im Softwareprojekt
	Daniel Speicher, Pascal Bihler, Paul Imhoff, Günter Kniesel, Holger Mügge, Jan Nonnen, Tobias Rho, Mark von Zeschau, and Armin B. Cremers, Pascal Bihler, Paul Imhoff, Günter Kniesel, Holger Mügge, Jan Nonnen, Tobias Rho, Mark von Zeschau, and Armin B. Cremers 10 Years of Agile Lab Courses for International Students
	Veronika Thurner and Axel Böttcher Scrum erfahren mittels Scrum-Cooking
	Gero Wedemann Scrum Essentials in der Lehre
	Heinz Züllighoven and Jörn Koch Learning by Doing – Agilität im Job vermitteln

	iLearn: Mit Pad und Smartphone im Hörsaal
	Ricardo Buettner The utilization of Twitter in lectures
	Linus Feiten, Katrin Weber and Bernd Becker SMILE: Smartphones in der Lehre – ein Rück- und Überblick
	Martin Garbe, Jonas Vetterick and Clemens H. Cap Tweedback: Online Feedback System for Large Lectures
	Frank Gommlich and Georg Heyne Persönliche Lernumgebung – Architektur für Smartphones
	Thomas Nitsche, Maxim Nitsche, Oxana Nitsche, Raphael Nitsche and Markus Sähn MATH 42 für iPhone und iPad – ein Vorschlags- und Zwischenschritt basiertes, symbolisches Algebra System für Schüler der 5. bis 12. Klasse

	Hochschule 2020
	Sebastian Kaiser, Eric Kuhnt, Stefanie Lemcke and Ulrike Lucke Web-basierte Beschaffung
	Jan Schreiter and Rainer Alt Modellierungswerkzeuge zur Abbildung der Standardisierung und Individualisierung bei Hochschulprozessen
	Alexander Kiy, Frederik Strelczuk and Ulrike Lucke Ein Plugin zur integrierten Literaturverwaltung in Moodle
	Stefan Wendt, Philipp Lehsten and Djamshid Tavangarian Gamification as a Service – Die Integration von spieletypischen Elementen in die Pervasive Universität


	Data Management
	Datenmanagement und Interoperabilität im Gesundheitswesen
	Natascha Andres, Björn Lemberg and Gövercin Mehmet Cloudi/o – Ein Ansatz für Cloud-basiertes Datenmanagement in klinischen Studien
	Steffen Claus, Horst Schwichtenberg and Julian Laufer, Horst Schwichtenberg and Julian Laufer Cloud4health – On effective ways to deal with sensitive patient data in a secure Cloud environment
	A. Karim El Moussaoui and Sven Abels NeuroCare: Unterstützung von Pflegekräften und Angehörigen bei der Betreuung von kognitiv beeinträchtigten Personen
	Tatiana Ermakova, Sven Preuße, Peter Weimann and Rüdiger Zarnekow Reduzierung von Schwachstellen in Prozessen der Krankenhauseinrichtungen durch cloud-basierte Lösungen am Beispiel der Patientenversorgung
	Sara Nasiri, Mareike Dornhöfer and Madjid Fathi Improving EHR and Patient Empowerment based on Dynamic Knowledge Assets

	In-Memory Data Management – Applications and Architectures
	Jürgen Krämer Terracotta In-Genius: An In-Memory Platform for Actionable Intelligence on Big Fast Data (invited presentation)
	Rolf P. B. Sieberg SAP HANA: In-Memory Technology as Business Enabler featuring Product Cost Prediction and Simulation (invited presentation)
	Alexander Gossmann Next Generation Operational Business Intelligence
	Sebastian Klenk, Stefan Mandl, Simon Zentgraf and Mathias Golombek Advanced Analytics mit der analytischen In-Memory Datenbank EXASolution
	Dirk Schmalzried and Rainer Alt Anforderungen an das In-Memory-Data-Management als Schritt zum Echtzeitunternehmen
	Knut Stolze, Guy Lohman, Vijayshankar Raman, Richard Sidle and Felix Beier Evolutionary Integration of In-Memory Database Technology into IBM's Enterprise DB2 Database Systems
	Christian Tinnefeld, Daniel Taschik and Hasso Plattner Providing High-Availability and Elasticity for an In-Memory Database System with RAMCloud
	Johannes Wust, Martin Grund and Hasso Plattner TAMEX: a Task-Based Query Execution Framework for Mixed Enterprise Workloads on In-Memory Databases

	Digital Preservation
	Sebastian Cuy, Martin Fischer, Daniel de Oliveira, Jens Peters, Johanna Puhl, Lisa Rau and Manfred Thaller DA-NRW: Eine verteilte Architektur für die digitale Langzeitarchivierung
	Jürgen Enge, Heinz Werner Kramski and Tabea Lurk Von der Floppy zur Festplatte. Zur Vereinnahmung kom-plexer digitaler Datensammlungen
	Hendrik Kalb, Paraskevi Lazaridou, Vangelis Banos, Nikos Kasioumis and Matthias Trier BlogForever: From Web Archiving to Blog Archiving
	Steffen Schwalm, Ulrike Korte and Detlef Hühnlein Vertrauenswürdige und beweiswerterhaltende elektronische Langzeitspeicherung auf Basis von DIN 31647 und BSI TR-03125
	Andreas Weisser Digitale Langzeitarchivierung von Videokunst
	Wolfgang Zenk-Möltgen and Monika Linne datorium – ein neuer Service für Archivierung und Zugang zu sozialwissenschaftlichen Forschungsdaten
	Dirk von Suchodoletz, Klaus Rechert, Isgandar Valizada and Annette Strauch Emulation as an Alternative Preservation Strategy – Use-Cases, Tools and Lessons Learned


	eGovernment
	BPM in der Öffentlichen Verwaltung
	Philipp Bergener Pattern-based Process Weakness Analysis for Public Administrations
	Sebastian Bittmann, Michael Fellmann and Oliver Thomas Where to Find the Creativity? A Case Study from the Public Sector using an Integrative Approach of an Enterprise Wiki and an Enterprise Modelling Environment
	Jan Bührig, Britta Ebeling and Michael H. Breitner Diskussion einer kundenorientierten Prozesserhebung durch Studierende an einer Hochschule
	Matthias Ehlert and Wolfgang Frenzel Erfahrungen der IT der Bundesagentur für Arbeit bei der flexiblen Unterstützung von Geschäftsprozessen
	Rami-Habib Eid-Sabbagh and Norbert Ahrend Eine Prozessplattform für die deutsche Verwaltung
	Eduard Gerhardt and Andreas Hufgard Analyse der Branchenspezifika des Public Sectors auf Basis von ERP-Referenzmodellen
	Stefan Gröger, Hendrik Hilpert and Matthias Schumann Einsatzgebiete für Dokumenten- und Workflow-Management-Systeme im Drittmittelprozess einer Hochschule
	Ralf Laue and Frank Hogrebe Zur Verständlichkeit graphischer Symbole in Geschäftsprozessmodellierungssprachen
	André Mai, Fanny Konzanecki and Anne Teuber IT-Prozessmanagement einer Sicherheitsbehörde am Beispiel eines IT-Großprojekts
	Andrea Schminck, Rami-Habib Eid-Sabbagh and Mathias Weske eGovernment Process Knowledge Ontology – Business Process Knowledge Interdependencies in the Public Administration
	Konrad Walser Konkretisierung eines BPM-Ökosystems der Öffentlichen Verwaltung in der Schweiz

	Elektronische Wahlen: Ich sehe was, das Du nicht siehst – öffentliche und geheime Wahl
	Kristoffer Braun, Jurlind Budurushi, Melanie Volkamer and Reto Koenig Machbarkeitsanalyse der scannergestützten Stimmzettelanalyse mittels VividForms und UniWahl4
	Eric Dubuis, Stephan Fischli, Rolf Haenni, Severin Hauser, Reto E. Koenig, Philipp Locher, J. Ritter, J. Ritter and Philémon von Bergen Verifizierbare Internet-Wahlen an Schweizer Hochschulen mit UniVote
	Daniel Franke Security Analysis of the Geneva E-Voting System
	Stephan Neumann, Christian Feier Melanie Volkamer and Reto Koenig Towards A Practical JCJ / Civitas Implementation
	Christopher Wolf Welt-weites Wählen am Beispiel der IACR

	Open Gov Data Standardisation
	Marcelo Tavares Santana and Gisele da Silva Craveiro Challenges and requirements for the standardisation of open budgetary data in the Brazilian public administration


	Informatics and Sustainability
	Informatik und Nachhaltigkeitsmanagement
	Tobias Blask Bayesian Parameter Estimation in Green Business Process Management: A Case Study in Online-Advertising
	Gregor Drenkelfort, Lennart Goschin and Frank Behrendt Ein quasi-stationäres Modell zur Prognose des Infrastruktur-Energiebedarfs von Rechenzentren
	Volker Frehe, Florian Stiel and Frank Teuteberg Web-Portal und Reifegradmodell für ein Benchmarking des betrieblichen Umweltmanagements
	Matthias Gräuler and Frank Teuteberg Zum Beitrag von NeuroIS in der Nachhaltigkeitsberichterstattung
	Björn Schödwell, Bernhard Barz and Rüdiger Zarnekow Auf dem Weg zum integrierten Energieproduktivitäts-Monitoring im Rechenzentrum
	Andreas Thöni Integrating Linked Open Data for improved Social Sustainability Risk Management in Supply Chains

	Environmental Informatics between Sustainability and Change joined with Energy-aware Software Engineering and Development
	Hans-Knud Arndt Umweltinformatik und Design – Eine relevante Fragestellung?
	Jakob Drangmeister, Eva Kern, Markus Dick, Stefan Naumann, Gisela Sparmann and Achim Guldner Greening Software with Continuous Energy Efficiency Measurement
	Ulrike Freitag and Richard Lutz Umweltinformationssysteme – ein Dauerthema: UIS, ICT-ENSURE Datenbanken
	Eva Kern Nutzerzentriertes Green Web Engineering
	Gerlinde Knetsch Open Data! Umweltinformatik in Behörden und Verwaltung
	Peter Krehahn and Volker Wohlgemuth Mobile Computing als Datenquelle für den betrieblichen Umweltschutz
	Dennis Kroll, Rico Kusber, Klaus David, Patrick Schumacher and Young Jae Yu Energy Saving by Context Aware Heating
	Werner Pillmann Umweltinformatik für eine Nachhaltige Entwicklung
	Steffen Schütte and Jürgen Knies EnerGeoPlan – Eine domänenspezifische Sprache zur Formalisierung von Raumplanungsregeln für GIS-Systeme
	Dominik Trumm, Ruben Kemper, Eva Kern and Stefan Naumann Shareconomy & Co. als Unterstützer einer nachhaltigen Entwicklung? – Klassifikation und Analyse bestehender Angebote
	Kristina Voigt and Hagen Scherb Environment and Health: A Challenge for Computer Science
	Claas Wilke, Sebastian Richly, Sebastian Götz and Uwe Aßmann Energy Profiling as a Service
	Volker Wohlgemuth and Alexander Bock Studienmöglichkeiten der Umweltinformatik in Deutschland und Europa
	Volker Wohlgemuth, Florian Luther and Peter Krehahn Erschließung und Integration heterogener Datenquellen für das Umwelt- und Qualitätsmanagement auf Basis einer einheitlichen IT-Architektur


	Informatics and Social Sciences
	Who is Afraid of Autonomous Machines?
	Ulrike Barthelmess and Ulrich Furbach Do we need Asimov's Laws?
	Jens Hedrich and Nicolai Wojke Adaptivität-Sicherheit-Paradoxon in der Robotik
	Marcel Häselich Aspects of Long-Term Autonomy of Social Robots and Their Potential Impact on Society
	Marcel Kramer, Ramin Yaghoubzadeh, Stefan Kopp and Karola Pitsch A conversational virtual human as autonomous assistant for elderly and cognitively impaired users? Social acceptability and design considerations
	Frank Neuhaus and Viktor Seib Wirklichkeitskonstruktion kognitiver Systeme
	Jihee Hong and Timo Rouget Lesende und gläubige Roboter im Film im Film
	Karsten Weber Wie es ist einem autonomen artifiziellen Agenten zu begegnen

	Sozioinformatik
	Sebastian Bittmann and Oliver Thomas How does an Enterprise become an Anti-Social System? A Motivation for the Need of Social and Cultural Capital for Retaining the Corporate Success
	Jean Botev Anonymity, Immediacy and Electoral Delegation in Socio-Technical Networked Computer Systems
	Valentin Burger, Tobias Hossfeld, David Garcia, Michael Seufert, Ingo Scholtes and David Hock Resilience in Enterprise Social Networks
	Joerg Doerr Towards Acceptance of Socio-technical Systems – An Emphasis on the Requirements Phase
	Wolfgang Lenski The Concept of Knowledge and its Impact on IT-Structures and Society
	Arnd Poetzsch-Heffter and Barbara Paech Towards Multi-Party Evolution of Social Software
	Oliver Posegga, Martin Donath and Kai Fischbach Using Users’ Activity Metrics for Link-Prediction in a Large Online Social Network
	Ingo Scholtes, René Pfitzner and Frank Schweitzer The Social Dimension of Information Ranking: A Discussion of Research Challenges and Approaches
	Michael Seufert, George Darzanos, Valentin Burger, Ioanna Papafili and Tobias Hossfeld Socially-Aware Traffic Management
	Janet Siegmund The Human Factor in Computer Science


	Information Systems
	IT Governance
	Ludger Ackermann, Jacek Arend and Andre Miede Energiemanagement in der IT und im Rechenzentrum
	Silvia Knittl and Michael Kunzewitsch Herausforderungen und Lösungsansätze bei der MaRisk-Umsetzung in einem internationalen Finanzkonzern
	Wolfgang Marekfia and Volker Nissen Entwicklung eines fachkonzeptionellen Referenzmodells für ein strategisches GRC-Management
	Markus Reiter, Peter Fettke and Peter Loos Erweiterung des Incident Managements nach ITIL um ökologische Zielsetzungen
	Peter Roßbach Der Mitarbeiter als Komponente der Informationssicherheit
	Christian Schmidt, Thomas Widjaja and Alexander Schütz Messung der Komplexität von IT-Landschaften auf der Basis von Architektur-Metamodellen: Ein generischer Ansatz und dessen Anwendung im Rahmen der Architektur-Transformation
	Simon T.-N. Trang, Malte Schmitz and Lutz M. Kolbe IT Governance in Unternehmensnetzwerken – Eine kontingenztheoretische Betrachtung
	Jochen Wulf and Walter Brenner Governance kundenzentrierter Informationstechnologie – Zentrale Praktiken der Neuausrichtung von IT-Organisationen

	Information Systems with Open Source
	Ralph Andris, Stefan Bensch and Dennis Stindt Konzeption eines betrieblichen Open-Source-Umweltinformationssystems zur Bewertung der Rohstoffverfügbarkeit
	Pirmin Braun Open Source KMU Unternehmenssoftware – Softwareentwicklung in einer unperfekten Welt
	Michael Hitz and Thomas Kessel Einfluss der Nutzung und Auswahl von Open Source Software beim Entwurf einer Multikanal-Architektur
	Thomas Muschal, Andreas Wittke, Marc Vorreiter and Holger Hinrichs Cloud Learning mit dem quelloffenen Autorensystem LOOP – Konzepte und Erfahrungen
	Bernd Müller and Boris Wickner Wiederholbare und nachverfolgbare Zertifizierungstests mit Open-Source – Heute und in 20 Jahren -
	Stephan Tammen and Frank Rump Generierung mobiler Java Enterprise Web Applications auf Basis von Spring Roo
	Hauke Wittern Erweiterung eines Open Source Language Workbenchs um Funktionen zur Migration von Modellen einer domänenspezifischen Sprache

	Enterprise Architectures for Services and Cloud Computing
	Sabine Buckl and Christian Schweda Patterns of Evolution in Enterprise Architecture Information Models
	Dierk Jugel, Michael Falkenthal, Christian Schweda, Michael Pretz and Alfred Zimmermann Von der Softwarekartographie zur Corporate Intelligence
	Dominik Kuropka and Sascha Klinke Gauging Cloud Potential in an Enterprise Landscape
	Michael Pretz Beitrag von EAM zur agilen Transformation und Konsolidierung von Geschäft und IT: Referenzmodelle, Methoden, Implementationen und Werkzeuge
	Philipp Schmidtbauer, Kurt Sandkuhl and Dirk Stamer Enterprise Architecture Frameworks in der industriellen Praxis am Beispiel einer ITIL-Einführung
	Alfred Zimmermann, Kurt Sandkuhl, Michael Pretz, Michael Falkenthal, Dierk Jugel and Matthias Wisotzki Metamodell-basierte Integration von Service-orientierten EA-Referenzarchitekturen


	IT-Supported Infrastructures
	Smart Grids
	Jörg Bremer and Michael Sonnenschein Automatic Reconstruction of Performance Indicators from Support Vector based Search Space Models in Distributed Real Power Planning Scenarios
	Jens Hülsmann, Andreas Buschermöhle, Christian Lintze and Werner Brockmann A Generic Architecture for Robust Automatic Detection and Suppression of Sub-Harmonics
	Marc Mültin, Christian Gitte and Hartmut Schmeck Smart Grid-Ready Communication Protocols And Services For A Customer-Friendly Electromobility Experience
	Oliver Raabe, Eva Weis and Jan Ullmer Systemdienstleistungen und Elektromobilität im Verteilnetz – Rollen und Regulierung
	Jan-Philipp Steghöfer, Gerrit Anders, Florian Siefert and Wolfgang Reif A System of Systems Approach to the Evolutionary Transformation of Power Management Systems
	Jörn Trefke, Christian Dänekas, Sebastian Rohjans, Christine Rosinger and José González ESGAD – Unternehmensspezifische IKT-Architekturentwicklung für Smart Grids

	IT-Enabled Services for E-Mobility
	Volker Fricke Invited Talk: Marktplatz für Mobilitätsdienste aus der Cloud
	Julian Krenge, Marco Roscher and Thorsten Kox Beschreibungsmodell für IKT-Geschäftsmodelle in der Elektromobilität
	Sabrina Ried, Patrick Jochem and Wolf Fichtner Chancen für IKT durch zukünftige Dienstleistungs-Geschäftsmodelle für Flotten mit Elektrofahrzeugen

	IT-Rettung: IT-Unterstützung im Emergency Management & Response
	Benedikt Birkhäuser and Stefan Martini Einführung softwaregestützter standardisierter Notrufabfrage: Erfahrungen bei der Durchführung einer Datenanalyse mittels KNIME
	Tilo Mentler, René Kutschke, Michael Herczeg and Martin Christof Kindsmüller Marking Menus im sicherheitskritischen mobilen Kontext am Beispiel des Rettungsdienstes
	Gertraud Peinel, Thomas Rose and Alexander Wollert Smart Checklists for Crises Management Planning
	Christian Reuter and Thomas Ludwig Anforderungen und technische Konzepte der Krisenkommunikation bei Stromausfall
	Christina Schäfer, Laura Künzer and Robert Zinke Integration und Modellierung von menschlichen Faktoren für die Evakuierung von U-Bahn-Systemen
	Eugen Timm, Sebastian Alsbach and Maria A. Wimmer Wissens- und Kollaborationsplattform im Brand- und Katastrophenschutz: Open-Source als kostengünstige Option?
	Torben Wiedenhöfer, Christian Reuter, Benedikt Ley and Volkmar Pipek Entwicklung IT-basierter interorganisationaler Krisenmanagement-Infrastrukturen für Stromausfälle

	Sozio-technisches Systemdesign im Zeitalter des Ubiquitous Computing
	Thomas Herrmann and Michael Prilla Soziotechnisches Prozessdesign am Beispiel koordinierter Dienstleistungen in einem Wohnquartier
	Axel Hoffmann, Andrej Janzen, Holger Hoffmann and Jan Marco Leimeister Success Factors for Requirement Patterns Approaches – Exploring Requirements Analysts’ Opinions and Whishes
	Jörg Muschiol Universal Communication Model for the Future Society
	Gregor Schiele Keynote: Linked Data Technologien für das Internet der Dinge
	Christian Voigtmann, Matthias Söllner, Daniel Wilhelm, Klaus David and Jan Marco Leimeister Interdisziplinary Development Patterns from the use case: Support-U

	Potential Uses of Mobile Telephony and Mobile Internet in the Agriculture Sector in Industrial and Developing Countries
	Felix Alcala and Matthias Rothmund Kabellose AdHoc-Wartung von Landmaschinen per Smartphone
	Heike Baumüller Enhancing smallholder market participation through mobile phone-enabled services: The case of M-Farm in Kenya
	Christa Hoffmann and Dominic Grethler Bedarf nach Mobile Business in einer landwirtschaftlichen Produktion unter dynamischen Rahmenbedingungen
	Oliver Kiptoo Kirui and Gergina Wambui Njiraini Determinants of agricultural commercialization among the rural poor: The Role of ICT and Collective Action Initiatives and gender perspective in Kenya
	Verena Otter and Ludwig Theuvsen The Use of Mobile phones for the Exchange of Information in the Chilean Agri-business
	Manfred Röhrig, Christian Kuhn and Axel Gauer Mobile Erfassung pflanzlicher Schaderreger
	Andreas Scheueregger, Daniel Moraru, Bettina Frank, Gerhard Grams and Matthäus Schilcher Nutzenpotential des mobilen Internets in der Landwirtschaft am Beispiel der grenzüberschreitenden Region Bodensee


	Semantics and Deduction
	Ontologies and Data in Life Sciences
	Martin Boeker, Niels Grewe, Johannes Röhl, Daniel Schober, Stefan Schulz, Djamila Seddig-Raufie and Ludger Jansen Measuring the Effect of a Guideline-based Training on Ontology Design with a Competency Questions based Evaluation Approach
	Michael Brunnbauer DICOM metadata as RDF
	Patryk Burek and Heinrich Herre Representation, Realization, and Ascription of Functions for Material Entities
	Ivana Cace, John-Jules Meyer, Carla Pieterman and Gerlof Valk Encapsulated Models for Reasoning and Decision Support
	Christian Colmsee, Tobias Czauderna, Eva Grafahrend-Belau, Anja Hartmann, Matthias Lange, Martin Mascher, Stephan Weise, Uwe Scholz and Falk Schreiber OPTIMAS-DW, MetaCrop and VANTED: A Case Study for Data Integration, Curation and Visualisation in Life Sciences
	Michael Erdmann and Daniel Hansch Using Life Science Data in SharePoint
	Daniel Kless and Ludger Jansen How fit is OWL to represent realist ontologies? The semantics of representational units in realist ontologies and the Web Ontology Language
	Johannes Röhl Ontological categories for fields and waves
	Daniel Schober, Gerhard Mayer, Annick Moing, Martin Eisenacher and Steffen Neumann Ontological analysis of controlled vocabularies used in PSI/MSI supported XML standards
	Stefan Schulz and Martin Boeker BioTopLite: An Upper Level Ontology for the Life Sciences. Evolution, Design and Application
	Amrapali Zaveri, Katja Nowick and Jens Lehmann Towards Biomedical Data Integration for Analyzing the Evolution of Cognition

	Applications of Semantic Technologies 
	Miguel Esteban-Gutierrez, Raúl García-Castro and Nandana Mihindukulasooriya A Coreference Service for Enterprise Application Integration using Linked Data
	Stephan Grimm, Thomas Hubauer, Thomas Runkler, Carlos Pachajoa, Felix Rempe, Marco Seravalli and Philipp Neumann A CEP Technology Stack for Situation Recognition on the Gumstix Embedded Controller
	Hendrik Kalb, Paraskevi Lazaridou and Matthias Trier Establishing Interoperability of a Blog Archive through Linked Open Data
	André Koukal, Christoph Gleue and Michael. H. Breitner Enhancing Literature Research Processes: A Glance at an Approach Based on Latent Semantic Indexing
	Anees Mehdi and Jens Wissmann EQuIKa System: Supporting OWL applications with local closed world assumption
	Gunther Sudra, Dominic Lyons and Jürgen Schwarz Ontology-based Knowledge Representation for an Automotive Off-board Diagnostic System
	Christian Swertz, Alexander Schmölz, Alexandra Forstner, Florian Heberle, Peter Henning, Alexander Streicher, Bela Andreas Bargel, Jürgen Bock and Stefan Zander A Pedagogical Ontology as a Playground in Adaptive Elearning Environments
	Dennis Wegener, Erdal Baran, Wolfgang Zenk-Möltgen and Benjamin Zapilko Towards Integrating the Research Data Life Cycle of the Social Sciences based on Semantic Technology


	Security
	Risikokommunikation im Kontext von IT Sicherheit 
	Steffen Bartsch and Melanie Volkamer Effectively Communicate Risks for Diverse Users: A Mental-Models Approach for Individualized Security Interventions
	Christoph Buck and Torsten Eymann Das Privacy Paradox bei mobilen Applikationen: Kontextuale Besonderheiten mobiler Applikationen
	Jana Fruth, Marcel Beskau, Matthias Volk, Anneke Meyer, Robin Richter and Jana Dittmann Erster Konzeptansatz von Sicherheitstypen: Sicherheitsbewusstsein von Kindern und Jugendlichen im Umgang mit dem Internet
	Sebastian Lorkowski Kommunikation der IT-Sicherheitslage: Ein Index der Cyber-Sicherheit für den deutschsprachigen Raum (Position Paper)
	Frank Teuteberg and Iwona Hamerski Status Quo der Risikokommunikation im Kontext von ERP-System-Einführungs-projekten
	Sven Übelacker Security-Aware Organisational Cultures as a Starting Point in Mitigating Socio-Technical Risks

	Der Mensch im Fokus: Möglichkeiten der Selbstkontrolle von Datenschutz und Datensicherheit durch den Anwender
	Martin Degeling and Jan Nierhoff Privacy by Design am Beispiel einer Plattform zur Unterstützung kollaborativer Reflexion am Arbeitsplatz
	Christoph Stach Wie funktioniert Datenschutz auf Mobilplattformen?
	Christian Zimmermann and Rafael Accorsi Transparenz durch Privacy Dashboards: Ein Process Mining Ansatz

	Recht und Technik: Datenschutz im Diskurs
	Thomas Bräuchle and Sebastian Bretthauer Datensicherheit in intelligenten Infrastrukturen
	Nils Gruschka and Meiko Jensen Wasch mich, aber mach mich nicht nass – Anonymisierungsverfahren als Schlüssel zur datenschutzkonformen E-Mail-Filterung
	Zbigniew Kwecka, William Buchanan, Burkhard Schafer and Judith Rauhofer Schutz der Anonymität als Gemeinschaftsaufgabe – eine neue Generation vonPETs?
	Martin Rost and Katalin Storf Zur Konditionierung von Technik und Recht mittels Schutzzielen mittels Schutzzielen
	Eva Weis Technischer Datenschutz an öffentlichen Ladestationen unter Berücksichtigung des Referentenentwurfs der Messsystemverordnung

	Network-based Anomaly Detection
	Sebastian Abt, Sascha Wener and Harald Baier Performance Evaluation of Classification and Feature Selection Algorithms for NetFlow-based Protocol Recognition
	Denis Hock, Manuel Grob and Martin Kappes JAD: A generic Framework for Network Anomaly Detection using Java
	Marcel Fourné, Dominique Petersen, Norbert Pohlmann Attack-Test and Verification Systems, steps towards verifiable Anomaly Detection
	Lisa Schehlmann and Harald Baier COFFEE: a Concept based on OpenFlow to Filter and Erase Events of botnet activity at high-speed nodes
	Florian Skopik and Roman Fiedler Intrusion Detection in Distributed Systems using Fingerprinting and Massive Event Correlation


	Social Media
	Metrics, Analysis and Tools for Online Community Management 
	Jérôme Kunegis Network Analysis Tools for Online Communities: The Koblenz Network Collection
	Donn Morrison and Conor Hayes Here, have an upvote: communication behaviour and karma on Reddit
	Marc Walterbusch, Alexander Bosse and Frank Teuteberg Social Network Trend Indicator: Konzeption, prototypische Implementierung und Evaluation eines Stimmungsbarometers auf Basis sozialer Netzwerke

	Virtual Worlds and Gamification
	Klaus Bredl and Amrei Groß Bildung und Kommunikation in 3D: Vom Studierenden zum Designer virtueller Lernräume
	Tobias Brockmann Virtuelle Kundenintegration mittels mobiler Endgeräte
	Andreas Döpker, Tobias Brockmann and Stefan Stieglitz Use Cases for Gamification in Virtual Museums
	Philipp Haas, Christian W. Scheiner, Maximilian Witt, Christian Baccarella and Niklas Leicht Der Einfluss von Gamification auf die empfundene Selbstwirksamkeit von Teilnehmern von Online-Ideengenerierungswettbewerben über die Zeit
	Bastian Kurbjuhn and Klaus Turowski Architecture Design for System-Integrated Business Simulation Games
	Sebastian Oberdörfer and Marc Erich Latoschik Develop your strengths by gaming: Towards an inventory of gamificationable skills
	Danny Pannicke, Thorsten Pröhl, Till Ukrow and Rüdiger Zarnekow Der hedonistische Aspekt sozialer Netzwerkdienste am Beispiel Facebook am Beispiel Facebook
	Christian W. Scheiner and Maximilian Witt The Backbone of Gamification – a Theoretical Consideration of Play and Game Mechanics
	Christian W. Scheiner, Maximilian Witt, Katja Krämer and Uta Renken Zur Rolle von Serious Games in Verlernprozessen politischer Bildung
	Niroshan Thillainathan, Holger Hoffmann and Jan Marco Leimeister Shack City – A Serious Game for Apprentices in the Field of Sanitation, Heating and Cooling (SHaC)


	Software Engineering
	Automotive Software Engineering
	Anastasia Cmyrev and Ralf Reißing Optimierte Varianten- und Anforderungsabdeckung im Test
	Heiko Dörr and Ingo Stürmer JUST SIMPLIFY – Heuristische Clone Detection auf Modellen
	Sönke Holthusen, Peter Manhart, Ina Schaefer, Sandro Schulze, Christian Singer and David Wille Automatische Synthese von Familienmodellen durch Analyse von block-basierten Funktionsmodellen
	Jörg Holtmann and Matthias Meyer Play-out for Hierarchical Component Architectures
	Remo Lachmann and Ina Schaefer Herausforderungen beim Testen von Fahrerassistenzsystemen
	Thomas Pramsohler and Uwe Baumgarten Adaptation of Automotive Infotainment Interfaces using Static and Dynamic Adapters
	Norbert Wiechowski, Thomas Gerlitz, Daniel Merschen and Stefan Kowalewski Ein Ansatz zum merkmalbasierten Konsistenzmanagement in der Produklinienentwicklung

	Software-Based Methods for Robust Embedded Systems 
	Christoph Borchert, Horst Schirmeier and Olaf Spinczyk Return-Address Protection in C/C++ Code by Dependability Aspects
	Björn Döbel and Hermann Härtig Where Have all the Cycles Gone? – Investigating Runtime Overheads of OS-Assisted Replication
	Andreas Heinig, Ingo Korb, Florian Schmoll, Peter Marwedel and Michael Engel Fast and Low-Cost Instruction-Aware Fault Injection
	Martin Hoffmann, Christian Dietrich and Daniel Lohmann Failure by Design: Influence of the RTOS Interface on Memory Fault Resilience
	Rakesh Rana, Miroslaw Staron, Christian Berger, Jörgen Hansson, Martin Nilsson and Fredrik Törner Improving Fault Injection in Automotive Model Based Development using Fault Bypass Modeling
	Clemens Terasa and Sibylle Schupp Annotation-Guided Soft-Error Injection

	Modellbasierte Entwicklung von Benutzungsschnittstellen 
	Birgit Bomsdorf, Sebastian Hesse and Rainer Blum Reale Gesten zur Steuerung ausführbarer Modelle in der Evaluation bewegungsbasierter Interaktionen
	Björn Decker and Marius Orfgen Integration of User Interface, Middleware, and Services in Automotive IVI Systems
	Michael Feld, Gerrit Meixner, Angela Mahr and Balaji Kalyanasundaram A Model-based Approach to the Design and Rendering of Adaptive Automotive User Interfaces
	Matthias Freund, Christopher Martin and Annerose Braune Kontextbasierte Auflösung von Mehrdeutigkeiten beim iterativen Entwurf von Benutzungsschnittstellen
	Michael Hitz Konzept zur Variantenbildung von Oberflächen in einer Multikanal-Umgebung
	Johannes Pfeffer and Leon Urbas Kontextadaptivität in der modellbasierten App-Orchestrierung
	David Raneburger, Roman Popp and Hermann Kaindl Design Alternatives for GUI Development with Discourse-based Communication Models
	Aaron Ruß MMIR Framework: Multimodal Mobile Interaction and Rendering
	Stefan Sauer, Enes Yigitbas and Christian Gerth Konzeption modellbasierter Benutzungsschnittstellen für verteilte Selbstbedienungssysteme


	Technology
	Roboterkontrollarchitekturen
	Werner Brockmann, Andreas Buschermöhle and Jan-Hendrik Schoenke COBRA – A Generic Architecture for Robust Treatment of Uncertain Information
	Jan Hartmann, Walter Stechele and Erik Maehle Self-reconfigurable Control Architecture for Complex Robots
	Andreas Herkersdorf, Johny Paul, Ravi Kumar Pujari, Walter Stechele, Stefan Wallentowitz, Thomas Wild and Aurang Zaib Potentials and Challenges for Multi-Core Processors in Robotic Applications
	Max Reichardt, Tobias Föhst and Karsten Berns Design Principles in Robot Control Frameworks
	Christian Schlegel, Matthias Lutz, Alex Lotz, Dennis Stampfer, Juan F. Inglés-Romero and Cristina Vicente-Chicote Model-Driven Software Systems Engineering in Robotics: Covering the Complete Life-Cycle of a Robot
	Daniel Schmidt, Tamas Dr. Juhasz, Karsten Prof. Berns and Ulrich Prof. Schmucker Interconnection of the behavior-based control architecture and a detailed mechatronic machine model for realistic behavior verification of the THOR project
	Elizaveta Shpieva and Iman Awaad Integrating the Planning, Execution and Monitoring Systems for a Domestic Service Robot
	Kai Welke, Nikolaus Vahrenkamp, Mirko Wächter, Manfred Kröhnert and Tamim Asfour The ArmarX Framework – Supporting high level robot programming through state disclosure

	Audiosignal- und Sprachverarbeitung 
	Paul Bießmann, Daniel Gaertner, Christian Dittmar, Patrick Aichroth, Gerald Schuller, Michael Schnabel and Ralf Geiger Estimating MP3PRO Encoder Parameters From Decoded Audio
	Alessia Cornaggia and Frank Kurth Decompositions of 2D Feature Representations with Applications to Acoustic Event Detection
	Marco Fink, Sebastian Kraft, Martin Holters and Udo Zölzer Load-Balanced Implementation of a Delayless Partitioned Block Frequency-Domain Adaptive Filter
	Karl-Heinz Frommolt Akustische Mustererkennung von Tierstimmen und deren Nutzung für Monitoringaufgaben im Interesse des Naturschutzes
	Bernd Geiser and Peter Vary Artificial Bandwidth Extension of Wideband Speech by Pitch-Scaling of Higher Frequencies
	Hans-Günter Hirsch, Andreas Kitzig and Frank Kremer Detektion stimmhafter Sprachabschnitte zur robusten Spracherkennung
	Sebastian Mann, Luca Cuccovillo, Patrick Aichroth and Christian Dittmar Combining ENF Phase Discontinuity Checking and Temporal Pattern Matching for Audio Tampering Detection
	Meinard Mueller, Jonathan Driedger and Sebastian Ewert Notentext-Informierte Quellentrennung für Musiksignale
	Meinard Mueller, Nanzhu Jiang, Harald Grohganz and Michael Clausen Strukturanalyse für Musiksignale
	Joscha Simon Rieber and Rolf Bardeli Speech Recognition as a Retrieval Problem
	Matthias Rüngeler, Hauke Krüger, Gottfried Behler and Peter Vary HD-Voice-3D: Herausforderungen und Lösungen bei der Audiosignalverarbeitung
	Thomas Schlien, Florian Heese, Magnus Schäfer, Christiane Antweiler and Peter Vary Audiosignalverarbeitung für Videokonferenzsysteme
	Jochen Schwenninger, Daniel Stein and Michael Stadtschnitzer Automatic Parameter Tuning and Extended Training Material: Recent Advances in the Fraunhofer Speech Recognition System
	Igor Vatolkin Measuring the Performance of Evolutionary Multi-Objective Feature Selection for Prediction of Musical Genres and Styles
	Dirk von Zeddelmann and Sebastian Urrigshardt Ein Demonstrator zum Keyword-Spotting basierend auf gehörangepassten Audiomerkmalen

	Virtualisierung – gestern, heute und morgen 
	Christian Hochberger Polymorphic Computers — Virtualization of Instruction Set and Microarchitecture
	Nikolaus Jeremic, Helge Parzyjegla, Gero Mühl and Jan Richling Adapting the Data Organization of Secondary Storage in Virtualized Environments
	Andreas Kohne Modell für ein SLA-basiertes VM-Scheduling in föderierten Cloud-Umgebungen
	Wolfgang Schröder-Preikschat Virtuelle Maschinen
	Matthias Steinbauer and Gabriele Kotsis Take a Penny, Leave a Penny – Scaling out to Off-premise Unused Cloud Resources
	Stefaan Sonck Thiebaut Virtualisierungstechnologie für eingebettete Systeme


	Virtual Goods and ODRL
	Virtual Goods and ODRL
	Stefan Becker, Benjamin Hück, Katharina Naujokat, Arne Fritjof Schmeiser and Andreas Kasten ODRL 2.0 Revisited
	Karlheinz Brandenburg Digital Media Technology in the Context of E-Content in a Trusted and Adaptive Web
	Jens Frieling Virtual goods in online worlds: basics, characteristics and monetization
	Haoqing Yinhe and Jing Liu Exploring Challenges in Embedding Metadata of Licences and Attribution in Digital Work


	Index

