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Abstract: Accessing information over the Internet has become an essential require-
ment in modern economy, and unknown parties can come together on the Net and in-
teract for the purpose of acquiring or offering services. The open and dynamic nature
of such scenario requires the development of new ways of enforcing access control. A
promising direction is represented by the use of digital certificates, or credentials. To
this purpose, new credential-based access control languages, models, and mechanisms
need to be investigated.

1 Introduction

Today’s Globally Internetworked Infrastructure connects remote parties through the use
of large scale networks, such as the World Wide Web. Execution of activities at various
levels is based on the use of remote resources and services, and on the interaction be-
tween different, remotely located, parties that may know little abouteach other. In such
a scenario, traditional assumptions for establishing and enforcing access control regula-
tions do not hold anymore. For instance, a server may receive requests not just from the
local community of users, but also from remote, previously unknown users. The server
may not be able to authenticate these users or to specify authorizations for them (with
respect to their identity). The traditional separation betweenauthenticationand access
control cannot be applied in this context, and alternativeaccess control solutions should
be devised. Early approaches departing from this assumption proposed associating autho-
rizations with keys rather than with users’ identities. This family oftrust management
systems(e.g., PolicyMaker [BFL96], Keynote [BFIK98], REFEREE [CFL+97]) use cre-
dentials to describe specific delegation of trusts among keys and to bind public keys to
authorizations. While these approaches provide an interesting framework for reasoning
about trust between unknown parties, assigning authorizations to keys may result limiting
and may make authorization specifications difficult to manage.

An alternative promising approach is represented by the use ofdigital certificates(or cre-
dentials), representing statements certified by given entities (e.g., certification authorities),
which can be used to establish properties of their holder (such as identity,accreditation,
or authorizations) [HFPS99]. Credential-based access control makes the access decision
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of whether or not a party may execute an access dependent on properties that the party
may have, and can prove by presenting one or more certificates (authorization certifi-
cates in [BFL96] being a specific kind of them). The development and effective use of
credential based-access controls requires tackling several problems related to credential
management and disclosure strategies, delegation and revocation of credentials, Estab-
lishment of credential chains, and protection against attacks. Several researchers have
addressed the problem of establishing a Public Key Infrastructure (which is at the basis
of credential-management); managing credentials and credential chains and developing
strategies for automated trust negotiation, that is for determining the credentials to be re-
quired and released when interacting with other parties. Winslett’s group, probably the
first to investigate credential-based access control [SWW97, WCJS97a, WSJ00], has been
working on strategies that can be applied in thetrust negotiationprocess. As a matter of
fact, credentials grant parties different choices with respect to what to release (or ask) the
counterpart and when to do it. For instance, [WSJ00] distinguishes betweeneagerand
parsimoniouscredential release strategies. Parties applying the first strategy turn over all
their credentials if the release policy for them is satisfied, without waiting for the creden-
tials to be requested. Parsimonious parties only release credentials upon explicit request
by the server (avoiding unnecessary releases). Yu et al. [YMW00] present a prudent nego-
tiation strategy to the goal of establishing trust among parties, while avoiding disclosure of
irrelevant credentials. [YS01] presents a family of possible credential disclosure strategies
investigating their interoperability. Li et al. [LWM01] propose an algorithm to locate and
retrieve credentials that are not available locally. [ABFK98, BK02] investigate credential-
based access control in the context of mediated information systems, where autonomous
sources can be brought together by mediators.

The successful use of credentials for enforcing access control, and the consequent appli-
cation of all the different trust management strategies that can be though of, requires a
fundamental problem to be solved:parties must be able to state and enforce access rules
based on credentials and communicate them to their counterpart. The resolution of this
problem requires the development of new access control (authorization) languages and
systems.

2 Credential-based access control

The development of credential-based (or credential-supportive)access control requires the
investigation of several issues, which we outline next.

• Ontologies. Due to the openness of the scenario and the richness and variety of
security requirements and credential-based properties that may need to be consid-
ered, it is important to provide parties with a means to understandeach other with
respect to the properties they enjoy (or request the counterpart to enjoy). Therefore,
common languages, dictionaries, and ontologies must be developed [CGM99].

• Client-side restrictions.The traditional distinction of client and server becomes
loose as every party can behave as either a client or a server depending on the con-
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text. Also, while it is true that for each specific interaction there can be a clear
distinction in such a role, one assumption does not hold anymore: it is not only
the server that establishes regulations. In traditional access control systems, clients
need only to supply their identity (together with a proof for it), and servers need to
support anaccess control system (i.e., include a system for stating and enforcing
rules regulating access to their resources). Emerging scenarios require such ability
to be supported by clients as well. Indeed, a client may—like a server—require the
counterpart to fulfill some requirements. For instance, a client may be willing to
release an AAA membership number only to servers supplying a credential stating
that the travel agent is approved by AAA.

• Credential-based access control rules.Flexible and expressive languages able to
express and reason about credentials need to be developed. Simple ‘tuple-like’ au-
thorizations are obviously not sufficient anymore and richer languages are needed.
Recent approaches toward flexible and multi-policy languages could be applied,
but their consideration in the open credential-based scenario requires enriching the
language toaccommodate explicit reference and reasoning about certificates and
party’s properties. One major challenge in the development of the access control
language is to find a proper balance between expressiveness and simplicity. The
language must be very powerful and allow dynamic binding to properties. Recent
approaches to provide richer form of access control are based on the use of logic-
based languages (e.g., [JSSS01]). However, the logic-based paradigm is often seen
in a reluctant way by many users unfamiliar with the concepts. For theaccess con-
trol language to be widely and effectively used by the general public, simplicity
and easy management are a must, and languages attempting a trade-off between ex-
pressiveness and simplicity (possibly hiding the logic-based complication within the
implementation while requiring users to provide simple declarative specifications)
need to be investigated.

• Access control evaluation and outcome.The open nature of the scenario where
credential-based access control operates changes the access control process itself.
As a matter of fact, one of the reasons to move toward credential-based access con-
trol is that parties may be unknown toeach other. On the one side, the server may
not have all the information it needs in order to decide whether or not an access
should be granted (and exploits certificates to take the decision). On the other side,
however, the requester may not know which certificates she needs to present to a
(possibly just encountered) server in order to getaccess. Assuming that the requester
can hand over all the credentials it has is simply inconceivable: the requester will
want the ability to send to the counterpart onlyjust what is neededto get the access.
All this requires a new way of enforcing the access control process, which cannot
be assumed anymore to operate with a given prior knowledge and return a “yes/no”
access decision. Rather, the access control process should be able to operate without
a priori knowledge of the party requesting access and return the information of the
requisites that it requires be satisfied for the access to be allowed. The access control
decision is therefore a more complex process and completing a service may require
communicating information not related to the access itself, but related to additional
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restrictions on its execution, introducing possible forms of negotiation investigated
in the automatic trust management strategies.

• Policy communication.Since access control does not return a definite access de-
cision, but it returns the information about which conditions need to be satisfied
for the access to be granted, the problem of communicating such conditions to the
counterpart arises. To fix the ideas, let us see the problem from the point of view of
the server (the client’s point of view is symmetrical). The naive way to formulate a
credential request—that is, giving the client a list with all the possible sets of cre-
dentials that would enable the service—is not feasible, due to the large number of
possible alternatives. In particular the precise nature of the credentials might not be
known in advance (as it happens with chains of credentials), and in the presence of
compound credential requests such as “oneID and onemembership certificate from
a federated association”, there may be a combinatorial explosion of alternatives, as
each individual request can potentially be fulfilled in many possible ways. Simi-
lar considerations apply to the requirements formulated forclassesof services and
inherited by their subclasses and instances; combinatorial explosion of inherited al-
ternative requirements should be avoided, and the mechanism of rule attachment is
a way of achieving this goal. However, the server cannot simply send its rules to the
client. Some rules may query the server’s private state information. For instance,
a server may require a digitally signed guarantee to specific customers (who ap-
pear blacklisted for bad credit in some database it has access to); the server should
simply ask this signed document, it should not tell the customer that she appears
blacklisted. Clearly, the server should not send its private information to the client;
it should then evaluate state predicates at its side. A further complication arises if
the communicated conditions need to satisfy asufficientcriteria for the access (i.e.,
the client wants to be ensured that providing the requested credentials it will in-
deed be granted access), in which case all the server private information affecting
the client’s ability toaccess should be evaluated before communicating the require-
ments. In principle, other parts of the state, such as the client’s preferences need not
be hidden from the client, but they should be evaluated anyway before sending the
rules to the client. The reason is that the client is not expected to bother with profile
information submitted during previous interactions; profiles are maintained by the
server precisely for the purpose of making client-server interactions more concise
and less redundant.

A first attempt to provide a uniform framework for credential-based access control speci-
fication and enforcement was presented by Bonatti and Samarati in [BS02]. They propose
a uniform framework for regulating service access and information disclosure in an open,
distributed network system like the Web. Like in previous proposals,access regulations are
specified as logical rules, where some predicates are explicitly identified. Besides creden-
tials, the proposal also allows to reason about declarations (i.e., unsigned statements) and
user-profiles that the server can maintain and exploit for taking the access decision. Com-
munication of requisites to be satisfied by the requester is based on a filtering and renaming
process applied on the server’s policy, which exploits partial evaluation techniques in logic
programs. The filtering process allows the server to communicate to the client the requi-
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Figure 1: Client/server interplay in [BS02]

sites for an access, without disclosing possible sensitive information on which theaccess
decision is taken. The proposal allows also clients to control the release of their creden-
tials, possibly making counter-requests to the server, and releasing certain credentials only
if their counter-requests are satisfied (see Figure 1). Client-server interplay is limited to
two interactions to allow clients to apply a parsimonious strategy (i.e., minimizing the set
of information and credentials released) when deciding which set credentials/declarations
release among possible alternative choices they may have.

The proposal in [BS02], focused on the specification language and its communication, is
complementary and couples well with related work previously discussed (e.g., [WCJS97b]
on automated trust authentication and credential chain discovery). However, the work
in [BS02] is only a first step and can be seen as a starting point that opens to the investiga-
tion of effective answers to the issues discussed above.
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