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The scope of this workshop is to discuss how data-driven technologies impact the way 
how organizations manage knowledge to develop and maintain competitive advantage, 
to develop new knowledge-based business models or to renew existing business models. 
Additionally, methods and approaches to address the above-mentioned risks shall be 
discussed.  
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4.1 Knowledge risks in supply chain interactions of SMEs: 
An exploratory study
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Abstract: Due to digitalization organizations increasingly interact with other organizations. Data, 
information, and knowledge are exchanged along the supply chain. This not only creates benefits 
but also creates manifold risks. The latter is particularly relevant for SMEs being usually the 
weaker partner in vendor buyer relations. This paper explores knowledge risks associated with 
supply chain interactions. Risks are identified for three phases of a typical vendor and buyer rela-
tions cycle: the preparation phase, the development and learning phase, and the operational phase. 
The relevance of the relations presented will have to be empirically validated. For this, explorative 
focus groups involving SMEs from Portugal and Italy were conducted. The overall aims of the
ongoing research project are first, to raise awareness among SMEs about these risks, and secondly, 
to provide training and assistance for these companies on how to avoid or mitigate these risks.
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1 Introduction

Due to digitalization companies are increasingly pushed into cross-organizational col-
laborations. Consequently, an increasing amount of data, information, and knowledge is 
exchanged along the supply chain. According to [Ch98], a supply chain ‘...is a network 
of organizations that are involved, through upstream and downstream linkages in the 
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different processes and activities that produce value in the form of products and services 
in the hand of the ultimate consumer.’ 

The exchange of data, information, and knowledge along the supply chain can be viewed 
as one of the key characteristics of advanced manufacturing concepts, frequently labeled 
as industry 4.0 or advanced manufacturing [Ka15]. Data analytics promise huge ad-
vantages for supply chain management, especially in regard to quality management and 
for predictive maintenance. However, the exchange across organizational boundaries 
bears also the risks of losing competitive knowledge or of revealing business insights to 
other companies or even to competitors [MT15]. Further, the increasing digitalization of 
supply chains imposes also the risks of being in the focus of cyber-attacks [SLT15]. 
Both threats (1) not to know which business insights or critical knowledge an external 
part can derive from shared data and (2) to be a possible target of a cyber-attack, are 
major concerns of organizations in general.  

Even though they belong to a heterogeneous universe of economic actors [NV16], small 
and medium enterprises (SMEs) are typically in a weak position when it comes to infor-
mation and/or knowledge exchange relationships with larger firms and they are less able 
to deal with knowledge risks [LLP03]. Further, SME´s address knowledge protection 
mostly with informal measures and they have typically no systematic approach 
[MTM15]. This is because SMEs in contrast to large enterprises typically do not have 
the resources and especially the skills to react suitably to these risks [FH15]. Due to this 
situation, SMEs might be cautious about adopting digital technologies and/or they do not 
address or inadequately act towards the arising risks.  

2 Linking knowledge risks to supply chain interactions 

In a business context, risk expresses the fear that economic activities lead to the loss or 
devaluation of an important asset or a decrease in the performance of the business 
[HCN15]. Extant literature mainly relates supply chain risk to the probability of occur-
rence of disruptive events in the operational supply chain [HCN15]. There are only a few 
sources regarding strategic issues [St05] and knowledge as a risk factor is not addressed 
explicitly in the literature reviewing supply chain risks [GS15]. 

Durst and Zieba [DZ18] define knowledge risk as “a measure of the probability and 
severity of adverse effects of any activities engaging or related somehow to the 
knowledge that can affect the functioning of an organization on any level.” This defini-
tion embraces also risks related to data and information. Those authors [DZ18] have also 
proposed a concept map of knowledge risks, which is viewed as a basis for more re-
search at both the conceptual and empirical levels. Additionally, Ilvonen and colleagues 
[ITM18] identify knowledge risks in supply chains as one promising research avenue in 
the field of knowledge protection. 

In the following, we will explore knowledge risks related to typical supply chain interac-
tions. As to date there is no comprehensive taxonomy of supply chain interactions, the 
taxonomy below (see Table 1) has been compiled from different literature resources (e.g. 
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[MZ00], [SWS02], [St05]) as well as own action research and consulting activities the 
authors have done with actors in supply chains.  

In order to reach our aim, we analyzed a typical cycle of vendor and buyer relations, 
[FF14] which we divided into three phases: the preparation phase, the development and 
learning phase, and the operational phase. The relations presented in Annex 1 will have 
to be empirically validated in the next step. For this, a focus group approach involving 
SMEs is envisaged. The main aims of the ongoing research project are first, to raise 
awareness among SMEs about these risks and second, to provide them training and 
assistance on how to avoid or mitigate these risks.  

Let us now look into widespread knowledge risks in each of the three phases.  

The preparation phase usually begins with a request for information followed by bidding 
and tendering or supplier rating. In the sales process, representing a sub-phase, suppliers 
are requested by clients to disclose financial data as a basis to agree on “allowed” mar-
gins, a common practice in the automotive industry. In this first phase, suppliers are 
required to disclose detailed information so that potential buyers can learn about the 
supplier’s capabilities. This might lead to the undesired disclosure of competitive 
knowledge. 

In the development and learning phase, suppliers innovate together with clients. New 
knowledge is created and often supplier staff is integrated into client teams. This collab-
orative process in a supply chain context may result in changes to the products, process-
es, or services [RSW04]. In this interaction, intellectual property (IP) protection poses 
considerable challenges [MCM13]. This is particularly true when engineers of the sup-
pliers are integrated into client teams. There is also the risk that these persons defect to 
the client. In vendor building programs vendors, on the one hand, learn from clients but, 
on the other hand, must also be prepared to share their knowledge with performance 
improvement teams from clients or within a vendor network. This might lead to an unde-
sired disclosure of critical knowledge.  

The operational phase is characterized by an exchange of huge amounts of data and 
information and also involves ongoing decisions, operational order processing, and lo-
gistics processes. In this phase, there are a number of risks relating to people defecting 
and undesired disclosure of information.  

Depending on the interaction modes used, e.g. EDI, online platforms and applications as 
well as cloud services cyber risks are also increasingly present. According to the US. 
National Institute of Standards and Technology (NIST) Key Cyber Supply Chain Risks 
include risks from third party service providers or vendors – from janitorial services to 
software engineering with physical or virtual access to information systems, software 
code or IP. Risk further include poor information security practices by lower-tier suppli-
ers or compromised software or hardware purchased from suppliers. Software security 
vulnerabilities in supply chain management or supplier systems; counterfeit hardware or 
hardware with embedded malware constitute additional risks. Third party data storage or 
the use of data aggregators can also lead to serious knowledge risks. 
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3 Exploratory Study on Knowledge Risks in SMEs 

The literature review on knowledge risks in supply chain interactions produced interest-
ing results, but with no specific focus on SME´s. Based on this insight, we decided to 
conduct an exploratory investigation on how SMEs perceive knowledge risks in supply 
chain interactions in Portugal and Italy. 

3.1 Data collection description 

For this purpose, we collected data from representatives from SMEs in a workshop in 
Portugal and with interviews in Italy. Following a purposeful sampling approach, an 
invitation was sent to representatives of several SMEs engaged in cross-organizational 
supply chain interactions. Against our perception that issues related to information are 
often assigned to IT managers, we sought a mix of general managers and IT managers in 
the workshop. For the Portuguese SMEs invitations were made through personal con-
tacts to enterprises that regularly participate in the activities promoted by COTEC - a 
Portuguese enterprise association to foster innovation. Although eight SME from the 
north of Portugal agreed to participate in the workshop, only four showed up for the 
workshop. All the no-shows were general managers (CEOs or equivalent). Thus, the 
workshop was run only with IT managers. All participants were male and had more than 
10 years of professional experience. Besides the invitees, three other persons participated 
in the workshop: a project manager from COTEC and a researcher and a research assis-
tant on IS. They acted as conductors of the session, moderators and they took notes of 
what happened in the workshop. 

For the Italian SMEs invitations were sent through personal contacts to enterprises active 
in value chains in the Lazio region (center of Italy). The invitations turned in to six in-
terviews with as many SMEs active in different value chains in the manufacturing indus-
try. The interviews were performed with different managers: IT managers (for all com-
panies), CEO (for two companies), and CPO (for two companies). All participants were 
male and had more than ten years of professional experience. All interviews were per-
formed by a researcher and a research assistant who conducted the interviews took notes 
of what happened and transcribed the interviews afterwards. 

Both the workshop with Portuguese SMEs, and the interviews with Italian SMEs con-
sisted of three phases: inception, discussing, and closing. In the first phase, participants 
were confronted with a presentation that addressed information security in general and 
the key insights from the literature review (table 1). The discussion phase encompasses 
the testimonies of the participants. Participants were encouraged to share the practices of 
their enterprises and their technical opinions regarding the issues addressed. In the clos-
ing phase, the moderators brought up the aspects that emerged as more controversial or 
that were viewed as more important and asked the participants to confirm their view-
points. The workshop lasted for around 90 minutes. The interviews lasted from a mini-
mum of 40 mins to a maximum of 80 minutes. After the data collection, the moderators 
collated their notes and produced a summarizing report. The evidence of the data col-
lected was eventually discussed among all the authors of this paper. 
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3.2 Data collection results 

The results reported in this section are based on the discussions of the summarizing 
reports produced by the moderators of the workshop and interviews. 

A first aspect to mention is that issues related to information and knowledge are per-
ceived by the enterprises as belonging to the IT realm. When inviting enterprises to par-
ticipate in the workshop, some managers suggested being represented by their IT man-
agers. Furthermore, the general managers that agreed to be present ended up by not 
showing up. The discussions during the workshop somehow supported this. The partici-
pants, that stated to be well aware of their enterprise’s actions, mainly reported protec-
tive measures related to computer security and with information and knowledge protec-
tion. The participants also mentioned that even though the general management is aware 
of security and knowledge risks, they view it as a cost they would like to avoid as much 
as possible and thus the IT managers have to go through great efforts to convince man-
agers to the importance of such issues. In a few cases, this translated into the security 
management being completely outsourced to external technical personnel that provides 
basic security protection (hardware and software), and basic data backup and restore 
facilities. 

Although all the interviewees in the session were aware of information and computer 
security, some of them reported that their awareness was raised after being victims of 
ransomware attacks. Furthermore, General Data Protection Regulation also contributed 
to raise the awareness to the need of paying more attention to protection issues, both 
from the perspective of potential victims of cyber-attacks, from the perspective of hold-
ers of information about their customers, and from the perspective of the implications of 
being accountable of the consequences of data breaches targeting information of cus-
tomers and business partners. However, most of the security measures address access to 
computers, only a few to protect knowledge. 

Bidding and tendering are not perceived as risky moments for sensitive information and 
knowledge. The perception of the workshop participants is that these activities involve 
mostly administrative information. Therefore, no special care needs to be taken with the 
corresponding interactions. This doesn’t mean that the enterprises are naive in their 
commercial relations. They value trust and whenever they perceive a supplier or custom-
er as non-trusting, they avoid them. 

If security procedures (technical or non-technical) become obtrusive and affect easy 
access to information by the parties, such procedures are likely to be rejected by man-
agement. Similar attitude exists regarding the information sales people have to deal with. 
Although management is aware of the risk of losing competitive knowledge related to 
their customers, they privilege easy access to information by sales people instead of 
establishing extra protection measures.  

Investing in education and training is crucial to protect the company’s knowledge, espe-
cially on non-technical people. Social engineering is one of the major threats to the com-
panies, and the employees must be informed of all the risks. For instance, one participant 
said “If there is an email with “invoice” in the subject, the email will be open by the 
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accounting personnel”. Another treat perceived by SMEs originates in the potential mis-
use of personal devices within the company network, or company device assigned to 
employees within their personal (back home) IT environment. For instance, two SMEs 
from Italy reported having security problems with ransomware attacks diffused from IT 
devices infected from personal e-mails received by employees on their computer at 
work. They recognize weaknesses in what concerns the companies’ digital competences 
of most employees, including those that deal with sensitive information and knowledge. 
The SMEs stressed also the need to strengthen digital competences and leadership in HR 
for future development of IT deployment within the organization. 

All the participants referred that is inevitable to work in supply chain networks. When 
they work with large companies, they accept the security requirements they impose. 
Such requirement might include going through audits, signing non-disclosure agree-
ments regarding the information of the products they manufactured, or other. However, 
the participants don’t have the same procedure with their suppliers, normally smaller 
companies that they perceive as not being prepared to deal with demanding protection 
measures. 

Some companies have shown some apprehension about losing critical knowledge to 
competitors. But at the same time, they have not pointed out a clear strategy for mitigat-
ing such concerns. The risk of losing knowledge is faced as a normal risk of the busi-
ness, and they will not refrain to accept a contract because of fear of losing knowledge. 
When working on supply chain networks, they provide all the information that is asked, 
as they view that as inevitable if they want to participate in these supply-chain networks. 
Two SMEs acknowledged during the interviews that they are under the risk of potential 
knowledge spillover to their technology provider which supplies hardware and software 
for the automation of the assembly line. However, their reaction is ambivalent because in 
one case they believe the data being stolen would not constitute a risk for them and 
hence do not perceive the risk need to be mitigated, in another case they acknowledge 
the risk of losing competitive advantage, but this risk is neither quantified nor protected. 

The companies seem to protect their intellectual property as much as necessary to be in a 
fair market. When competitors are not fair, there isn’t much they can do about it. Some 
of the companies have patents and are aware that it is easy (and likely) that their prod-
ucts are copied. However, the costs of protection and the time it takes to solve those 
issues lead them not to worry too much with copyright infringement situations. Some 
companies consider that the patents do not give them a special position in the market, 
instead, they rely on building strong relationships with clients and suppliers, and in the 
quality of the goods, they manufacture or of the services they provide. 

The R&D&I area is the most protected area of the company and the one that has more 
valuable information, however, there is no estimation of the value of this information, no 
list of risks of losing this information and no assessment of the risks of having a cyber-
attack. 
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4 Conclusions and outlook 

Our results show and ambivalent behavior of our interviewees. One the one hand they 
are aware of the risks of losing competitive knowledge to a certain extent and on the 
other hand they do not care if it comes to supply-chain interactions (in particular) with 
large enterprises. One of the major reasons for this is a lack of awareness about the mul-
titude of knowledge risks that may emerge in supply chain interactions and about possi-
ble countermeasures. Second, our interviewees highlighted missing technical skills on 
how to protect knowledge in a digitized supply chain. Hence, there is a need for aware-
ness training for organizations in supply chains, particularly for SMEs. This training 
should help in developing greater transparency which would benefit not only the compa-
nies’ owners/owner-managers but also the entire supply chain management. Additional-
ly, the training should also focus on digital skills regarding the protection of knowledge. 
Policy makers may also benefit from this improved transparency and could, in turn, offer 
better support and assistance 

Another remarkable insight was the pragmatism regarding large enterprises. Even if the 
companies realize that they are losing competitive knowledge, they fulfill the require-
ments from the largen enterprises to get the contract. The SMEs describe the pressure 
from the large enterprises and the more equal sharing interaction with another SME. 
From our perspective, there is a need to investigate this relationship in more detail and to 
start a policy making process.  

In this ongoing research project, we have made the first step to explore knowledge risks 
in supply chain interactions. In our explorative investigation, it turned out that SMEs are 
under strong pressure from large enterprises and that they do not have the skills and the 
resources to take suitable measures. The findings are limited to the workshop and inter-
views in Portugal and Italy and will need to be confirmed by a larger sample of firms. 
Based on the insights gained the involved research team will consider how to raise 
awareness about the risks and assist SMEs in avoiding or mitigating the risks according 
to their needs.  
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The R&D&I area is the most protected area of the company and the one that has more 
valuable information, however, there is no estimation of the value of this information, no 
list of risks of losing this information and no assessment of the risks of having a cyber-
attack. 
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Another remarkable insight was the pragmatism regarding large enterprises. Even if the 
companies realize that they are losing competitive knowledge, they fulfill the require-
ments from the largen enterprises to get the contract. The SMEs describe the pressure 
from the large enterprises and the more equal sharing interaction with another SME. 
From our perspective, there is a need to investigate this relationship in more detail and to 
start a policy making process.  

In this ongoing research project, we have made the first step to explore knowledge risks 
in supply chain interactions. In our explorative investigation, it turned out that SMEs are 
under strong pressure from large enterprises and that they do not have the skills and the 
resources to take suitable measures. The findings are limited to the workshop and inter-
views in Portugal and Italy and will need to be confirmed by a larger sample of firms. 
Based on the insights gained the involved research team will consider how to raise 
awareness about the risks and assist SMEs in avoiding or mitigating the risks according 
to their needs.  
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Annex 1:  Knowledge risks in supply chain interactions 

Type of interac-
tion 

Description Knowledge risk References 

The preparation phase 

Bidding and ten-
dering, 

Requests for in-
formation 

In the offer and ten-
dering process suppli-
ers are requested to 
provide detailed tech-
nical information, 
project references etc.  

Disclosure of competi-
tive knowledge 

[MTM15] 

Sales process Sales reps of suppliers 
develop privileged 
relations with clients 
and accumulate 
knowledge about 
clients  

Sales representatives 
defect and take clients 
with them 

 

Supplier/vendor 
rating 

Vendors/ suppliers are 
given standing, status, 
or title according to 
their attainment of 
some level of perfor-
mance and capabili-

Disclosure of competi-
tive knowledge 

[MTM15] 
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ties. 

Open book inter-
action 

 

 

Suppliers are request-
ed by clients to dis-
close financial data as 
a basis to agree on 
“allowed” margins 

Disclosure of competi-
tive knowledge 

 

The development and learning phase 

Collaborative 
product and ser-
vice development 

Suppliers innovate 
together with clients, 
new knowledge is 
created 

Supplier staff is inte-
grated into client 
teams 

Unclear IP protection,  

The expertise of sup-
pliers is used by clients 
without adequate com-
pensation  

[RSW04] 

Project develop-
ment and execu-
tion by supplier 
consortium 

Suppliers collaborate 
and pool resources to 
win and execute mul-
tifaceted projects 

Disclosure of competi-
tive knowledge, un-
wanted knowledge 
spill-over 

 

Vendor building 

 

Vendors learn from 
clients but have to 
share knowledge with 
teams from clients or 
within a vendor net-
work, development of 
global outsourcing 
relationships 

Disclosure of competi-
tive knowledge 

[WD18] 

The operational phase 

Advanced supply 
chain planning 

Exchange of market 
and capacity infor-
mation along the sup-
ply chain 

Disclosure of 
knowledge on market 
position, plans, strate-
gies and performance 

[St05] 

Job shops or con-
tract manufactur-
ing 

Clients supply materi-
al and often also 
equipment and suppli-
ers execute work 
according to the cli-
ents’ detailed specifi-
cations 

Dependency on know-
how of client and total 
transparency of per-
formance 
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Operational order 
fulfilling, and 
logistics processes 
and ongoing deci-
sions made in a 
client-vendor 
arrangement 

These processes often 
require a close 
interaction, infor-
mation and data ex-
change between sup-
plier and client 

 

 Unwanted knowledge 
spill-over 

personnel from suppli-
er defects to clients 

 

Division of labour Focus on core compe-
tences 

Unlearning, knowledge 
attrition and knowledge 
loss 

[ED14] 

Interaction modes 
via EDI, online 
platforms and 
applications, cloud 
services etc. 

Depending on the 
modes of interaction 
used data, information 
and knowledge are 
exchanged, Lack of 
state of the art tech-
nology, software etc. 

Undesired disclosure or 
loss of data,  infor-
mation, and 
knowledge, Risk of 
hacker/cyber-attacks, 
risks related to the 
application of old tech-
nologies/software, 
espionage 

NIST, 

[DZ18]  
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