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In robotic control, it is observable that frequent and small messages are exchanged in a rapid
manner. The exchange of this small commands (< 50 bytes) is conducted by connecting controller
and actuators with high throughput and low latency (< 1 ms) wireless connections [1]. These
commands need to be authenticated in order to prevent malicious interference which could cause
structural or human damage. Hence, there need to be communication means which are low latency
on one side as well as integrity protected on the other side.

In the following we propose a protocol which protects the integrity of a message streams and
reduces the transmitted data used for verification. Its core idea is twofold: on the one hand, the
transmitted data will be reduced by using shorter verification tags. On the other hand, the security
will be maintained by incorporating all available verification bits into upcoming tags.

Several approaches were proposed for the verification of message chains by connecting multiple
messages [2, 3, 4, 5]. Although these schemes are quite effective, they do not aim for efficiency,
i.e. they all introduce additional data to be transferred and, hence, increase latency. Our newly
proposed schemes particularly aims for reduced latency by minimizing the transmitted data.

To achieve this reduction, while still protecting the overall sequence of messages, the following
mechanism is proposed: The underlying scheme for verification are symmetric message authenti-
cation codes (MACs). Hence, the start is the calculation of a keyed MAC tag ti over the current
message mi as ti = MAC(mi). Of ti only the first n bits are concatenated to the messages and
transmitted, which effectively reduces the transmitted data. To regain the security of the tag (which
is reduce through the reduction of the transmitted tag bits) the whole tag ti is incorporated in the
creation of the tag ti+1. This tag is created by ti+1 = MAC(mi+1 || ti) — thereby, all verification
bits of the tag ti get included into the upcoming tag by building a chain over the tags.

We additionally propose different variations of this idea, which expose different properties re-
garding recoverability. These variation use different tails of the tag, which are included into up-
coming transmitted tags. They are incorporated via XOR and different parts of the tags are used
in different upcoming messages — they effectively “whip” forward to those tags.

Finally, we have sketches of security proofs as well as performance evaluations, which suggest,
that our schemes reaches the targeted performance gains while still efficiently protecting integrity.
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