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Supporting the Digital Transformation of Small
Enterprises through Cloud Computing

Christoph Andriessens!

Abstract: Cloud computing enables enterprises to access professional IT services without having to
setup a professional IT production environment (data center) first. Especially in times of digital
transformation, this could be a big chance for smaller enterprises which usually are challenged in
accessing professional IT services. Theoretically, cloud computing seems to put professional IT
service within reach of these enterprises. Additionally, advances in cryptography seem to sweep
aside common security and privacy concerns. This paper argues that, on the current level of cloud
computing and even assuming advances in cryptography, small enterprises in general will fail to
seize this opportunity, making it more difficult for them to take part in the process of digital
transformation. We propose a way for addressing this problem by providing automated cloud
brokerage on SaaS level for smaller enterprises based upon sector specific IT architectures with
variation points, thus making IT architectures and complete system environments accessible from
the cloud and providing cloud brokerage as a service.

Keywords: Cloud computing, cloud brokerage, cloud services, smaller enterprises, digital
transformation.

1 Introduction

Today, cloud computing [Nal 1] is a technical and social reality [Mal3]. For some years
now, cloud computing service provider like Amazon [Aml6], Google, Microsoft,
Salesforce etc. report growing sales figures in a now multi-billion Dollar business [Gal6].
Cloud computing is IT industrialization put into practice. It revolutionizes the IT business
as well as the production of IT services in every organization and is one of the key
technologies of digital transformation, which is the consequent exploitation and
integration of digital technology in all business aspects.

At the same time, the usage of cloud computing is still in its early stages: Especially in
Germany, although the usage is growing for several years now up to 44% of all enterprises
[KP15b], security and privacy concerns have been limiting the use of cloud services
[KP15a][Stl4a]. Equally, according to recent studies [KP15a], private cloud is the
deployment model of choice leaving only rudimentary benefits of cloud technology
compared to public cloud.
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Advances in cryptography ([Poll], [Cal3], cf. also [Tal3]) suggest now that these
obstacles will be overcome: Platforms [Pal5], tools like Cloud Security Access Broker
[ML15] and cloud based information systems using searchable encryption schemes are
entering the market, even for the medical sector with its very sensible kinds of data
[BH14]. This might make way for a broad use of cloud computing and public clouds
throughout industry. Especially smaller enterprises could profit, using cloud computing in
public clouds as a means for accessing the professional IT services needed in the process
of digital transformation. This way they could catch up with middle or large enterprises,
which can more easily access professional IT services and thus benefit more easily from
the consequent exploitation and integration of digital technology.

Nevertheless, even when these obstacles around security and privacy concerns will be
overcome, additional obstacles for smaller enterprises in accessing cloud services will
come into focus and will prevent intensive usage of cloud services in smaller enterprises
as it would be needed in the process of digital transformation.

In the next section, we describe the challenges smaller enterprises experience while trying
to access professional IT services. We explain obstacles for using cloud computing as
means for producing and accessing professional IT services for smaller enterprises in
section 3 and conclude by suggesting ways to make cloud computing more useful for
smaller enterprises in section 4.

2 Challenges for Smaller Enterprises in Accessing Professional IT
Services

Smaller enterprises (by which we mean enterprises having 1-20 employees) are easily
challenged in accessing professional IT service. We start with explicating the situation of
such an enterprise with the help of a case study before generalizing.

2.1  Case Study: Medical Practice

Our case study for such an enterprise is a medical practice in Germany. Other possible
case studies could include smaller architecture firms and their planning and
communication work and coordination of construction subsections through part lists etc.

Consisting of typically 1-4 physicians and 2-8 medical assistants, medical practices
usually do not grow any further leaving them roughly around 3-12 employees (this setting
can be found for example in general practitioner practices, there are specific settings like
ambulatory healthcare centers and medical professions like radiologist that operate
differently). These medical practices operate in a complex, highly regulated and in
regulation as well as knowledge constantly changing sector with very high privacy and
security requirements. This leads to two practical consequences: First, because of the
complex and constantly changing settlement with insurance organizations, nowadays,
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without supporting medical information systems a medical practice cannot be run
economically reasonable. Second, although there is a lot of money in the German medical
sector, medical practices are highly cost-conscious because they are bound to complex
regulations regarding the maximum revenue they can generate.

In our medical practice case study, there is a middle-sized server operating a central
medical information system (manages also direct settlement with statutory health
insurance and billing for private insurance companies) and a file server. In addition, it is
running fax software because, in the medical sector, fax is still considered the only general
communications method for simple and secure transfer of documents. Several PCs are
being used for accessing the medical information system, documents, office and
communication software (e-Mail) and the internet. There is a NAS system used for
backups, additionally there are external hard drives for mirroring backups for external
storage.

In a medical practice, the amount of IT systems used often does not justify occupying a
room of its own. At the same time, rooms are important resources needed to optimize the
treatment of patients and generate revenue. IT systems are then put into shared spaces.

No one working in a medical practice will have more than customary knowledge of IT.
For this reason, IT service providers will take over technical tasks in setting up or operating
the IT systems and services. The Management of these service providers often will be
done by a physician, most likely the owner or one of the owners. This, and this is most
likely to be typical for owners of smaller enterprises, will put this physician into a conflict,
since physicians are also the main source of revenue in a medical practice, and the highly
regulated medical sector takes its toll on administrative work as well. Therefore, services
should be integrated and not too fine-grained to be manageable.

Loss of data from the medical information system means a direct economic loss for all
treatments of patients documented in the missing data since the direct insurance settlement
and billing is not possible. From talking to people from several medical practices, we
learned in two cases that they had experienced such data losses that spanned several days
each.

Financial and payroll accounting usually will be done externally. Often, there will be a
website informing about services and opening hours.

So far, we only did describe a basic set of IT services. When thinking of digital
transformation of medical practices, for example better integration or exploitation of
existing services by using technology or offering additional services for patients with a
growing share of digital natives, there still is a lot of potential, but not a lot of human
resources for this task. Nevertheless, in some cases there are first services like offering an
online self-service for scheduling appointments in medical practices. Overall, medical
practices should strive for reducing IT overhead while gaining flexibility and raising
quality without raising costs.
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2.2 General Case

As we have seen in the case study, typical medical practices as an example for smaller
enterprises

e doneed quite a lot of IT services and suffer direct economic losses in case of any
problems regarding their most important IT services and

e at the same time, they do usually lack IT knowledge and are challenged in
operating IT systems in a professional way.

e Additionally, the management of IT services and IT service providers takes
resources which otherwise could generate revenue. Other internal resources are
not available.

This situation generalizes to smaller enterprises outside of the IT sector: They usually do
lack IT knowledge if it does not belong to the core business domain. They need to
concentrate on their core business and cannot afford to employ persons fully for this task,
or they cannot find persons for part-time employment having the strategic and operative
knowledge necessary. According to the German Federal Statistical Office, the share of
enterprises employing IT personnel among those having 10-49 employees dropped from
15% in 2014 to 14% in 2015 [St14Db], [St15]. We could not find statistics about enterprises
having less than 10 employees, but we do assume that the situation in those is even worse.

Consequently, there is no make-or-buy-decision to be made because the option “make”
does not exist neither for constructing nor for operating an IT service. This leaves
outsourcing as the only option: These enterprises need service providers to plan, build,
operate and constantly monitor these services, organizing reliable data back-ups and IT
security. They need consulting services starting with selection of service providers,
services and their possible combination into an integrated IT portfolio.

The IT services, depending on the services needed and available on the market, might be
operated in-house or using external facilities.

Across the whole lifecycle of these services, smaller enterprises have to manage the
service providers constantly. This last step and the first one regarding selection of service
providers and / or selection of consulting cannot be outsourced and remain difficult,
complex and unpopular tasks for people that are no IT experts.

Obtaining a complete IT system environment means substantial effort and cost. But the
smaller these enterprises are, the less IT budget is available and the more uninteresting
they are for professional IT consultants and system vendors particularly when it comes to
operating and monitoring the IT system environment. These reasons can easily lead to
insufficient advice in setting up the IT environment or, combined with cost-consciousness,
a way of operating the IT environment that is inefficient or even risky, especially when IT
systems are operated in-house or not monitored sufficiently.
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Complexity and costs grow with more demanding IT services, for example accessing
internal IT services from outside the office over the internet.

One possible solution reducing effort and complexity is to use highly standardized
components, combined in a standardized way and configured to specific needs regarding
the most important requirements. Furthermore, complexity in operating and monitoring
could be reduced while increasing security at the same time when it is possible to use
professional external facilities for operating the IT environment. Cloud computing could
be such a way to realize outsourcing using standardized components.

So far, we dealt only with standard IT services. When thinking about digital transformation
and consequent exploitation and integration of digital technology into all business aspects,
the situation grows more complex because digital transformation requires a “digital view”
on business and perceiving as well as taking chances that digital tools offer. Here,
standardized services could support as well with cloud computing being the realization
method of choice.

3  Cloud Computing for Smaller Enterprises and Usage Obstacles

In addition to being a realization for outsourcing using standardized components, cloud
services offer many advantages for smaller enterprises making it worthwhile to deal with
potential obstacles in their usage.

3.1  Advantages through Cloud Services for Smaller Enterprises

There has been a lot of writing about the advantages that cloud computing has to offer
([SV13], [BVS13] among others). With regard to smaller enterprises, they might be
summarized as follows:

° SaaS solutions, which would be the most likely cloud service model for smaller
enterprises, do need only the most basic hardware on premise;

° cost efficiency through pooling of standardized resources in a multi-tenant-model;

° no upfront investment, but “pay as you go” as services are being used, perhaps using
pricing models based directly on key performance indicators for the sources of
revenue (in our case study this might be the number of patients with billing or direct
settlements with insurance organizations);

° rapid elasticity and scalability when demand is higher or lower even only
temporarily;
° professional operation of the services with higher reliability and higher security as

smaller and especially non-IT enterprises might achieve on their own.
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Of course, the cloud service providers’ license agreements might cut back these
advantages in one aspect or another, for example by restricting elasticity through minimum
term of contracts.

In the process of digital transformation cloud services might be a chance for smaller
enterprises in competing with medium-sized or larger enterprises offering them the same
kind of professional IT services and possibilities for growth while limiting costs.

3.2 Current Usage of Cloud Services in Smaller Enterprises

How is the current usage of cloud services in smaller enterprises? In Germany, one of the
problems in finding statistical evidence is that statistics found so far do not cover
enterprises with less than 10 or 20 employees.

. Without differentiating between private and public cloud as deployment models,
official statistics [St14b] (focusing on >= 10 employees) show that, overall, the
usage ratio of cloud computing correlates highly with the size of the enterprise with
highest usage ration among large enterprises.

° Among the smaller enterprises using cloud services, the services used are in 50% or
more of all cases e-Mail and file storage [St14b]: This does not come as a surprise,
because these applications are among the most standardized and first useful cloud
services available for small enterprises and are often used in the private sector as
well.

. [KP15a] unfortunately does only cover enterprises starting from 20 employees, but
distinguishes between private and public cloud showing that public cloud is a niche
market particularly for small enterprises and that private cloud usage is stagnating
for large enterprises and growing for small and medium-sized ones. While being an
interesting observation, it is not sure whether or not this trend might be extrapolated
for enterprises having less than 20 employees. Usually, because private clouds cause
technical overhead and especially for smaller enterprises do not use economies of
scale or pooling of resources, we think that it is doubtful that they might be of any
real use to smaller enterprises.

Thus, the statistical evidence found so far already hints at a low usage ratio of cloud service
among smaller enterprises. We will now take a look at possible reasons.

33 Obstacles

Currently, obstacles very often referred to using cloud computing are security, privacy and
reliability. As we have argued in section 1, we assume that security and privacy obstacles
will be overcome through advantages in cryptography. We can learn from section 2 that
reliability in a cloud system might even be better than using on premise systems.
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But other obstacles which are rarely referred to come into focus after these other obstacles
have been removed:

Cloud computing solves the issue of producing professional IT services, but does
not solve the issue of setting goals and managing the achievement of goals. After
all, cloud computing is outsourcing, and outsourcing means management of service
providers. Thus, the complex task of choosing service providers and services and
managing service providers is not solved. Additionally, the more individual service
providers are the more complex this management grows, especially because of
standard contracts for each cloud service that might diverge from another in their
terms and usually cannot be negotiated.

Since cloud computing aims for economies of scale, smaller enterprises need to
identify a cloud service as a possible source to their IT demand in highly
standardized, broad service offers.

- On the level of SaaS, this is easier since they try to address end users on a
non-technical level, but in the end, it amounts at least to the often complex
selection of a professional software system.

- On the level of TaaS or PaaS, from the point of view of a typical decision
maker in smaller enterprises cloud services are as complex as IT services on
premise.

It is easy to use a single cloud service, especially a Software (as a) Service, but it is
still complicated to build an integrated environment from several such services,
especially for an enterprise with very limited resources and without any IT
specialists.

From its basic idea, cloud brokerage could contribute to a solution. But from our
observation, existing efforts in cloud brokering seem to address mainly hybrid cloud
deployments and infrastructure services (IaaS) and do not hide technical complexity
(e.g., [Pal2] or [Gr04] as a commercial tool). As a consequence, smaller enterprises
would need to master a very complex cloud broker tool aimed at IT experts or use
extensive counseling both of which is difficult for smaller enterprises especially
outside the IT sector. Furthermore, cloud brokerage just as cloud computing does
not operate starting from business goals.

So far, smaller enterprises often do not use the advantage of cloud services. When they
should try to, they would have to overcome the obstacles listed above. While cloud
services have the potential to reduce complexity in IT service production, the remaining
complexity still poses quite a challenge for people that are no IT experts.

Enterprises that can deal with these obstacles might make use of cloud computing and all
its advantages in the process of digital transformation, thus gaining an advantage
compared to the other enterprises and leaving them even more behind.
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4 Professional IT Services for Smaller Enterprises using Cloud
Services

In this section, we propose solutions to make cloud services more accessible for and
putting complete IT system environments into reach of smaller enterprises. Since this
section describes work in progress, we address also directions for further investigation and
research. We start by giving an overview of our planned result as a vision and then describe
possible elements for turning it into reality while briefly touching on related work.

4.1 Vision

To solve the issues addressed in sections 2 and 3, we need to make IT architectures and
complete system environments accessible in a highly standardized way using cloud
services without revealing the complexity of cloud brokerage. We need to design a new
cloud service provisioning model which combines mainly SaaS offers but also IaaS offers
into a complete service covering the entire IT system environment of an industrial sector,
delivering it using internet and web standards.

The user should be able to get a complete system environment for his or her business with
all characteristics of cloud computing: minimal provider interaction (highly automatized
provisioning supported by minimal service provider interaction), paying only as much and
as long as you need, high elasticity, using a pool of resources, broad access over the
internet.

Ideally, all the customer should need locally would be internet access, LAN, devices for
accessing the internet using web standards (PCs, tablets, smartphones) and communication
devices for accessing a phone service (which might be softphones provided through
standard PCs).

The starting point for an individual setup of an instance of this new service model should
be ready made IT strategies that the user (which is not an IT specialist) might, assisted
through an automated mechanism, vary in points that are important to his business. This
configured, standardized strategy then is mapped to a standardized IT architecture, which
in turn is the foundation for generation of an individual service instance.

This new cloud service provisioning model, Cloud-Brokerage-as-a-Service, solves the
issues described in section 2 and 3:

. It is goal oriented and supports smaller enterprises in formulating a basic IT strategy.

° It reduces the problem of choosing service providers and services to the minimum
possible. In the same way, it reduces the effort for managing the service providers,
divergent contracts and the achievement of goals.
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° It eases greatly the identification of cloud services as a possible source for IT
demand.
o It hides technical complexity and complexity emerging from integration, especially

from cloud brokerage, moving cloud brokerage into reach of smaller enterprises.

4.2  Elements of the New Cloud Service Provisioning Model and Related Work

Cloud-Brokerage-as-a-Service could be realized with several core elements all of which
are elements of further research:

° Ready-made IT strategies and IT architecture templates for industrial sectors with
configurable variation points based upon domain modeling. We expect that these IT
architectures share common elements in (domain specific services) and across
sectors (communication and storage services, for example). These architectures will
be service-oriented and use elements from SOA.

° SaaS and IaaS service catalogues as a basis for offering implementations of concrete
IT architectures. These catalogues are divided into basic IT services
(communication and storage services, for example) and sector specific IT services
and should be hidden from the end user configuring the IT environment.

. Integration and integration services for cloud services.

. Mapping templates of IT architectures to service catalogues using the variation
points.

° Cloud broker technology for technical implementation of a concrete IT
environment.

In its structure, Cloud-brokerage-as-a-Service might be similar to elements from Business-
Process-as-a-Service (BPaaS, e.g. [Ly14]).

5 Conclusion

To successfully undergo digital transformation, for smaller enterprises (having 20 or less
employees) accessing professional IT services is of utmost importance. Because of lack
of IT knowledge, resources and the inherent complexity of developing an IT strategy,
choosing and managing IT service providers easily leads to insufficient IT system
environments or risky IT operations.

Standardized services provided by cloud computing and being combined in a standard way
would be a solution, but even when security and privacy concerns for cloud services have
been overcome, severe obstacles around selection, composition and management of cloud
services remain.
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Our solution proposal describes Cloud-Brokerage-as-a-service as work in progress, which
works based on business goals, hiding technical complexity and offering entire IT system
environments as a service, moving professional, cloud-based IT services into reach of
smaller enterprises.

Additionally to working on the core elements of Cloud-Brokerage-as-a-service in further
research, we plan to add further case studies to broaden and deepen our understanding of
the situation of smaller enterprises.

References

[ACYO03] Andal-Ancion, A.; Cartwright, P. A.; Yip, G. S.: The Digital Transformation of

[Am16]

[BVS13]

[Cal3]

[Gal6]

[Gr04]

[KP15a]

[KP15b]

[Ly14]

[Mal3]

Traditional Business. http://sloanreview.mit.edu/article/the-digital-transformation-of-
traditional-business/, accessed 4 Apr 2016.

Amazon: Amazon - Umsatz mit Cloud Computing (AWS) bis Q4 2015.
http://de.statista.com/statistik/daten/studie/447932/umfrage/umsatz-von-amazon-web-
services-weltweit/, accessed 4 Apr 2016.

Buyya, R.; Vecchiola, C.; Selvi, T. S.: Mastering Cloud Computing. Foundations and
Applications Programming. Morgan Kaufmann, Waltham, 2013.

Cash, D.; Jarecki, S.; Jutla, C.; Krawczyk, H.; Rosu, M-C.; Steiner, M.: Highly-
Scalable Searchable Symmetric Encryption with Support for Boolean Queries.
Advances in Cryptology - CRYPTO 2013: 33" Annual Cryptology Conference, Santa
Barbara, CA, USA, August 18-22, 2013. Proceedings, Part I. In (Canetti, Ran and
Garay, Juan A Ed.). Springer Berlin Heidelberg, Berlin, Heidelberg, 2013; pp. 353—
373.

Gartner: Cloud Computing - Umsatz nach Segment bis 2016. Prognose.
http://de.statista.com/statistik/daten/studie/284706/umfrage/prognose-zum-umsatz-mit-
cloud-computing-weltweit-nach-segment-bis-2016/, accessed 4 Apr 2016.

Gravitant: Gravitant. Cloud Brokerage Software & Cloud Management Platform.
http://www.gravitant.com/, accessed 9 Apr 2016.

KPMG AG WP: Cloud-Monitor 2015. Cloud-Computing in Deutschland - Status quo
und Perspektiven.
https://www.kpmg.com/DE/de/Documents/cloudmonitor%202015_copyright%20_sec
_neu.pdf, accessed 4 Apr 2016.

KPMG AG WP: Einsatz von Cloud Computing in deutschen Unternehmen bis 2014.
http://de.statista.com/statistik/daten/studie/177484/umfrage/einsatz-von-cloud-
computing-in-deutschen-unternehmen-2011/, accessed 4 Apr 2016.

Lynn, T. et al.: Towards a Framework for Defining and Categorising Business Process-
as-a-Service (BPaaS): Proceedings of the 2157 International Producut Development
Management Conference, Limerick, 2014.

Marinescu, D. C.: Cloud Computing. Theory and Practice. Morgan Kaufmann,
Waltham, 2013.



Supporting the Digital Transformation of Small Enterprises through Cloud Computing 77

[ML15]

[Nall]

[Pal2]

[Pal5]

[Poll]

[Stl4a]

[St14b]

[St15]

[SV13]

[Tal3]

MacDonald, N.; Lawson, C.: How to Evaluate and Operate a Cloud Access Security
Broker. http://info.skyhighnetworks.com/WP-Gartner-How-to-Evaluate-a-
CASB_Banner-Cloud.html, accessed 1 Apr 2016.

National Institute of Standards and Technology: The NIST definition of cloud
computing. National Institute of Standards and Technology, Gaithersburg, MD, 2011.

Pawluk, P. et al.: Introducing STRATOS: A Cloud Broker Service. In (Chang, R.
Ed.): IEEE 5" International Conference on Cloud Computing. IEEE Computer
Society, Los Alamitos, Washington, Tokyo, 2012; pp. 891-898.

PaasWord Consortium: PaaSword. A Holistic Data Privacy And Security By Design
Platform-As-A Service Framework. http://www.paasword.eu/, accessed 4 Feb 2016.

Popa, R. A. et al.: CryptDB: Protecting Confidentiality with Encrypted Query
Processing. In (Wobber, T.; Druschel, P. Eds.): Proceedings of the Twenty-Third ACM
Symposium on Operating Systems Principles. ACM, New York, NY, 2011; pp. 85—
100.

Statistisches Bundesamt: Cloud Computing - Griinde der Nicht-Nutzung in
Unternehmen im Deutschland 2014.
http://de.statista.com/statistik/daten/studie/381851/umfrage/gruende-der-nicht-
nutzung-von-cloud-computing-in-unternehmen-in-deutschland/, accessed 4 Apr 2016.

Statistisches Bundesamt: Nutzung von Informations- und
Kommunikationstechnologien in Unternehmen, 2014.

Statistisches Bundesamt: Nutzung von Informations- und
Kommunikationstechnologien in Unternehmen, 2015.

Sharma, A.; Vatta, S.: Cloud Computing: Taxonomy and Architecture. In International
Journal of Advanced Research in Computer Science and Software Engineering, 2013,
3; pp. 1410-1417.

Tang, Q.: Search in Encrypted Data: Theoretical Models and Practical Applications. In
(Elgi, A. et al. Eds.): Theory and practice of cryptography solutions for secure
information systems. Information Science Reference/IGI Global, Hershey, Pa., 2013.



