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Various electronic devices, such as phones, computers, watches, etc., are
more and more present in our everyday life. Electronics become more complex,
interconnected, and smart; even a trivial light bulb, which until recently was
serving only as a source of light, nowadays may constitute a smart device with
several functions and a high level of customisation. Despite smart devices mak-
ing our life more comfortable and seeming so attractive for usage, they pose a
large threat to our personal data. They consume, use, and generate zettabytes
of data that can be stolen and used by an adversary. Information leakage can
happen during any operational phase; however, in our work, we discuss one of
the most critical parts — communication between devices. In order to establish
secure data transfer, there are already various approaches, most of which utilise
cryptography.

Traditionally, chaos has been considered as something unordered and uncon-
trollable and, for this reason, the use of chaos in cryptography, a scientific field
that has been dominated by strict mathematical algorithms, is not widespread.
Nevertheless, a chaotic signal can produce a truly random set of numbers; this
suits cryptographic purposes, e.g., in the area of stream encryption. In order to
investigate the possibility of using chaos for secure communication, we propose a
chaos-based cryptographic system. The overall architecture of the proposed sys-
tem consists of a transmitter, a receiver, and a post-processing filter, as shown
in Figure [T}
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Figure 1: The overall architecture of the proposed system.

Experimental results using a variation of the Chua circuit presented by

(1992) confirm the good quality of communication and encryption
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between the transmitter and the receiver. These results have been further vali-
dated by relevant simulations utilising either the aforementioned Chua circuits,
or Lorenz-like chaotic circuits introduced by |Li, Chu, Zhang & Chang (2009).

Internally, the transmitter and the receiver have similar architectures. Both
of them utilise the same chaotic circuits in order to produce analogue chaotic sig-
nals. After digitising the analogue chaotic signal, using the technique described
by |Stavrinides, Anagnostopoulos, Miliou, Valaristos, Magafas, Kosmatopoulos
& Papaioannou (2009)), a random binary stream is generated. As the trans-
mitter and the receiver are synchronised, we get the same stream of random
numbers, which allows the binary message signal to be reliably encrypted and
decrypted using the XOR operation. As a result of the system’s operation, a
signal identical to the initial message can be obtained at the receiver. Potential
glitches and other noise are eliminated by using an RC low-pass filter. Rele-
vant time series of the initial message, the encrypted signal, and the decrypted
message, obtained using the Chua chaotic circuits, are shown in Figure

An advantage of the described chaos-based secure communication system is
that the probability of guessing the original message is less than 50%, as the
attacker needs to correctly predict not only the period of the message being

transmitted but also the correct value of each of the message bits.
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Figure 2: a) The initial message, b) the encrypted signal, and c¢) the decrypted
message, for the secure communication system implemented using Chua circuits.
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