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Improvement of Fuzzy Vault for Multiple Fingerprints with
Angles

Matthias Neu! Ulrike Korte? and Markus Ullmann?

Abstract: In this paper we analyse an enhanced fuzzy vault scheme for fingerprints with minutia
angles that claims to be correlation resistant. During our analysis of this scheme we found a new
attack concerning the integration of chaff points with angles, termed angle-correlation attack, which
is presented. Moreover, we introduce an improved fuzzy vault scheme for multiple fingers, which is
resistant against “traditional” correlation attacks. We broadly analyse our scheme concerning usual
attacks (brute-force, “traditional” correlation attacks and in addition angle-correlation attacks). We
show that angle-correlation attacks are more or less negligible for our fuzzy vault approach for
multiple fingers with minutiae angles.

Keywords: Fuzzy Vault, Biometric Template Protection, Fingerprint Recognition, Minutiae Angles,
Multiple Fingers, Angle-Correlation Attack

1 Introduction

Biometric data are private information. Therefore, privacy issues for biometrics are an im-
portant issue. Template protection schemes have been an active field of research since the
first publication of the fuzzy commitment scheme 1999 [JW99]. Due to intrinsic errors dur-
ing the capturing of biometrics data template protection schemes apply cryptography and
error correction principles to protect the biometric data. Template protection schemes have
to require the following privacy properties: irreversibility and unlinkability. Irreversibility
means that the protected template prevents the recovery of the original biometrics unless
a sufficient similar feature data is provided for comparison. Unlinkability implies that two
protected templates from the same biometric data cannot be linked, see [CS09].

Besides the fuzzy commitment scheme the fuzzy vault scheme is broadly analysed, espe-
cially for the application of fingerprints. In [C103] we find the first fuzzy vault construction.
This concept only uses the position of pre-aligned minutiae. For example in [NJPO7] this
construction was extended by minutiae angles. [Me10] developed a fuzzy vault concept for
multiple fingerprints only based on minutiae positions and a relative alignment. In contrast
to these concepts the solution of [Li08] is based on alignment-independent features.

All these constructions presented before are vulnerable against correlation attacks as demon-
strated in [KYO0S8]. Therefore, [Tal3a] presented the first fuzzy vault fingerprint solu-
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tion that was not susceptible to correlation attacks. This approach uses an absolute pre-
alignment method based on a directed reference point and a quantization mechanism of the
minutiae positions based on a grid. Then all grid positions not used by quantized minu-
tiae are occupied by chaff points. In this approach [Tal3a] is generalized by also using
minutiae’s angles and minutiae’s types. The correlation resistance is achieved by using all
points of the quantization grid. In [Tal5] another correlation attack resistant fuzzy vault
fingerprint solution is proposed, based on three alignment-independent features. Several
multi-biometric fusion strategies for biometric template protection are published, e.g., in
[NJOS8], and [Me10], but without an analysis of the impact of the fusion level on privacy
protection. In [MKK12] four different multi-biometric fusion strategies are presented and
analysed with respect to their impact on security and recognition accuracy. In this paper, a
multi finger vault approach with angles is developed as a generalisation of the feature-level
fusion concept of [Mel10] and [MKK12], which are only based on minutiae positions.

In Section 2 we introduce a new class of attacks concerning minutiae angles, termed angle-
correlation attack. Next, we show that the mentioned fuzzy vault approach [Me16] is vul-
nerable against this new attack. As a consequence, angles of chaff points should not be
chosen at random for single finger fuzzy vault schemes, as proposed in [Me16].
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gers with minutiae angles is presented and analysed in Section 3. Finally, in Section 4 we
summarize our results and give an outlook.

2 Fuzzy Vault for Fingerprints with Minutiae Angles resistant against
“traditional” Correlation Attacks

For one finger this paper is based on the approach of fuzzy vault for fingerprints with
minutiae angles resistant against “’traditional” correlation attacks according to [Me16] and
on the alignment solution according to [Tal3a]. The minutiae templates are created by the
minutiae extracted from these pre-aligned fingerprint samples, which are used as enrol-
ment and query minutiae templates in the fuzzy vault encoding (enrolment) and decoding
(verification) process, as explained in chapter 3 of [Me16]. Consider a fingerprint minutiae
enrolment template containing N minutiae m; = (x;,y;,c¢;,e;), where (x;,y;) are the hori-
zontal and vertical coordinates of the position of minutiae and ¢; is the angle of minutiae
m; and e; is the type of minutiae for 0 < i < N + 1. Minutiae points are quantized according
to a rectangular grid with bin spacing ¢, and gy in the direction of image width and image
height, respectively as shown in Figure 2. The quantized values (X;,y;) are the centres of
the corresponding cell in which the minutiae is to be found. In order to minimize verifica-
tion errors due to inaccurately measured minutiae angles, we store, for each genuine point,
the remainder ¢; mod o in the vault, where the parameter « is a divisor of 360. For chaff
points, the remainder z; = ¢; mod o of a randomly chosen angle c;, is stored. Details are
shown in Figure 1.

2.1 Security

A security analysis of the fuzzy vault schemes with minutiae angles is given in [Me16], too.
Here, we sketch the brute force attack because it is needed to perform the angle-correlation
attack. First the attacker has to randomly choose k+1 vault points

{(uiy,zi) i, 90y ) o+ s (ig 1> Zigey s Kig 1> Vigsr ) § (the degree of the secret polynomial is k),
guess for each point the original angle ¢;, j € {i1,--- ,ix41}, of the corresponding minutiae
in consideration of its remainder z;. Then the attacker has to recover the polynomial f’(x)
through interpolation from the set of points {(iy,u;, —ci,) .+, (i1, Ui, — Cippy) b If
the value of the hash of f/(x) matches the hash value of the vault template, the attack is
successful, otherwise the attacker has to retry this process. The number of needed recovery

(411)*(360/ )"

attempts can be estimated as . r is the number of elements in the vault, ¢ is

k+1
the number of minutiae points in the vault and k is the degree of the polynom, see [Me16].

2.2 Angle-Correlation Attack

The aim of the angle-correlation attack is to distinguish genuine from chaff points in a
given fuzzy vault based on the angle information. Given are two different pre-aligned
vaults V| and V, which are constructed based on the same quantization (quantization grid
and angle remainder mod ) from different pre-aligned fingerprints of the same finger.
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The minutiae angles of two corresponding minutiae from different (pre-aligned) finger-
prints from the same finger ¢; and ¢; are quite the same; this property is also valid for the
remainder z; = c¢; mod « respective Z;. In contrast, angles of chaff points 7y are chosen at
random. As a consequence, th e remainder z; = ¥ mod o is also a random value, too.
Step 1: The attacker needs a set of vault template pairs {(Vy,V/),(V2,V;),...}. V; and V/
are created from fingerprints of the same finger.

Step 2: The attacker randomly chooses a vault template pair (Vj, V; )

Step 3: For each corresponding vault point pair ((u;,zi, %, ¥:) , (4,2}, x';,y';)) of those vault
templates the value DIFF; = dif f(z; mod a,z; mod o) where dif f is the function defined
by formula (1) is calculated.

Step 4: The attacker creates the sorted list (DIFF; ,DIFF;,,...,DIFF; ) where DIF F, <
DIFF;, < j< 7’5 j,J7 €{1,...,r} and chooses the first g elements of this list and performs
a brute force attack on the vault V; based on the corresponding set of points

{Quiy 2oy %y 9y ) o+ (Ui Zig i, i, ) - & = k+ 1 can be freely chosen. Repeat step 2 if
the brute force attack was not successful.

real angle value v, 6 € {0,---,359}
remainder value Y’ =vymod (), 8~ =& mod (o)
angle difference ly=6l=0<a/2=diff(y",67)=06

function min(y,8) | min(y,8) =7v,if y<é

min(y,8) = 8, otherwise

function max(y,8) | max(y,8)=vy,ify>9d
(7,6) = &, otherwise

max

Tab. 1: Angle relation

diff(y~,07) ==min(|y~ =61, |(min(y~,67)+ ) —max(y~,67)|) (1)

The described attack does not break every vault. In order to estimate the performance of
the attack it is necessary to calculate (a) how long an attempt on a single vault pair would
take and (b) how many attempts are needed for a successful experiment on average:

(a) If the set {(u,-] VZiy o Xiy s Vi) (uig,z,-g,iig,y,-g)} contains x > k+ 1 genuine points the
. o (E)*(60 ) . .
expected number of interpolations is: % otherwise the brute force attack is
k1

not successful, i.e., all (ki]) % (360 /)" possible interpolations would be performed.
(b) Let p be the probability of a successful attempt. To have a 50 % chance of success

. . 1,p>0.5
wi e entire attack av = attempts are needed.

th the entire attack avg(p 10g(0.5) ttempt ded

Tog(1-p) <0.5

9x 20 px

qy 30 px (01 k | bf-security | angle-correlation

t 35 30° 4 234.36 230.4

length of horizontal axis of the ellipsis | 213 px 40° | 4 | 23228 2219

length of vertical axis of the ellipsis 293 px 90° | 5 | 23184 22327
Tab. 2: Chosen parameter of the quantization Tab. 3: Angle-Correlation Attack

grid and region of interest
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Given the configuration defined in Table 2 which has been adopted from [Fel5] the results
presented in Table 3 have been calculated based on the MYCT-100 database. It can be seen
that the strength of the angle-correlation attacks strongly depends on the value of «. For
small o values the angle-correlation attack is slightly better than brute force (bf-security)
but with bigger a values the difference grows. Even though this attack is better than brute
force, it does not break the scheme in the way the “traditional” correlation attack did with
the fuzzy vault scheme without the usage of quantization. A detailed analysis is presented
in [Nel6]. But it is shown, that angle-correlation attacks have to be regarded in a security
analysis beside brute force attacks, smart polynomial attacks and false accept attacks if
angles are used in fuzzy vault schemes, too.

3 Multiple Finger Vault with Angles

3.1 Preliminary Considerations

To enhance the practical security of template protection schemes, multiple fingers could
be used. Such an extension was presented in [Mel0]. The basic idea is to create a single
vault template for each finger during enrolment but to use always the same polynomial.
During an authentication the query minutiae sets are matched against the reference vault
templates, first. Next, all matching elements can be combined in a matching set. The con-
sequence is that the degree of the polynomial could be increased significantly if multiple
fingers are used. Moreover, in [Me10] several actions have been performed (which can’t be
performed if quantization is used) to reduce the ratio of wrong matches to correct matches
[Nel6]. But in [Mel0] no quantization is used. So this scheme is still highly vulnerable
to “traditional” correlation attacks. The scheme described in Section 2 uses quantization
but also offers real information of the fingerprint template in form of the public angle re-
mainder ¢; mod o of every vault point. Our fuzzy vault scheme for multiple fingerprints
is based on the scheme described in Section 2. But we suggest making additionally use of
the exactness of the public remainder ¢; mod ¢ during verification without revealing more
sensitive information in the vault template. So we use the correlation of angles during

verification to improve the achievable security for our multiple fingers scheme.
During enrolment n pre-

aligned fingerprint templates
T T PR from n different fingers from
e e DR S R onc human being are gath-
' k[l o g i ered to create the protected
template. For the k’th fin-
gerprint the minutiae are
% . N I represented as my ; = (Xk.i, V,i> Ch.i)-
o B (ka-,yk,i) are the cartesian
Fig. 2: Numeration of the quantization grid coordinates of the position
and ¢y ; is the associated an-
gle of the i’th minutiae of the &’th finger. Given the quantization parameters ¢, and g, and
the specified ellipsis the number of grid cells r for all fingerprints is uniform. To guarantee
that every grid cell of all n templates has a different index number a continuous numer-
ation of the grid cells is suggested. Grid cells for the I'th template are numbered from
(I—1)xr+1tolxr (Figure 2).

Templaie 1 Templode 2
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In the next step for each fingerprint template a vault template is produced according the
process described in Section 2 with the new numeration taken into consideration. In order
to obscure genuine minutiae in the vault, the unused points of the quantization grid are
added to the minutiae list and are regarded as chaff points. During enrolment the secret
polynomial f(x) is created and used for all templates to construct the according vaults.
Finally, the multiple fingerprint vault consists of n single vaults.

3.2 Verification

First, n pre-aligned query fingerprint minutiae templates are gathered. For the k’th finger-
print template the minutiae are represented as m'y j = (X'x j, ¥'k,j» ¢'k,j). Next the verifica-
tion process according to Section 2 is performed for each corresponding query fingerprint
template - vault pair until the sets of points R, = {(i, f(i))}, which have been used to re-
cover the secret polynomial in the single fingerprint scheme, are evaluated. Additionally,
for every point (i, f(i)) € Ry the remainder zx; = c¢; mod « is taken out of the vault
and the remainder z; ; = ¢; ; mod o is calculated. Next, the value di; = dif f (212} ;) is
calculated where diff is defined in Equation 1. In the next step every point (i, f(i)) € Ry
whose calculated value dj ; is larger than ¢p, where fp is a new tolerance-parameter, is
removed from the set Ry resulting in the set R}. After that the sets R are merged together
resulting in the set R’ on which the reconstruction of the secret polynomial is performed as
described in [Me16]. The filtering step of the calculated value of the diff-function helps to
improve the ratio of correct matchings to false matchings during verification (i.e., points in
the reconstruction set R which can be resolved to a point on the secret polynomial to points
which can’t). This method enables to significantly increase the degree of the polynomial
which results in a higher security level of the vault template.

3.3 Angle-correlation attack

Due to quantization the vault is resistant against the “traditional” cross-matching per-
formed on the exactness of the cartesian coordinates of the minutiae points included in a
vault. In order to extend the angle-correlation attack, described in Section 2.2, to the multi-
ple vault scheme some changes have to be made. In step 2 the vault pairs (Vj, Vj’) are pairs
of the multiple vault template containing n single vaults i.e. V; = {v.,;l, Y j,n} ,VJ( =

{v’L1 o 7v(’]»’n}. In the following for each pair (v;,),s € {1,---,n} the set

R= {(us,,-1 JZsiiy» Ksiy s Py ) s (Ms_’ig,Zng,)fs_’ig,)_I‘w‘g)} is calculated as described in step 3-
4. Next, all n sets are merged into one set on which the brute force attack is performed.

3.4 Analysis

To test the performance of the presented multiple finger vault scheme the MCYT-100
database was used which contains 12 fingerprints of 10 fingers of 100 persons. Here, a
fuzzy vault scheme with four fingers is regarded.
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To create a vault the fingerprints of the finger with the indices 0-3 and 5-8 were used, which
results in 2% 6 = 12 4-finger vaults for every person, because for each finger 6 samples were
used for enrolment and 6 for verification. Of each vault template one genuine verification
experiment was performed which resulted in 100 12 = 1200 genuine verification attempts
in total.

a tp | k FNMR | brute force security a k FNMR | brute force security
30° | 5° | 15 | 0.0873 | 210938 30° | 10 | 0.0814 | 273271
40° | 5° | 18 | 0.0985 | 2122883 40° | 11 | 0.0951 | 277192
90° | 8° | 29 | 0.0924 | 2160-664 90° | 13 | 0.0891 | 208479
Tab. 4: Brute force security with chaff point Tab. 5: Brute force security without chaff
filtering point filtering

In order to optimize the parameters k, # p and o the configuration given in Table 2 was used.
k is the degree of the polynomial, ¢p is the filter parameter and « is the angle quantization
parameter. A verification is counted as successful if the chance of a correct verification
with 60000 interpolations (according to [Tal3b] 2'6 = 65536 interpolations were a prac-
tical count in 2013) is at least 90 %. For each of the values @ = 30°, ¢ = 40°, ¢ = 90°
the optimized parameters k and ¢p were calculated resulting in the following brute-force
security values under the prerequisite of FNMR being smaller than 10 % (Table 4). For
comparison purposes the same tests were performed without the filtering step to show its
benefit for our multiple finger vault scheme (Table 5). To estimate the performance of the
presented angle-correlation attack against the 4-finger vault depending on the o parameter
for each parameter combination, estimated in the previous step, 1179 attack attempts were
calculated (Table 6). p is the success probability of an angle-correlation attack attempt on a
single 4-finger vault pair. Table 6 shows that the brute force security rises with the value of
« but the needed interpolations for an attack are nearly quite the same. Therefore, it seems
to be the best choice to use small values of & even if high brute force security values can
be achieved with larger o values.

o g p interpolations needed | interpolations needed | brute force
per experiment per attack security

30° 10 | 0.0551 292206 295817 510088

20° 10 | 0.0381 292206 296024 5122883

90° 10 1 00025 | 2576 595742 160,664

Tab. 6: Needed interpolation for a successful vault attack

4 Conclusion and Outlook

The performed tests do not represent an optimization of the parameters of the proposed
scheme but show its potential and the dependency of the angle-correlation attack from the
value of . Further analysis is needed to optimize the attack. Besides that, the filtering of
the minutiae quality offers potential to improve the security level (i.e., allow a higher de-
gree of the secret polynomial) of the scheme. Concerning the fuzzy vault scheme described
in Section 2, the false accept attack and the statistical attack, which make use of the cor-
relation of the minutiae position and its remainder angle ([Ne16]), are most effective. For
completeness, the effectiveness of both attacks on our scheme should still be analysed in
detail, too.
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