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ABSTRACT

Every day, there are internet disruptions or outages around the
world that affect our daily lives. In this paper, we analyzed these
events in Germany in recent years and found out how they can
be detected, and what impact they have on citizens, especially in
crisis situations. For this purpose, we take a look at two different
approaches to recording internet outages, namely the self-reporting
of citizens and automatic reporting by algorithmic examination of
the availability of IP networks. We evaluate the data of six major
events with regard to their meaningfulness in quality and quantity.
We found that due to the amount of data and the inherent impreci-
sion of the methods used, it is difficult to detect outages through
algorithmic examination. But once an event is publicly known by
self-reporting, they have advantages to capture the temporal and
spatial dimensions of the outage due to its nature of objective mea-
surements. As a result, we propose that users’ crowdsourcing can
enhance the detection of outages and should be seen as an impor-
tant starting point to even begin an analysis with algorithm-based
techniques, but it is to ISPs and regulatory authorities to support
that.
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1 INTRODUCTION

In the history of the global internet, there have been frequent dis-
ruptions or failures of the network infrastructure [1], including
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in Germany. These are due to man-made, technical, or force ma-
jeure causes. According to an International Telecommunication
Union (ITU) report, 4.9 billion people, or 63% of the world popula-
tion, use the internet, with a higher rate of 76% in urban areas [24].
While internet access makes information and skills accessible, and
let people develop routines and everyday behavior on a functioning
internet, it often breaks down during crises and disasters, such as
the July 2021 floods in Western Europe, where it is so urgently
needed and becomes critical. In a previous study, it has already
been shown that in the event of a power outage where also internet
communication is lost, recovery is more difficult because the com-
munication of the emergency response teams to fix the problem also
takes place over the internet [46]. There is an increasing demand
for such crisis related applications from the citizens’ point of view
[26]. However, they usually require an existing internet connection
in order to retrieve information from servers. Consequently, such
applications may not be usable in crisis situations and therefore
cannot fulfill their purpose. Even in the absence of another causal
crisis, an internet outage can be perceived as a crisis in itself and
have serious consequences where people have strategies to cope
[29].

There are several ways to address the problem, either by strength-
ening the resilience of the Information and Communications Tech-
nology (ICT) infrastructure to establish higher availability of inter-
net access, even in times of crisis, or by focusing on decentralized,
local first approaches that can cope with disrupted or fluctuating
internet access [18]. From a HCI perspective, developers and de-
signers are encouraged to integrate the offline state to consider
which features of the app should still work, rather than disabling
the app as a whole. Regardless which way to go, it is important to
better understand the vulnerabilities and know the statistics, mech-
anisms and detection of internet outages. An often underestimated
factor in this field is the perspective of citizens, who are either
users or detectors, and who have an interest in functioning internet
access in the location where they live and not just where outages
in data centers or carrier backbones can be measured. Therefore,
in this study, we compare self-reported internet outages against
automated methods and additionally look at time periods of six
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known events in both methods. We follow two different approaches
(self-reporting and three algorithm-based methods) to detect in-
ternet outages and, to our knowledge, compare both directly for
the first time. The question arises as to the differences between
these methods regarding accuracy in the sense of qualitative and
quantitative measurements and the possible combination of each.
In this work qualitative means in terms of internet outages, how
accurate each outage is described by reported or measured data,
whereas quantitative is the amount of data that can be analyzed
and if in consequence how many outages can be detected.

e RQ1: What are the qualitative differences between
self-reporting and automated measurements in terms of ac-
curacy and reliability of the data provided by each method?

e RQ2: What are the quantitative differences between the
methods regarding the amount of data available for each?

e RQ3: Which methods are best suited for capturing distur-
bances in terms of quality and quantity, and how can they
be combined for a better result, if necessary?

As a contribution this work shows that both approaches have
weaknesses that can be minimized by a combination. Where hu-
mans are better in outages that are not known initially or dependent
to crisis events, automated tools allow a more accurate analysis of
the dimensions and duration of the outage.

In the next section, we will highlight related work regarding
outages and citizens’ perspectives and give a background of the
automated reporting methods in section 2 followed by section 3
explaining the methods of this work. Then we show the results
for self-reporting, and automated reporting and compare them on
six distinct events in section 4, followed by the discussion and
conclusion in section 5, closing with limitations and outlook in
section 6.

2 RELATED WORK AND BACKGROUND

In the following, we present work on the causes and consequences
of internet outages, as well as on users’ perspectives on them. We
highlight the role of connectivity in disaster situations, which is
often the cause of outages in a cascading effect, and finally give
a theoretical and empirical background on how outages can be
detected by both citizens and algorithms and what weaknesses or
strengths they have.

If the access to the internet is disrupted, the reasons can be man-
ifold and related to disasters such as earthquakes [9], floods [10],
volcanic eruptions [47], hurricanes [34], solar storms [25], lightning
strikes [28], or forest fires [11], and purposeful or unintentional ac-
tions such as network attacks [31], terrorist attacks [32], undersea
cable cuts [7], censorship [12], governmental actions against mis-
information [44] or misconfiguration [30]. For this reason, Aceto
et al. [1] proposed three characteristics "origin" (natural vs. hu-
man), "intentionality" (accidental vs. intentional) and "disruption
type" (primarily physical vs. pure logical) to classify the cause of
an outage. Even though the characteristic "natural vs. human" is
controversial [8], we will reference to the work and classification
of Aceto et al. because it’s contribution is so central to the topic of
crisis related outages.

While the potential causes of an outage are manifold, the con-
sequences for users are almost the same: Apps are not working,
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people are cut from information and cannot use the tools they know
and use in everyday life. While short time being offline could also
be refreshing, it is a problem in the long run [17, 29]. As internet
outages are often linked to other disruptions that trigger a cascad-
ing effect, people do not only have to deal with the information
and communication cutoff, but also tackle the crisis in this situ-
ation. Power outages, for example, lead to an increased need for
information [21, 39] and to massive psychological stress [41]. Even
though there are approaches to ensure that even collaborative apps
still work in the event of an outage [18, 35], collaboration usually

stops [2].

2.1 Measuring Internet Outages

Because of the potential consequences, detecting outages is neces-
sary, and the picture is not always so clear that there is another crisis
as a triggering event. While there are several technical possibilities
to detect outages, which mostly rely on measuring network devices
or signals in central network infrastructure [15], many causes are
hard to detect but are often related to the actions of people who, for
example, carry out maintenance work [40]. People can also play a
substantial role, e.g. by analyzing social network activities to detect
power and communication outages [36]. It is important to answer
the question of how best to measure outages while taking into
account user connectivity by determining what is relevant from the
perspective of citizens and not just through the lens of an Internet
Service Provider (ISP) or the availability of a distinct service in a
data center. And even if ISPs are able to measure these outages or
are forced to report outages, the problem remains that this data is
not publicly available. Another aspect concerns the fact that people
can also report outages in residential areas or on a very small level,
where algorithm-based measurements could be blind or generate a
lot of traffic just for the measurement, but would lack in accuracy,
reliability and the willingness to report.

With the method of Self-Reporting citizens autonomously report
an internet outage by providing information about the outage such
as duration, ISP, type, and location, e.g. by using a mailing list as
Banerje et al. did [4]. They say that having users who report (instead
of algorithms) opens the chance to gather semantic context and
user issues. At this point, two of this method’s disadvantages can
already be determined. Firstly, an internet connection is required
to report an outage, and secondly, reports can be error-prone due
to incorrect or subjective entries.

With Automated Reporting, there are several technologies to
detect outages on the basis of an algorithm which use active or
passive technologies by sending requests to devices, listening to
network traffic [43], or using big data analysis [5]. Of all technolo-
gies, we further provide details about most common technologies
for monitoring (1) Active Probing, (2) Border Gateway Protocol, and
(3) Network Telescope, as they are consequently used in our analysis.

(1) Active Probing (AP) is based on a methodology developed
by the University of Southern California called Trinocular [38].
Here, monitoring agents ping routable /24 IPv4 address ranges in
10 minutes intervals and check their availability. Outages with a
duration at least equal to the interval length should be reliably
detected [19]. A network has to consist of at least 15 pingable
devices to be monitored. The failure of multiple devices is necessary
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for registering a network outage. By using Bayesian statistics, the
responses are interpreted and the number of messages required
for interpretation purposes is minimized [19]. Yet, the Trinocular
method is limited to only IPv4 reachable network devices and it may
falsely register IPv4 networks as unavailable if dynamic allocation
of IPv4 addresses leads to address changes on monitored devices.
Finally, Domain Name System (DNS) errors are not detected, since
IP addresses are pinged directly and not through DNS entries.

(2) The Border Gateway Protocol (BGP) is a dynamic routing
protocol that manages internet traffic worldwide and it works for
both IPv4 and IPV6. It is possible to audit the reachability of IP net-
works through BGP and thus its availability. Routing information
is publicly available and outages can be easily detected and traced.
Yet, this can only be used to detect outages that affect the routing
via BGP. Outages that go beyond routing are not detected using
this method [19].

(3) With Network Telescope (NT) the so-called background noise
of internet traffic is scanned which mostly consists of communi-
cation from malware infected computer systems such as botnets.
NT scans how many unique IP addresses are involved in this com-
munication. In the event of an internet disruption, the number
of IP addresses decreases as a consequence of inaccessibility. NT
can complement AP, as it can also capture devices that are located
behind a firewall. In reality though, only a small portion of the to-
tal background noise is actually captured. Distinguishing between
traffic in the background noise and traffic that has simply been
modified using IP spoofing can also be difficult. Accordingly, short
term outages or those small in scope can be hard to detect [19]. An
observation by the University of Southern California found that the
number of active IP addresses involved in this background noise
was roughly constant over the course of a day in the U.S. and Eu-
rope, but fluctuated significantly in other countries such as Russia,
India, and China [19]. As a result, monitoring with AP and NT in
the latter countries has become more difficult, since comparative
values must be determined by these methods in order to reliably
detect a disturbance.

3 METHODS

To answer the research questions mentioned in section 1, we will
consider heise iMonitor [20], a German internet outage self-reporting
portal, and "Internet Outage Detection and Analysis" (IODA) [14],
as a data source for automated reporting. Heise iMonitor offers
access to a huge dataset of internet outages since 2001 and the pos-
sibility to crawl the raw data which other platforms like downdetec-
tor [33] do not offer. IODA was chosen over "Analysis of Network
Traffic" (ANT) because ANT only offers AP for the detection of
outages, while IODA offers AP, BGP, and the NT. Moreover, the
visualization of the data at IODA offered a greater level of detail.
Our goal is to provide an overview of internet disruptions and
outages in Germany over the last 20 years for Self-Reporting and
over the last 5 years for IODA. The analysis will be in terms of the
number of affected households, duration, frequency of occurrence,
but also by geographic coverage. From this data, we will filter out
six known disruptions and create an overview to examine how
reliable internet availability was during the time period mentioned.
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3.1 Self-Reporting with iMonitor

First, the data analysis deals with the data provided in iMonitor
with datasets optimized for web viewing, which we crawled into
CSV files using a python script. Then, all the resulting CSV files
were merged into one all-encompassing file, which contains the
following columns: Area Code, City, District, ISP, Type of Access, Start
of outage, End of outage, Duration, Type of Fault, Id, and Comment.
The data was collected at 2021-11-16 4:56 p.m. and includes 80,317
entries of outages in Germany, back to 2001-08-17 6:00 p.m.. We
then used Visual Basic macros in Microsoft Excel to format the data,
correct failures, and sum up outages per day and location.

The duration was double checked by calculating the value Time
Diff on the basis of the values End of outage and Start of outage.
These values were thoroughly checked as the website allows values
for the field End of outage to be inserted with a date before the field
Start of outage, which can give incorrect results. In addition, there
are records without values in the field End of outage, which means
that the Time Diff cannot be calculated. These incorrect reports
are grouped together and have been excluded, which were about
14 percent of the dataset. To determine the number of reports for a
reported outage duration, we count the number of occurrences by
the different time intervals in the Time Diff field. We determined
the interval as duration of disturbance up to 1 hour: 0 > time diff
>= 60, duration of disturbance up to 2 hours: 60 > time diff >= 120
and so on.

3.2 Automated Reporting with IODA

The second data source used for analysis of automated reporting is
the IODA platform. It uses data from about 500 monitoring agents
of the RouteViews and RIPE Routing Information Service (RIS)
projects, which check in real time which IPv4 /24 network blocks are
routable over the BGP. Also 4.2 million /24 networks are monitored
by AP alone. Its data can be filtered and displayed on a country-
wide and state-wide basis, as well as in time intervals ranging from
one day to one month. Data records are available retroactively from
2016-07-23 12:00 p.m. UTC in 10 minute intervals for AP and in 5
minute intervals for BGP and NT.

To avoid false positive and false negative entries, outages are
categorized as such if they are visible by at least AP and NT or by
BGP alone where signal measurement errors are less likely.

IODA itself states that only a drop in all three measured values
should be meaningfully considered an outage, otherwise the inter-
ference would have to be investigated further [6]. More precisely,
due to the nature of the measurement with AP, as described in
section 2.1, a reliable statement cannot necessarily be made about
the occurrence of an outage with this method alone. For this rea-
son, an outage will only be considered by us if a clear drop is also
visible in the NT or the BGP signals. Since BGP also monitors more
/24 networks than AP, especially if the outage is relatively small,
it is possible for an outage to be visible in BGP but not in AP. If
an outage was detected in the dashboard, the start and end times
are determined by the interval of a deviation from a normal value,
consequently the value before the outage (Fig. 1). The start time
is set to the data point that is located directly before the start of
the outage and the end time is set to the data point at which a
normal value could be measured again. Thus the maximum length
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Begin of outage

End of outage

Normal value

Disturbance value

200un  8am 9am 10am 112m 12pm 1om 2pm 3pm 4pm Spm
Time (UTC)
- Darknet (# Unique Source Ps)

]

- Active Probing (#/24sUp)  — BGP (# Visible/24s)

Figure 1: Outage capture method for data in IODA Dashboard.
The start time is set to the data point that is located directly
before the start of the outage and the end time is set to the
data point at which a normal value could be measured again.
Thus the maximum length of the disturbance can be deter-
mined. To determine the severity of the outage, we compare
the average value during the outage (disturbance value) to
the normal value that was measured directly before the out-
age and express it in a loss in percentage.

of the disturbance can be determined. To determine the severity
of the outage, we compare the average value during the outage
(disturbance value) to the normal value that was measured directly
before the outage and express it in a loss in percentage. It should
be noted that this value can fluctuate over the course of a day,
so we will calculate the average of the last hour to get a more
precise approximation. As NT does not provide an average value
due to the strong fluctuations, we provide the highest percentage
deviation in the signal. Because of the temporal resolution, we
archive an accuracy of 5 to 10 minutes. Regional filtering in all 16
states allows the geographic impact of a disturbance to be deter-
mined directly. We have additionally excluded incorrectly captured
outages by IODA in our analysis because of the centralized mea-
surement of IODA from their location in south California. Or if
data for a certain period of time is implausible, such as during a
complete, worldwide internet outage unmentioned in any news
agency. As an example, on 2016-12-29 from 04:00 a.m. to 05:00 a.m.
the AP signal dropped to 4% and the NT signal even dropped to
0%, which happened worldwide according to IODA. Since we did
not find any evidence that this outage really occurred, we assume
that this is a false positive. Another cause of implausible data is
related to patch days, which take place every second Tuesday of
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the month and can also lead to a potential drop in the readings.
An example for a patch day could be seen on 2019-02-13, most no-
tably in states that are located in the "Blue Banana', a dense area in
Western and Central Europe: AP as well as NT signals dropped by
about 5% for three hours during the night because critical security
updates from Microsoft and SAP were distributed. To determine
the possible maximum number of devices for the outages, we per-
formed a calculation based on the following formula for AP and
BGP: Max(Npevices) = (Snormal — Sinterference) X 254

NT records unique IP addresses that are involved in darknet traffic
which mainly affects devices that are behind a firewall and cannot
otherwise be detected by AP and BGP. The problem here, however,
is that only a subset of darknet traffic is actually scanned, the data
varies greatly and, to our knowledge, there is no information on
how many devices are involved in darknet traffic on average. There-
fore, unfortunately, no reliable statement can be made here about
the total number of devices involved for NT.

3.3 Corresponding Events

Using keywords such as "internet disruption”, "Germany", "internet
outage", a search engine was used to search for internet disrup-
tions with strong media presence and significant impact to identify
outages, which we use to compare the methods. We identified six
events of relevance (Tab 1). Subsequently, both the iMonitor data
and the IODA dashboard were searched and documented for anom-
alies within the disruption period. The results were substantiated
by iMonitor using comments from the disruption reports, visu-
ally identified in the IODA dashboard graphs, and reviewed for
prominent irregularities in the data.

4 RESULTS

In the following, we provide results for each method (Self-Reporting
and Automated Reporting) and then compare each other directly
in six corresponding events.

4.1 Self-Reporting with iMonitor

We report the data and thereby consider (1) the number of reported
outages per year, have an eye on (2) the 10 biggest outages, (3)
show the geographical mapping, and document (4) frequency and
duration of all outages.

(1) In the first step of the analysis of the iMonitor data set, the
data are sorted by frequency of reports per date. It can be
seen that the number of reports decreases significantly over
the last years (Fig. 2). The exact reason for this is not known
to us, but possible reasons are that either fewer incidents
occurred over time, they were no longer reported, or they
were not noticed.

Considering the largest number of reports, the largest num-
ber was reached on 2005-01-10 with 289 reports, followed by
2002-05-06 with 202 and 2005-10-01 with 157. Only two of the
ten largest counts could be linked to corresponding outage
events, that is on 2005-10-01 (157 reports) with a miscon-
figuration at the largest ISP in Germany and on 2009-12-15
(134 reports) where a fiber cable was cut during construction
work of the Autobahn 45.

—
N
~
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Table 1: The six corresponding events used in our analysis, classified by us on the proposed characterization by Aceto et al. [1]

Date Event Class Origin intentionality disruption type
imaril
natural human accidental intentional Fy orY  PUre
physical  logical
2021-07-14  Flooding Crisis event X X X
summer 2021
2021-07-29  BGP Hijacking Accidental hack- X X X
ing
2021-02-18 ISP disruption Unknown X X
Vodafone
2020-07-17  Cloudflare outage Misconfiguration X X X
2020-08-18  Equinix Power X X X X
power outage disruption
2020-08-13  CenturyLink Lvi(3) Misconfiguration X X X
routing failures
Number of reported outages per year Number of reports by duration
7000 5000
6000
4000
£ so00 £
5 4000 5 3000
£ 000 5 2000
2000
] T
0 _2001 2006 2011 2016 2021 0 1 5 10 12 15 20 24

Year

Figure 2: Amount of outage reports per year between 2001 to
2021 in self-reporting in heise iMonitor.

(3) In the geographical coverage of the disturbance report, it

can only be seen that dense metropolitan areas stand out,
whereas the eastern and rural regions have smaller numbers
of reports.

(4) Faults with the same or similar duration are grouped and

4.2

counted to obtain an overview of the number of faults per
duration. As can be seen, there is a higher frequency of faults
with a short duration (Fig. 3). Furthermore, it can be noted
that 68.53% of all reported faults are resolved within the first
24 hours. Of all disturbances within the first 60 minutes,
those with a duration of more than 30 minutes tend to be
reported more frequently (59.25%) than shorter disturbances
and people tend to round up the reported duration to values
in 5 minute time periods (Fig. 4).

Automated Reporting with IODA

Consequently, we present the results of automated reporting fol-
lowing the methodology described in chapter 3.2. We first show

Duration in hours

Figure 3: Amount of reports from 2001 to 2021 by duration
within a range of up to 24 hours.

(1) 32 distinct outages we identified, give an overview on (2) the
number of measured networks, then report (3) the geographical
mapping and finally consider the (4) frequency and duration of
outages measured with these technologies.

1)

We went through all available data sets at IODA for each state
and were able to record 32 outages according to the criteria
we defined (Tab. 2). We assigned an ID to each outage and
recorded the values for each state if the outage was visible in
multiple ones. At this point it must be mentioned that false
positives may still be included in the sample. In contrast to
the data analysis in self-reporting, where the presence of data
indicates a disturbance, in the case of the IODA data sources
an interpretation of the absence of data is necessary to be able
to detect an outage. Due to the accompanying imprecision
of the methods used to collect data, measurement errors that
lead to false positives or false negatives can easily occur. In
addition, disruptions that only have a small impact on the
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Number of reports by duration

Number of repots

1 5 10 15 20 25 30 35 a0 a5 50 55

Minutes

Figure 4: Data analysis of outage duration up to 1 hour from
2001 to 2021, where peaks show the tendency of users’ to
report striking time frames.

internet availability in a state are not visible in IODA. This
makes it difficult to find outages.

(2) In the collected data, it is noticeable that more /24 networks
were measured by BGP between 2016 and 2018 than in the
following years. In 2018, there were still 1.6 million net-
works recorded in Germany, while in 2017 there were only
around 470,000. Germany does not have 1.6 million /24 IPv4
networks, as this would correspond to 409,600,000 IPv4 ad-
dresses. However, according to RIPE, only 84,432,869 IPv4
addresses are currently assigned to Germany [45]. These
470,000 /24 IPv4 networks would correspond to 120,320,000
IPv4 addresses, which is at least closer to the actual value.
This dip in the measured values can be observed primarily in
Europe for reasons unknown to us. Since AP and BGP always
involve IPv4 /24 subnets, the number of routable devices af-
fected can be calculated. There are up to 254 devices in a
subnet. However, a routable device does not necessarily have
to be a router in a household, so this value represents only a
possible maximum number of affected network devices that
have a unique IPv4 address. It should also be mentioned here
that the figures refer to the subnets measured by AP and
BGP, so there may be a larger number of unreported cases.
It is obvious that, for example, the BGP value for outage 10
is much higher than the AP value (Tab 2). This is due to
the fact that BGP covers many more networks than AP. The
most serious outage in recent years were probably the BGP
disruptions in June and July 2020 in Baden-Wiirttemberg,
when the signal collapsed by more than 50%. The duration
of the disruptions ranged from 10 to 105 minutes. It is also
visible that even with a drop of only 1%, several tens of
thousands of devices can already be affected. However, this
also illustrates that IODA is too inaccurate for measuring
small outages, as these would not show up meaningfully in
the measurement data.

(3) Geographic coverage can be determined very accurately at
the federal state level. However, in small federal states such
as Berlin or Hamburg, a more precise statement can be made
about how a disturbance has affected the area. In Bavaria, for
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example, a large-scale disturbance in Munich would cause a
drop in the graphs, even though the rest of Bavaria might not
be affected. Thus, the smaller the state, the more accurate
the measurements.

(4) The duration can be determined very precisely by IODA’s
real-time measurements, which allows the exact time and
duration of the disturbance to be determined. The actual
period can range from 10 minutes to 10,095 minutes in our
recorded outages. However, if the three disturbances longer
than 10,000 minutes are excluded, then the average distur-
bance duration is 133.04 minutes. It can be seen that BGP
outages are comparatively frequent. Especially in Rhineland-
Palatinate, BGP outages occur almost monthly, but always
with a drop of about 1%. These particular incidents were only
recorded on a spot check basis. According to the IODA data,
few disturbances occur in Germany. It can be interpreted
from this that large disruptions affecting several federal
states rarely occur in Germany and that internet availabil-
ity in this country is stable in most cases. This only applies
to disruptions that can be detected by IODA. This will be
further elaborated in the discussion.

4.3 Corresponding Events

In order to be able to legitimize the two approaches (Self-Reporting
and Automated Reporting), we examined six media-present outages
in the iMonitor and IODA sources and evaluated for detectability
and traceability (Tab. 1).

4.3.1 Flooding summer 2021. Heavy rainfall in Western Europe
caused a flood that largely destroyed buildings and the surrounding
infrastructure in Germany and caused 184 casualties [27]. Electricity
and transmission towers as well as a large number of households
were affected. In iMonitor, there are only isolated fault reports, such
as the fault from Eschweiler on 2021-07-15, 07:00 a.m., with the
comment: "Complete failure, according to Vodafone hotline due
to flooding" Presumably, the few reports are due to the already
existing media presence of the incident and the long period of time
following the flood. Therefore citizens did not see a reason to report
the incident on iMonitor. In IODA, the affected regions were North
Rhine-Westphalia and Rhineland-Palatinate in contrast to Lower
Saxony. Here, a decrease of AP (blue bar) becomes apparent in the
flooded regions on 2021-07-14 12:00 p.m. For example, the "normal
value" of AP before the flood in North Rhine-Westphalia was 32,878
and the "disturbance value" was 31,868, which means a decrease
of 3.2% (Fig. 5a). In Rhineland-Palatinate, the "normal value" was
8,398 and the "disturbance value" was 8,194, which is a drop of 2.5%.
In comparison, no drops were observed in Lower Saxony during
the same period.

4.3.2  BGP Hijacking. In this case, IP address blocks were falsely ad-
vertised by a provider as their own [22]. As a result, traffic directed
to the affected address blocks was redirected to a false destination
via the hijacker, namely a Bulgarian provider, according to the
analysts. Messages in iMonitor vary from reports such as "Some
websites and services are unreachable, but DNS resolution works"
to speculations like "Seems to be a routing glitch min. between Voda-
fone/cable and Telekom/fiber." The IODA dashboard also indicates
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an outage during the period because the BGP signal (green line) is
no longer present (Fig. 5b). But no data is available for analysis.

4.3.3 ISP disruption at Vodafone. In this case [3], the ISP Vodafone
admitted that a large internet outage, for publicly unknown reasons,
had occurred. Several Vodafone customers complained in the heise
iMonitor about "very slow data transmission and disconnections"
and "downstream seems to be okay, but no data is sent via upstream".
The IODA graph also shows an outage in the region Berlin for NT
(red graph) (Fig. 5¢). The disruption primarily affected metropolitan
areas, but is not seen outside Berlin.

4.3.4 Cloudflare outage. This [16] was a major DNS configuration
error on the part of Cloudflare, which, however, is not recognizable
in either the iMonitor or the IODA dashboard between 21:12 and
21:39 UTC, since websites and services were still accessible and
pingable via IP (Fig. 5d).

4.3.5 Equinix power outage. Equinix’s data center was affected
by a power failure, which meant that many network components
could no longer be operated [13]. The power failure occurred in
the morning hours and there are no reports in the heise iMonitor.
However, in the IODA dashboard, the power outage and thus a
disruption of the customers served by Equinix, such as the ISPs
Sky and Virgin Media, cloud and IT service providers, as well as
enterprises, can be seen, as the BGP signal (green line) is missing
as of 06:00 p.m. (Fig. 5e).

4.3.6  Centurylink / Level(3) routing failures. Since CenturyLink
/ Level(3) is one of the largest network operators in the world,
many operators could not be reached, although backup routes from
other providers were available, since most of these are supplied
by CenturyLink [37]. Sporadic reports on this can be found in the
iMonitor. The graph of the IODA dashboard clearly shows a drop
in AP (blue curve) and thus shows the outage we are looking for
(Fig. 5f). At 10:00 am, the value drops by 39.9% and subsequently
by 27.0% on average.

5 DISCUSSION AND CONCLUSION

In the following, we will contrast the methods used and answer re-
search questions per method individually and close with an overall
conclusion:

o RQ1: What are the qualitative differences between self-reporting

and automated measurements in terms of accuracy and reli-
ability of the data provided by each method?
e RQ2: What are the quantitative differences between the
methods regarding the amount of data available for each?
e RQ3: Which methods are best suited for capturing distur-
bances in terms of quality and quantity, and how can they
be combined for a better result, if necessary?

5.1 RQ1: Qualitative Differences - one human is
not so good as automated reporting, but
many are.

For research question 1, we state for self-reporting that the record-
ing of faults by end users is subjective and therefore has various
qualitative problems. To record the duration of a malfunction via
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the heise iMonitor, the start and end of the malfunction must be en-
tered manually in a data record. It is the responsibility of the person
reporting the fault to enter this correctly. During our analysis, we
found that the end time of the fault was not entered in various data
records. Furthermore, the duration is often rounded or estimated by
the reporter. The actual start and end of the disturbance may also
differ from the values entered, as these may only be perceived with
a time delay. In addition, the reported cause is often vague as it can-
not be fully surveyed by the one person reporting. The more data
records are available, the more accurate an estimate of the actual
values can be made. However, in the case of disturbances with only
a few recorded data records, no reliable conclusion can be drawn
about the actual duration of the disturbance. This can also be seen in
the analysis of the corresponding events in section 3.3, where users
tend to interpret a possible cause without having the ground truth
or any process that e.g. ISPs moderate the self-reported outages.
It is a mayor problem, that users’ and ISPs do not share common
public data but either do it on there own or evidence is hidden in
customer service hotlines. In addition, there is no qualitative con-
trol of the data records entered, so that any person can also report
non-existent faults, which can falsify existing data accordingly. This
is not necessarily due to malice, but may be due to the users’ lack
of knowledge about how to correctly identify an internet malfunc-
tion. From this point of view, we found that a qualitative analysis
of data collected by self-reporting is often difficult. No qualitative
statement can be made about the number of affected households
and the total geographic coverage of a disturbance. They can only
be put in relation to other reported disturbances in order to obtain
an estimate of the severity in relation to each other.

The data of automated reporting methods is objective and recorded
as actually measured and thus correspond to the real situation at the
time. The actual duration of the disturbance can thus be quantified
with an accuracy of up to 15 minutes. Moreover, a more precise
estimate of the geographically affected areas can be provided, but
it is limited to federal states. Lastly a statement can be made about
the frequency of major disturbances in Germany. This makes the
data qualitatively meaningful in these respects. However, it is not
possible to draw an exact conclusion about the affected households,
but only to estimate an upper limit of affected network devices.
In particular, measuring the reachability of networks over BGP is
reliable and comparatively easy to access. While the NT is not in-
formative on its own, it can strengthen the informative value of the
other two methods to more reliably detect failures. But according to
the official IODA site, false positives and false negatives exist in the
data, which means that a drop in the measured values — especially
with AP - does not necessarily indicate a fault.

5.2 RQ2: Quantitative differences - humans
detect outages better, if they report.

There are also differences in quantitative manner, which we report
with research question 2, which we first highlight for self-reported
outages and then for automated measurements. Since faults are
explicitly recorded in self-reporting, they do not have to be filtered
out of a larger data set and are therefore clearly identifiable. Web-
sites such as the heise iMonitor can be used to record a fault at a
fine granular level and thus, for example, the geographical coverage
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can be determined down to area codes. Furthermore, in the case
of heise iMonitor the data is publicly accessible. The quantitative
availability of data strongly depends on the willingness of affected
persons to report and may be subject to fluctuations. Due to popula-
tion distribution, disturbances are more frequently reported in large
cities than in rural areas, which could easily lead to the conclusion
that disturbances occur less often in rural areas than in large cities.
However, this statement cannot be proven by the data. Additionally,
the absence of reported faults does not indicate the absence of ac-
tual faults, as they may simply not have been reported. Because of
this, no estimation for the frequency of outages can be given. Due
to the fact that an active internet connection is required to report
an internet malfunction, malfunctions may also only be recorded
if any other source of connection e.g. mobile internet is available.
Actual disruptions of only short duration may not be reported if
the effort involved is not proportionate to the actual disruptions.
On the other hand, a single report is not meaningful enough to
identify an actual fault. This is the reason why several reports are
needed to be certain that there has actually been a malfunction.
This quantitative requirement is not always given.

Real-time measurement at IODA can be used to provide informa-
tion timely about possible internet disruptions or outages. IODA is
not well suited to reliably detect small disruptions due to the inaccu-
racy of the data. The detection of interference is made more difficult
by dynamic IP addresses, the day-night cycle, public holidays and
weekends, as this can cause the measured values to fluctuate with-
out the occurrence of any interference. This leads to the fact that a
quantitative availability of data for large disturbances exists, but no
meaningful data for small disturbances can be determined. In ad-
dition, as mentioned previously false negatives and false positives
exist in the data. Combined with the fact that the absence of data in
a large data-set must be interpreted to be able to detect an outage,
this makes the process of recording them difficult. This makes the
detection of interference via IODA difficult. Therefore, IODA is bet-
ter suited to analyze disturbances whose existence is already certain.
As already stated in chapter 2, AP currently only works via IPv4.
As things stand in 2021, a significant amount of network traffic on
the internet still takes place over IPv4, but IPV6 continues to spread
and will probably replace IPv4 in the future. According to Google
IPv6 statistics, 56.41% of all devices on the internet in Germany are
accessible via IPv6 (as of 2021-12-27) [23]. This change primarily
affects end users, which means that citizens in particular are less
confronted with IPv4. The integration of IPv6 for AP is an active
research topic (as of 2018) [19], but to our current knowledge not
yet implemented. Furthermore, as mentioned in 4.2, only problems
in OSI layers 1 to 4 can be detected. None of the methods investi-
gated can detect errors in the higher layers, which mainly concerns
errors in DNS resolution. Local interferences existing within IODA
can affect the worldwide-measured data. This leads to non-existing
disturbances displayed for Germany while existing disturbances
from that period are overwritten by these false disturbances. This
can be observed especially in the months of February 2021 and May
2020. Further, we found large gaps in the measurement data, espe-
cially in 2021 for which we don’t know the reason of. Together with
the points described above, this increasingly limits the quantitative
availability of data on faults.
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5.3 RQ3: Best Approach and Combinability -
humans give the hint, automated reporting
the details

One approach to challenge the weaknesses discussed in Research
Question 1 and 2, may be a combined approach, which we discuss
in Research Question 3. Self-reporting has major qualitative and
quantitative deficiencies, which makes it worthwhile to consider it
primarily in conjunction with other data sources. In particular, it
can be used to gain an impression of users on the ground and to
narrow down the spatial effects more precisely. On its own, however,
it is not meaningful. The automated measurements of IODA, on the
other hand, offer many qualitative strengths, allowing disruptions
to be precisely defined in time and spatially determined to a single
state. Quantitatively, however, there are also deficiencies. IODA is
well suited for a more detailed analysis of already known failures
in the past and thus to be able to draw conclusions about future
failures if necessary. Furthermore, the data from self-reporting can
be used to gain insight into how users perceived a known outage
and to get a more detailed overview of the geographical spread.

5.4 Conclusion

As a conclusion, looking at all methods together, in terms of quality,
they all unfortunately have gaps that make a comprehensive inves-
tigation of internet disruptions of every possible kind unfeasible.
The quantitative availability of data is also insufficient in all cases.
Particularly in the case of self-reporting, a qualitative examination
of disruptions is often not possible, partly due to the quantitative
lack of data. IODA has to deal with IPv4 and measurement inaccura-
cies, which make it difficult to capture disturbances. In summary, all
of the methods presented are not satisfactory for reliably capturing
internet faults as well as outages and keeping statistics on them
with reliable conclusions. But as we have seen in section 4.3, IODA
is better suited for analyzing known outages than for finding them.
Humans can put a lens on specific outages by reporting them, but
automated reporting is more accurate to gain the temporal and
spatial dimension of these specific outages.

6 LIMITATIONS AND OUTLOOK

One limitation lies in the nature of the network protocols: If the
measurement gaps of 2021 continue and the integration of IPv6 is
not successful in the methods used for data collection, then IODA
will no longer be relevant in the future. Another limitation concerns
the decreased amount of reports in the self-reporting database over
the last years and the scope covering outages only in Germany,
which might not be transferable to all regions. Last, to mention
even with having the six corresponding events to compare with
ground truth, there is still information missing knowing exactly
all details of an outage to cover the whole story for deep analy-
sis. Since automated reporting does not directly measure mobile
networks, this work focuses on outages in the general internet in-
frastructure or broadband connections rather than mobile internet.
But several problems like outages based on routing failures affect
users regardless of how they connect.

Regarding automated reporting, there are some projects to men-
tion, that can improve or complement the methods used by IODA
but are currently on a more experimental level:
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e Thunderping is a variant of Trinocular that only activates
during extreme weather events, such as hurricanes, and ana-
lyzes the internet accessibility in the affected regions. The
project is limited to the USA but raw data can be requested
for analysis, also there already exist visualizations for hurri-
cane sandy (2012) and hurricane irene (2011) [42].

e Disco [43] is also a variant of Trinocular, but its measure-
ment is provided peripheral through worldwide distributed
agents, which collect data locally send them to a central
collecting point [43]. The data is thereby less susceptible
to disturbances of central monitoring sites. This provides
a more accurate perspective of how the end-user perceives
internet outages. However, this approach is limited to the
distribution of the (Ripe Atlas Probes) Agents.

e Passive from Content Delivery Network (CDN) is an ap-
proach to analyze the CDN for drops in its data volume.
CDN provides large media data for end-users such as for
streaming. Detecting irregularities in the amount of trans-
ferred data volume can help in detecting outages. The plan
here is to provide a better alternative for NT.

There might be new approaches for self-reporting using more ad-
vanced technologies like app based local measurements and guided
reporting instead of manual action of filling an online form. There
might also be efforts of ISPs to be more transparent towards outages
by integrating users on a more open level like working together
and using the potential of crowdsourcing. This may also be done
by more regulations from the authorities. However, it remains to
be seen what a combined approach of self-reporting and automated
reporting might look like. A pure reduction of self-reporting for
outage detection and automated reporting for outage analysis is
certainly too short-sighted. It would make sense to carry out a
evaluation with experts and users how both phases (detection and
analysis) can benefit from the other approach.
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Table 2: The results of our analyses for AP, BGP, and NT based on 32 identified outages with date, duration and measurements
for affected states in Germany.

ID Start Duration State AP BGP NT
normal new |% devices normal new  |% devices %
1 2016-12-20 5:35 a.m. 2h35m BY - - - - 946064 932753 14 3380994 -
BE - - - - 832233 817897 1,8 3641344 -
2 2017-03-08 9:00 a.m. 1d3h35m BY - - - - 945404 900116 5 11503152 -
HB - - - - 317690 275309 15,4 10764774 -
HE - - - - 1227905 1179198 4,1 12371578 -
NwW - - - - 1205295 1158889 4 11787124 -
3 2017-09-12 3:55 a.m. 15m BW - - - - 830864 815696 1,9 3852672 -
BY - - - - 902360 879381 2,6 5836666 -
HE - - - - 1226435 1195105 2,6 7957820 -
4 2017-10-21 6:30 p.m. 7d1hom  SL - - - - 202268 199960 1,2 586232 -
5 2017-12-10 9:05 a.m. 7d0h5m BW - - - - 851437 778341 9,4 18566384 -
6 2018-02-17 10:55 a.m. 30m BW - - - - 832471 787116 5,8 11520170 -
HH - - - - 732842 694562 5,5 9723120 -
BB - - - - 252774 236392 6,9 4161028 -
HE - - - - 1234151 1185943 4,1 12244832 -
NwW - - - - 1125101 1080735 4,1 11268964 -
7 2018-02-22 7:50 a.m. 2d14h20m BE - - - - 707522 682946 3,6 6242304 -
8 2018-12-16 2:00 a.m. 7d0h15m BB - - - - 12250 11917 2,8 84582 -
MV - - - - 6421 6343 1,2 19812 -

9 2019-02-06 1:50 a.m. 3h10m MV 3724 3571 4,2 38.946 - - - 6,2
ST 5193 4749 9,3 112.756 - — - - 6,1

BW 23173 22562 2,7 155.385 - - - - 1,6
10 2019-02-07 11:25 p.m. 15m HE 27301 27123 0,9 45.423 57678 56638 1,8 264160 -
11 2019-02-25 3:05 p.m. 1h20m RP - - - - 24771 24515 1,04 65024 -
12 2019-02-28 3:05 p.m. 3h5m RP - - - - 24771 24523 1,01 62992 -
13 2019-03-27 7:20 a.m. 20 m RP - - - - 24914 24658 1,03 65024 -
14 2019-04-02 6:45 a.m. 8h55m TH - - - - 8295 8158 1,01 34798 -
15  2019-05-05 1:45 a.m. 1h35m BW - - - - 122867 118373 0,7 1141476 -
16 2019-05-20 3:35 a.m. 4h 45 m HB - - - - 4752 4684 1,6 17272 -
17 2019-05-22 12:55 a.m. 2h35m TH 4615 4439 4 44.592 - - - - 4
18  2019-05-23 12:50 a.m. 3h10m TH 4605 4408 4,5 50.002 - - - - 13
19 2019-06-19 5:00 p.m. 1hom HB - - - - 4769 4512 0,5 65278 -
20 2019-11-04 10:00 p.m. 5h20m RP - - - - 19180 18932 1,3 62992 -
21 2019-12-09 10:10 p.m. 5h15m RP - - - - 18774 18526 1,3 62992 -
22 2019-12-09 9:00 p.m. 4h30m TH - - - - 8234 8095 1,7 35306 -
23 2020-03-21 8:05 a.m. 1h30m BY - - - - 88532 87504 1,1 261112 -
24 2020-06-20 1:10 p.m. 1h45m BW - - - - 124033 58512 52,9 16642334 -
25 2020-06-26 11:00 p.m. 50 m TH 3998 3928 1,8 17.991 8516 8271 2,9 62230 -
26 2020-07-18 7:10 a.m. 45m BW - - - - 124221 58698 52,8 16642842 -
27  2020-10-23 11:05 p.m. 10m BW - - - - 124135 58606 52,8 16644366 -
28  2021-06-29 6:05 a.m. 1h55m TH 4208 4158 1,2 12.751 - - - 4
29 2021-09-22 12:50 p.m. 3h50m ST 4296 4166 3,1 33.099 10261 10051 2,1 53340 -
30  2021-09-22 4:50 a.m. 40 m ST 4234 4142 2,2 23.454 10261 10051 2,1 53340 -
31 2021-09-22 6:00 p.m. 25m ST 4253 4182 1,7 17.950 10261 10051 2,1 53340 -

32 2021-10-13 7:10 a.m. 1h40m SL 2492 2186 13,9 77.681 - - - 17
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