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On the Application of Homomorphic Encryption to
Face Identification
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Abstract: The data security and privacy of enrolled subjects is a critical requirement expected from
biometric systems. This paper addresses said topic in facial biometric identification. In order to fulfil
the properties of unlinkability, irreversibility, and renewability of the templates required for biomet-
ric template protection schemes, homomorphic encryption is utilised. In addition to achieving the
aforementioned objectives, the use of homomorphic encryption ensures that the biometric perfor-
mance remains completely unaftected by the template protection scheme.

The main contributions of this paper are: It proposes an architecture of a system capable of perform-
ing biometric identification in the encrypted domain, as well as provides and evaluates an implemen-
tation using two existing homomorphic encryption schemes. Furthermore, it discusses the pertinent
technical considerations and challenges in this context.
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1 Introduction

Data exposure is a potential risk in biometric system deployments, which typically store
their data secured using traditional encryption algorithms [NJ15]. If this protection were
to be compromised, serious problems would arise, including but not limited to, identity
theft, cross-matching without consent, and severely limited renewability. Increasingly, the
public and non-governmental organisations pay attention to those (and other) issues asso-
ciated with centralised storage of sensitive personal and biometric data. In some areas, this
contributes to the political process of widening legislation against privacy violations (e.g.
GDPR in Europe [Eul6]), which entail significant responsibilities for the data controllers.

Recently, biometric template protection (see e.g. [RU11] for a survey) has been an active
research field attempting to address said security and privacy challenges. The ISO/IEC IS
24745 [1S11] mandates several properties, which must be guaranteed by such schemes:

Unlinkability referring to making it infeasible to determine if two or more protected
templates were derived from the same instance. By fulfilling this property, cross-
matching across different databases is prevented.

Irreversibility referring to making it infeasible to reconstruct the original biometric data
given a protected template and its corresponding secret. With this property fulfilled,
the privacy of the users’ data is increased, and additionally the security of the system
is increased against presentation and replay attacks.

Renewability referring to making it possible to revoke old protected templates and cre-
ating new ones from the same biometric instance and/or sample. With this property
fulfilled, it is possible to revoke and reissue the templates in case of the database
being compromised, thereby preventing misuse.
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Performance preservation referring to the requirement of the biometric performance not
being significantly impaired by the protection scheme.

Three main biometric template protection approach classes can be distinguished: (1) bio-
metric cryptosystems, which use the biometric data to bind or extract a key [Cal3], (2)
cancelable biometrics, which utilise irreversible transformations to the biometric samples
or templates [PRC15], and (3) (homomorphic) encryption of biometric data [Ag13].

Homomorphic encryption (henceforth referred to as “HE”) makes it possible to com-
pute operations in the encrypted domain, which render the same result as those in the
plaintext domain. Thus, provided that it is possible to implement a given biometric com-
parator to feasibly operate within the homomorphic domain, such a template protection
scheme would operate without any loss of biometric performance, whereas some impair-
ment is often inevitable in biometric cryptosystems and cancelable biometrics. In general,
an encryption algorithm E has the homomorphic property for an operation ® if it holds
E(my) ®@E(my) = E(m; ©my),Ymy,my € M where M is the set of all possible messages.
HE schemes are classified depending on the number and type of supported ® operations
(see e.g. [Ac18] for a detailed survey). The following three HE scheme types exist today:

Partially Homomorphic Encryption (PHE) schemes are defined as allowing only a sin-
gle operation type an unlimited number of times. PHE schemes have been around for
over 30 years and are the oldest HE schemes like the classical RSA scheme [RSA78]
and the El-Gamal scheme [EG85] supporting only either addition or multiplication.

Somewhat Homomorphic Encryption (SWHE) schemes allow multiple operation types,
but only a limited number of times. SWHE examples from literature are Yao’s gar-
bled circuit scheme [Ya82], which supports arbitrary operations a limited number of
times and the Boneh-Goh-Nissim (BGN) scheme [BGNO5], which supports unlim-
ited number of additions and one multiplication.

Fully Homomorphic Encryption (FHE) schemes support an unlimited number of oper-
ations. The first feasible FHE scheme was proposed by Gentry [Ge09] in 2009 and
many newer FHE schemes are based on Gentry’s general FHE framework.
Brakerski and Vaikuntanathan [BV11] utilise Gentry’s framework to make their
SWHE scheme a FHE scheme and introduce batching as an optimization [BGV14].
The Brakerski’s scheme was later optimised by Fan and Vercauteren [FV12].

While several authors investigated using FHE for biometric verification (see e.g. [Gol7,
ISR18, Bo19]) with promising results, the biometric identification scenario has not yet
been addressed or merely considered a trivial extension of the proposed schemes. However,
there exist several challenges and issues which must be dealt with for such schemes to
be viable in the biometric identification scenario, especially if computational workload
reduction (i.e. decreasing the computational complexity of the retrieval, see e.g. [KPB18]
for a survey) is to be employed. Accordingly, the contribution of this paper is twofold:
(1) an example architecture of a system capable of performing biometric identification
with homomorphically protected templates is described, implemented, and evaluated with
a facial recognition system, and (2) the practical considerations and challenges relevant
to the biometric identification scenario are discussed in the context of HE and potential
solutions, along with the future research avenues being explored.
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This paper is organised as follows: in section 2 the proposed system is described. Section
3 outlines the experimental setup and the results of the evaluations. The results and other
relevant matters are discussed in section 4, while concluding remarks and a summary are
given in section 5.

2 Proposed System

Figure 1 shows an overview of the proposed system. There are 3 entities in the system: A
client, where the biometric features are extracted (not depicted) and encrypted; a database,
where the encrypted references of the enrolled subjects are stored and the distances be-
tween them and the probe computed in the encrypted domain and applies a decision thresh-
old; and a trusted third party (TTP), which decrypts the thresholded scores and communi-
cates a decision to the client. This description is an abstract one, the concrete HE schemes
used in the implementation and evaluation are listed in section 3.

The proposed system ensures that the unencrypted, privacy-sensitive biometric features
are only available to the client. All network transfers of the biometric probe, as well as
the computations on the data happen in the encrypted domain, thereby preventing eaves-
dropping attacks on the network and malicious or rogue database system attacks. Since all
database entries are stored encrypted, a database breach or insider threats yield no valu-
able attack vectors. To further strengthen the security of the proposed system, following
measures are possible: 1) to curtail active attacks (e.g. Man-in-the-Middle or skimming)
against the transferred feature vectors and the identification transaction decision, TLS can
be deployed between the parties; 2) to prevent the attacker from conducting an analysis
of a single entry or unsanctioned database audits, the order of the database entries could
be randomly shuffled during or after each identification transaction. Both measures would
have a negligible impact on the access time and no impact on the biometric performance.

Database TTP

capture probe v
p = Enc(v)
P
R = dist(p,c),Vc € E
d=R -t
d
d* = Dec(d)
3d € d* : d > 0 7 accept : reject
decision: | accept/reject
| | |
Fig. 1: System overview sketch
1. Let v denote a biometric feature vector, with a constant number (n) of feature ele-

ments: v = (v1,v2,...v,) and ¢ denote the element-wise encrypted version of said
reference vector using a HE scheme with batching. Batching is a mechanism which
allows to perform operations on vectors rather than individual numbers in the en-
crypted domain, thereby allowing vast (by several orders of magnitude) speed-ups
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on vectorisable operations. By design, the HE schemes used in this paper support
a certain number of slots (s) for the elements in the encrypted vector. This number
depends on the parameters of the encryption algorithm, including the encryption se-
curity. In this case (see subsection 3.1), n < s for any reasonable (from the security
perspective) combination of parameters, which means that ¢ must be padded with
zeroes beyond the n-th index, i.e. ¢ = (¢, ¢, ...¢y,0...0).

2. Let E denote an enrolment database consisting of N such encrypted vectors (sub-
C1
2

jects), i.e. E= | _ |. Let p denote an encrypted feature vector of a probe and ®
CN

an arbitrary function for distance computation between two biometric feature vec-
tors. In this work, the squared Euclidean distance will be used, i.e. dist(c,p) =
Yio(ei— p,-)z. While performing the subtraction and exponentiation in the encrypted
domain is done trivially by directly using the operators in the encrypted domain, the
summing up of the individual elements is not as straightforward, since batching tech-
niques do not allow access to individual encrypted vector elements. To compute the
sum, the observation made in [GH11] is utilised — the vector is successively circu-
larly shifted and added onto itself s times. Afterwards, the sum of elements is present
in the first element of the vector. The other elements of the vector are now irrelevant
and are cleaned by multiplying with 0. Mathematically, a vector k = {1,0,...0} is
defined and multiplied with the result.

3. The goal of a biometric identification is to first compute the comparison scores be-
tween the probe and all the items in the enrolment database, select the best one, and
compare it against a predetermined threshold to make the final decision. Let r; de-
note the result of comparison between the probe and the i’th entry in the database,
i.e.r;j=dist(p,¢;) k. After processing the whole enrolment database, N such result

I (1‘171,0,...0)

. r (1'2_’1,0,...0)
vectors as separate ciphertexts are created: R= | | | = . note, that

ry (rN,l,O,...O)
each of r; is encrypted in a separate ciphertext, rather than R being encrypted in one
ciphertext. In the next step, those individual ciphertexts are combined. At this point,
it is also possible to randomly shuffle the order of the ciphertexts, thereby preventing
the trusted third party from later learning which subject has been identified.

4. Through shifting the r; vectors, a structure conceptually akin to a diagonal matrix
(I']’],O,...O)

(O,I‘271,...0)

is reached, i.e. R = . Those vectors are combined by adding them

(O,O,...I‘N’1>
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together, thereby producing a single encrypted vector holding the comparison scores
of p against E, i.e. a mapping was introduced so that R — (ry 1,r21,...In 1)

5. The next step is to compare the scores against a predefined threshold, i.e. to trans-
form from the continuous spectrum of the comparison scores to the binary accept or
reject decision. This is done by subtracting an encrypted vector storing at each ele-
ment the threshold value (¢), i.e. t = (¢,1,...t) of length s, thus producing a decision
vector d = R —t, which is subsequently transmitted to the trusted third party.

6.  In the last step, d is decrypted to determine the identification outcome (and com-
accept ifdded:d >0
reject ifVded:d <0
elements in d is above 0, it is necessarily because the corresponding score in R has
been greater than ¢, thus yielding an accept decision. Since due to batching access
to individual elements in the encrypted vector is not possible, the whole vector must
be decrypted by the trusted third party.

municate it to the client), i.e. decision = . If any of the

3 Experiments
3.1 Experimental Setup

The experimental evaluation was conducted on a frontal subset of the FERET database
[PhO0] in an open-set identification scenario with 500 enrolled data subjects, using 10-
fold cross-validation. The features from the images were extracted using FaceNet with a
pre-trained model provided by its authors [SKP15]. FaceNet yields templates compris-
ing of 512 floating-point feature elements; two such templates can then be compared
using squared Euclidean distance. The open-source Microsoft SEAL HE library [Mil9]
was utilised to implement the identification protocol in the encrypted domain (see section
2). The choice was based on the presence of a high-level API and suitable HE schemes,
namely: Brakerski/Fan-Vercauteren (henceforth referred to as “BFV”’) [FV12] and Cheon-
Kim-Kim-Song (henceforth referred to as “CKKS”) [Ch17] for integer and float based
computations, respectively (see [Ac18] for a detailed HE survey, including other avail-
able libraries). Thus, the templates produced by FaceNet can be encrypted directly using
CKKS. To utilise BFV, a quantisation scheme is employed, whereby the continuously dis-
tributed values of the feature elements are mapped into discrete intervals (see e.g. [Dr18]
for more details). Although some information is lost through quantisation, the biometric
performance should remain largely unaffected. Accordingly, following evaluations were
conducted on commodity hardware (one 2.5GHz CPU, 8 GB RAM) in a virtualised Linux
environment:

. Biometric performance (DET curve) with the original and quantised feature vectors.
° Time elapsed (in ms) for the computations in the HE domain.

3.2 Results

When applying the original float-based templates and CKKS scheme, the distance compu-
tation between two encrypted feature vectors was around 5000ms. However, by applying
a quantisation scheme, which enables the use of BFV, significant speed-up was achieved
— the distance computation only taking 850ms. The time consumed by the encryption and
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decryption operations was trivial in comparison to that of the distance computation, taking
around 7ms and 2.5ms for CKKS and BFV, respectively. The space requirements for the
generated keys are not excessive: <IMB for the public, secret, and relinearization keys
(each) and around 10MB for the Galois keys. In figure 2, it can be seen that the biometric
performance of the system was not degraded by the application of quantisation.
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FPIR (in %)
Fig.2: DET curves for biometric identification with original and quantised features (with 95% CI)

4 Technical Considerations

By utilising HE, the security objectives of a biometric template protection system (see
section 1) are achieved. The unlinkability across different databases can be guaranteed, in-
sofar they use a different set of keys for the encryption. The irreversibility of the templates
is bound to the encryption strength, which in the used library, depending on the chosen pa-
rameters, can be 128, 192, or 256 bits. Renewability is ensured, since new protected tem-
plates can always be generated by changing the encryption keys. Finally, as the template
comparator in the encrypted domain is functionally identical (yields the same comparison
scores) to that of the plaintext domain, the biometric performance is not impacted.

The speed of the current implementation may be prohibitive for larger deployments. It
should, however, be noted that the experiments were carried out using an ordinary set-up,
i.e. without powerful CPUs, parallelisation/distribution, efc. The hardware set-up notwith-
standing, it would be beneficial to incorporate the concepts of computational workload
reduction (see e.g. [KPB18]) into such systems in order to narrow down the search space
for each identification transaction. However, one drawback of using HE is that it limits
the flexibility in the implementation — for instance, as previously mentioned, due to batch-
ing the feature vector elements cannot be accessed individually. This limitation makes e.g.
the incremental recognition schemes (which facilitate early acceptance/rejection of like-
ly/unlikely candidates) infeasible. The incorporation of more complicated schemes, such
as indexing and binning, could be a potentially interesting future research avenue. On the
other hand, a 1-to-first search strategy could already be implemented by slight alterations
to the communication between the database and the trusted third party described in section
2, however likely at the cost of at least some information exposure.
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In the evaluation of biometric systems, a multitude of factors need to be considered. Some
of the most important properties are the biometric performance, computational workload,
as well as data security and privacy. Those goals typically counterbalance each other, and
a biometric system operator is inevitably faced with trade-offs. In the case of HE in the
biometric identification scenario described in this paper, currently the goals of high bio-
metric performance, as well as data security and privacy can be fulfilled, while reducing or
accelerating the computational workload could be pursued in future research to facilitate
usage of such HE schemes in the practical, real-time applications.

5 Summary

In this paper, an architecture and an implementation thereof for a facial identification sys-
tem in HE domain were presented and subsequently evaluated experimentally. The system
fulfils the biometric template protection objectives defined in ISO/IEC IS 24745, namely
unlinkability, irreversibility, renewability, and does not negatively affect the biometric per-
formance. The paper also provided a discussion w.r.t. the technical considerations, chal-
lenges, and future work potential for utilisation of HE in the context of biometric face
identification systems. While not yet practical for real-time applications, HE is definitely
a promising avenue for future research and developments in this context.
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