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Correlation-resistant Fuzzy Vault for Fingerprints

Johannes Merkle!, Moazzam Butt? Ulrike Korte?, Christoph Busch?

Abstract: The fuzzy vault is one of the most popular biometric encryption schemes for protecting
fingerprint data. However, its implementation faces two challenges: First, the fingerprints need to be
aligned. Some publications have proposed the storage of auxiliary data to assist alignment, but these
data may leak information about the biometric features. Secondly, the fuzzy vault is susceptible
to attacks that correlate the data from two protected templates, which does not only violate the
requirement of unlinkability but also allows the recovery of the biometric data.

In this work, we present a fuzzy vault construction for fingerprint data (minutiae) that addresses
both issues. We do so by applying an absolute alignment method to the fingerprints, performing a
quantization of the minutiae positions to a grid, and using all grid points unoccupied by minutiae
as chaff. This approach results in all vaults containing the same set of points. In order to improve
recognition performance, we also use the minutiae’s angles and types. We present experimental
evaluations and compare the results with the existing works on fuzzy fingerprint vault.

Keywords: Fuzzy Vault, Biometric Template Protection, Fingerprint Recognition

1 Introduction

Biometrics is increasingly used for secure identification throughout the world. However,
the storage of biometric reference data raises privacy concerns and, thus, demands rigorous
protection. While in password-based authentication, typically, one-way hash functions are
used to protect the reference data of the user’s passwords, this approach cannot be easily
adopted for biometric data due to the noise inherent in its measurement. Biometric tem-
plate protection aims to solve this issue by combining cryptography with error tolerance
or error correction techniques: the biometric reference data are stored as protected tem-
plates, which preserve the privacy of the biometric information, but still allow biometric
verification without the need to maintain secret keys for decryption.

For template protection, the following privacy properties are required [CS09, IS11]. Firstly,
the protected templates prevent the recovery of the original biometric data unless a suf-
ficiently similar feature data is provided for comparison (Irreversibility). Secondly, many
different protected templates can be generated from the same biometric data (Revocability)
so that it is impossible to link two protected templates generated from the same biometric
data (Unlinkability).
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One of the most popular template protection schemes is the fuzzy vault [JS02], which
works on unordered feature sets and is, thus, considered particularly eligible for protecting
data representing fingerprint minutiae (endings and bifurcations of the skin ridges). In the
protected templates (vaults) generated by the fuzzy vault, the elements of the feature set
are represented as finite field elements and then evaluated on a random secret polynomial
of small degree; the resulting set of points on the polynomial’s function curve represent a
redundant encoding of the polynomial and ensure the error tolerance in case that some of
the minutiae are not detected or if additional minutiae are measured during verification.
Finally, these genuine points are hidden by adding a large number of random chaff points
not lying on the polynomial’s function curve.

However, there are two challenges for the application of the fuzzy vault to fingerprints:
First, fingerprints are typically not aligned to each other, i.e., different captures of the same
finger are rotated and shifted with respect to each other. Some publications propose to store
auxiliary data (extracted from the fingerprint’s orientation field) along with the vault to aid
alignment [UJO6, NJPO7, NNJ10], but this data may leak biometric information. Secondly,
the fuzzy vault is susceptible to correlation attacks: Since the chaff points are chosen at
random, the intersection of two vaults of the same fingerprint is likely to contain most of
the genuine points, while most chaff points will be filtered out; this does not only allow
the correlation of two vaults of the same subject (violating the unlinkability requirement)
but can even allow recovery of the biometric data [SB07, KY08].

In this work, we present a fuzzy vault construction for fingerprints, which tackles both is-
sues. Using the directed reference point estimation method from [Tal3a], we represent the
minutiae’s position and angle relatively to a coordinate system that can be robustly com-
puted from the fingerprint. This approach is equivalent to a pre-alignment of the finger-
prints [Ma09] and eliminates the need to store auxiliary alignment data. Furthermore, we
quantize the minutiae positions to a grid and use all remaining grid points as chaff points.
This implies that each vault contains the same set of points, which thwarts the aforemen-
tioned correlation attacks. Besides the minutiae’s positions, we also use their angles and
types, but since they may reveal too much information [CS09],* we use them to obscure
the outputs of the secret polynomial. Furthermore, we store remainders of the minutiae
angles (resulting from a modulo operation with a quantization parameter) to allow some
error correction of the minutiae’s angles.

Section 2 gives an overview of previous work. In Section 3, we describe our fuzzy finger-
print vault in detail and discuss its security in Section 4. In Section 5, we present the results
of experimental evaluations, and compare the observed error rates and security estimates
with that of comparable constructions. Finally, Section 6 gives a conclusion.

4 Minutiae angles resemble the direction of the fingerprint’s orientation field, and chaff points, in order to be
indistinguishable from genuine points, would also need to have angles that are in accordance with it.
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2 Previous Work

The first fuzzy fingerprint vault constructions in [CKLO03] and [UPJO5] used only the lo-
cations of the minutiae, and assumed the fingerprints to be pre-aligned. In [UJ06], these
ideas were improved by deploying an algorithm for fingerprint pre-alignment based on
high curvature points as auxiliary data, and [NJPO7] extended this construction by using
also minutiae angles. The fuzzy fingerprint vaults of [Li08] and of [YV05] also used minu-
tiae positions and angles, but deployed alternative pre-alignment methods using auxiliary
data based on topological structures around the core and on a reliable reference minutiae,
respectively. In contrast, the implementation of [Lil0] used minutiae descriptors that are
alignment-independent. The multi-finger fuzzy vault of [Mel1] used minutiae positions
and performed relative alignment using a minutiae matching algorithm.

All constructions mentioned so far are susceptible to the correlation attack that was sketched
in [SBO7] and practically implemented in [K'Y08]. The first fuzzy fingerprint vault immune
to this attack was presented in [Tal3a]; there the fingerprints were pre-aligned by means
of a directed reference point estimation (also used by our construction), the minutiae data
(positions and angles) were quantized to a hexagonal grid, and all unoccupied grid points
were used as chaff. A slight improvement (deploying the improved fuzzy vault scheme
of [Do03]), together with a detailed analysis, was presented in [TMM15]. The implemen-
tation of [Tal5a] applies this construction to multiple fingerprints using Reed-Solomon
list-decoding. In [Tal5b], another implementation of the improved fuzzy fingerprint vault
resistant to correlation attacks was proposed that used quantized minutiae angles and posi-
tions, pre-aligned using the method of [Tal3a], and three different, alignment-independent
minutiae descriptors.

3 Proposed Fuzzy Vault Construction

In this section, an approach is proposed to include minutiae angles and types in the fuzzy
vault in a way that it is still hard to distinguish between genuine and chaff points. The
use of minutiae angles and types will increase the amount of information (entropy) per
minutiae, which results in higher security against brute force [MMT09] or false accept
attacks [TMM15] and improves the recognition performance (as shown in Section 5).

One of the pre-requisite conditions for fuzzy vault decoding is the correct alignment of the
query fingerprint minutiae template with the enrolment fingerprint minutiae template. In
this work, the alignment has been performed on the fingerprint samples using the tented
arch reference point estimation based on the orientation map around the core point [Tal3a].
After the alignment of fingerprint samples, the minutiae are extracted from these pre-
aligned fingerprint samples. These minutiae templates are used as enrolment and query
minutiae templates in the fuzzy vault encoding (enrolment) and decoding (verification)
process, as explained in the following sections. The parameters used have been determined
empirically, as explained in Section 5.

The processes of enrolment and verification are shown in Figure 1.
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Fig. 1: Enrolment and verification process

3.1 Enrolment

Let the minutiae in the enrolment template be represented as m; = (x;,y;,c;,e;), where
(xi,y:) are the Cartesian coordinates of the position, ¢; is the orientation (measured by
the angle with the horizontal axis) and e; the type of the minutia. The minutiae type e¢; = 1
represents a ridge ending and e; = 2 a ridge bifurcation; minutiae of unknown types (e; = 0)
are neglected in our scheme.® Furthermore, we discard all minutiae lying outside a region
of interest defined by an ellipsis area having semi-minor and semi-major axis lengths (a, b)
(see Figure 2).

5 While further minutiae types can be distinguished (see [Ma09]), commercial minutiae detection algorithms
only output these three types as specified by ISO/IEC 19794-2.
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The positions (x;,y;) of the remaining minutiae points are then quantized according to a
rectangular grid with bin spacing g, and g, (determined parameters empirically), respec-
tively, as shown in Figure 2, so that the quantized values (%;,7;) are the centers of the
corresponding cell in which the minutiae is located. In cases, where two or more minutiae
are found in the same cell, the data (quantized position, angle and type) of the minutia
having the highest quality value (output by the minutiae extractor) are taken and those of
the others are discarded.

From the remaining quantized minutiae, those ¢ having highest minutiae quality value
(calculated by the minutiae extractor) are selected for the enrolment process. If less than ¢
quantized minutiae are left over, all of them are chosen.

In order to obscure this set of (at most #) minutiae, all unoccupied (by minutiae) cells of the
quantization grid within the ellipsis are added in the minutiae list [Tal3b] as chaff points.
Angle and type of these chaff points are randomly generated.

The joined set of r points, comprising the (at most #) quantized minutiae (genuine points)
and the chaff points, are sorted with respect to their coordinates. The total number r of
points equals the number of grid cells in the region of interest. To protect the vault, a
random polynomial f of degree k over a finite field F,, of prime order p > r is chosen; the
concatenation of the k+ 1 coefficients represents the binary secret s that must be recovered
during verification. For each genuine point, its index i in the sorted list of vault points,
represented as finite field element, is evaluated over the polynomial f; the resulting value
f(i) is then added to the minutia’s angle value ¢; and an offset value depending on the
minutia’s type e;, resulting in an ordinate value u; = f(i) + ¢; + 360 - ¢;. For each chaff
point, the value u; is simply chosen as a random finite field element g;, added to a random
angle ¢; and an offset 360 - ¢; with random ¢; € {1,2}.
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Fig. 2: Fingerprint region of interest and quantization grid
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In order to minimize verification errors due to inaccurately measured minutiae angles, we
store, for each genuine point, the remainder ¢; mod ¢, where parameter o is a divisor of
360. For chaff points, the remainder z; = ¢; mod « of a randomly chosen angle ¢; is stored.

The resulting vault is the list of r points, containing (at most #) genuine points, each of
which comprising the values (u;,z;,%;,7;). In addition, a hash value h(s) of the secret s is
stored in the vault.

3.2 Verification

For verification, a query minutiae template is acquired containing a number of minutiae,
each of which represented as m’; = (x);,';, ¢/;,€/,), as described in Section 3.1. As during en-
rolment, minutiae having unknown type and minutiae located outside the region of interest
defined by an ellipsis with semi-minor and semi-major axis lengths (a,b) (see Figure 2)
are excluded. The positions of the remaining minutiae are quantized according to a rect-
angular grid with bin spacing g, and gy as shown in Figure 2; the quantized value ¥,y is
the center of the cell in which the minutia lies. In case two or more minutiae are quantized
to the same position, the data (angle and type) of that one having the highest quality value

(output by the minutiae extractor) are taken and that of the others are discarded.

Then, for each quantized minutiae position (;

j,y}) in the query template, the matching
point (u;,z;,%,¥;) with (%;,3:) = (¥},7;) in the vault is identified and added to the list of
candidates, referred to as unlocking set. (Since the vault contains all quantized positions
in the region of interest, such a point always exists). Then, for each candidate point, the
angle c;- of the mating query minutiae is used to (try to) recover the original angle value c;

as the angle ¢; that is closest to c’j and equals z; up to a multiple of ¢, i.e., as

¢; = argming (o 350) (A(c}, B) | B =z mod &),

where A denotes the distance of two angles along the unit circle. If A(c;,¢;) < /2, i.e., if
the angle of the query minutiae deviates from the original angle of the mating vault point
by less than ot/2, the original angle ; is correctly recovered.

For each point in the unlocking set, the recovered angle ¢; is used to compute an abszissa
value f; = u; — ¢; — €} -360. If a point is a genuine point, its angle has been correctly
recovered, and if its minutia type e; equals the type e; of the mating query minutiae, we
obtain f; = f(i), where i is the index of the point in the vault. However, for chaff points,
or if its angle is incorrectly recovered, or if its type deviates from that of the mating query
minutia, most likely f; # f(i).6

For each combination of k+ 1 points (i, f;), a supporting polynomial is determined by
Lagrange interpolation and checked for correctness by comparing the hash value of its
concatenated coefficients with the hash value of the original secret s stored in the vault. If
a polynomial is found, where the hash matches, the verification is successful.

6 Since f; is the sum of three random variables, there is a small chance that it matches £(i) by incident.
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4 Security

A very important aspect of a fuzzy vault implementation is its resistance to recovery at-
tacks, i.e., the effort for an attacker given a vault record to recover the original feature sets
or, equivalently, the secret polynomial. When estimating the security of our fuzzy finger-
print vault, we count the expected number of polynomial decoding attempts. This estimate
is conservative insofar as we neglect the computational effort for each attempt.

Generally, the fuzzy vault can be attacked by a brute-force attack, where the attacker re-
peatedly samples k from the vault and tries to interpolate the secret polynomial from these.
The expected number of attempts until k correct points are chosen can be estimated as
(1)/(;) IMMTO9]. However, in our implementation, the attacker also has to guess, for all
chosen points, the corresponding minutiae angles c¢; and types e; from the given remainders
zi = ¢; mod «, resulting in an additional factor of (2-360/a)k.

The above attack can be improved by exploiting the statistical distribution of the feature
data. Precisely, the attacker can use estimations for the distributions of minutiae positions
and angles, e.g., obtained from public fingerprint databases, to rank the vault points ac-
cording to the probability of occurrence of the corresponding feature data, and sample the
points for polynomial interpolation only from the, say w, top ranked points. Furthermore,
instead of guessing random values for the minutiae angles (matching the given remainders
z;) and types, the attacker can choose the most likely values. In order to analyze the success
probability of this statistical attack, we empirically determined the distribution of the fea-
ture data stored by our fuzzy vault, i.e., the distribution of the minutiae positions quantized
to the grid and of the remainder (modulo ) of minutiae angles at each grid point, com-
puted from over 130.000 minutiae extracted with the FingerJetFX algorithm from 2500
fingerprints from the MCYT-100 database [OGFASO03]. Using this distribution, we deter-
mined, for each grid point, the predominant ¢-rounded minutiae angles ¢ — (¢ mod o) and
minutiae types as the attacker’s guess for that position. Then, we estimated, for different
w > k, the probability P(w) that, for a randomly generated vault record, the top ranked (ac-
cording to the distribution of the minutiae data) w vault points contain at least k genuine
points, for which both the minutia’s a-rounded angle and type assume the most predom-
inant value. Using these estimates, the expected number of attempts until the attacker is
successful can be estimated as P(w) ! (}), minimized over w.

In contrast, the false-accept attack exploits the specific distribution of the biometric fea-
tures simply by simulating repeated (impostor) verification attempts using the features of
randomly chosen (real) fingerprints, e.g., chosen from a biometric database [TMM15].
The success probability of the false-accept attack is equal to the False Match Rate (FMR)
for the parameters used. In general, the attacker can deviate in her simulation from the
parameters used in actual operation to optimize her success rate; however, in our fuzzy
vault implementation, the number 7 of decoding iterations is the only parameter that is not
already fixed in the enrolment. It has been proven in [TMM15] that the expected number
of decoding attempts of the false-accept attack is minimized for n = 1. Hence, we estimate
the security against false-accept attacks using this optimal strategy.
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Estimating very high security levels assumes sharp estimations of FMRs when they are
close to zero. In biometric systems with deterministic verification algorithm, the FMR can
only be estimated down to the magnitude of 1/N, where N is the number of impostor
verifications performed in the evaluation. However, the verification of our implementation
is probabilistic as soon as the unlocking set contains more than k points. This property
allows us to give heuristic estimates of FMRs that are much smaller than 1/N: For each
single impostor verification, we compute the success probability based on the size of the
unlocking set and the number of correct points contained, and, finally, we estimate the
FMR as the mean over all verifications. For details, we refer to [TMM15].

Another very important security aspect concerns the risk of correlation attacks on two or
more vault records of the same subject. The correlation attack of [SBO7, KYO0S8] exploits
that a correlation of the points from two vault records of the same biometric instance
(fingerprint) will mostly result in genuine points. However, since we use all grid points
unoccupied by minutiae as chaff points, all vault records contain the same set of quantized
minutiae positions, namely, all grid points. This implies that a correlation between vault
records on the basis of the quantized minutiae positions will always yield all vault points
and, hence, gives no information. On the other hand, the attacker may try to perform corre-
lation on the basis of the remainders (modulo ) of the minutiae angles stored in all vault
points. However, for the optimal value & = 30 (see 5), these remainders contain a lot of
noise and only limited information, i.e., have a poor signal-to-noise-ratio. Nevertheless,
we acknowledge that a correlation attack based on correlation of the angle’s remainders
must be taken into account and leave this aspect, as well as potential countermeasures,
e.g. choosing the remainders for chaff points according to a more realistic distribution, to
future investigations.

5 Experiments

In order to determine optimal parameters and the corresponding error rates, we performed
experiments using the MCYT-100 database [OGFASO3]. Precisely, we used 1200 optical
scans of the right index fingers captured with a Digital Persona UareU sensor from 100
subjects; these fingerprints have an image size of 256x400 pixels and a resolution of 500
dpi. Feature extraction was performed using the FingerJetFX minutiae extractor [FJF11].
For the determination of the False Non-Match Rate (FNMR), we enrolled every fingerprint
and, for each vault record, performed verification attempts with all other fingerprints of
the same finger, resulting in up to 100-12- 11 = 13.200 genuine comparisons. In order
to estimate the FMR, we enrolled 6 fingerprints per subject and conducted 99 impostor
verifications (with distinct subjects) per vault record, resulting in up to 100-6-99 = 59.400
impostor comparisons.

We found the best trade-off (for variable k) between the FNMR and the security against
recovery attacks for parameters ¢ = 35, g = 15, g, = 20 and o = 30, which results in a
vault size » = 651. For these parameters and varying k, Table 1 summarizes the observed
error rates and the security (in bits) against the brute-force attack (SECpr), statistical attack
(SECsr) and false-accept attack (SECry), estimated as described in Section 4. The Failure-
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to-enrol rate (FTE) was zero as no failures occurred in feature (minutiae) extraction and
our implementation does not impose any quality requirements, e.g. a minimum number of
minutiae, on the feature set.

Tab. 1: Error rates and security against relevant attacks of the scheme.

k | FNMR | FMR | SECgr | SECss | SECs
6.2% | 1.56% | 35.5 17.5 19.6
82% | 0.16% | 44.4 23.9 24.0
122% | 0.02% | 53.4 29.5 28.1
187% | 0% 62.5 376 | 32.1

N | N B

It turned out that the statistical attack is most efficient for security levels up to 24 bits,
while, for higher security, the false-accept attack performs better. However, we stress that
the efficiency of the statistical attack may be reduced by choosing the (angle’s) remainders
for chaff points according to a more realistic distribution. The effectiveness of that coun-
termeasure and its impact to the error rates and security against false accept attacks remain
to be investigated.

Tab. 2: Error rates and security against relevant attacks of the scheme without using minutiae types.

FNMR | FMR | SECgr | SECsr | SECs
6.0% | 1.9% | 39.4 16.5 19.8
74% | 03% | 474 20.1 234
9.6% | 0.04% | 555 242 | 271
13.1% | 0% 63.6 27.3 31.0

XA N| |

We also evaluated the error rates and security for the case that minutiae types are discarded
(see Table 2). For this reduced implementation (and using accordingly adapted estimates
for attacks), we observed a comparable recognition performance in terms of relation be-
tween FNMR and FMR and even a slightly better FMR for a given security level against
the false-accept attack, which indicates that the recognition of types is too unreliable to
improve the error rates. However, the statistical attack becomes more efficient and beats
the false-accept attack for all security levels. Therefore, we conclude that, by discarding
the minutiae types, the overall security, i.e., security against the most efficient attack, is
slightly decreased for reasonably limited FNMR.

Finally, we compare our scheme with the fuzzy fingerprint vault of [Mel1], which uses
minutiae positions (without quantization), the multi-finger fuzzy vault of [TMM15], which
uses minutiae positions quantized to a hexagonal grid, and the fuzzy vault presented in
[Tal5b], which combines quantized minutiae positions (in polar coordinates) and angles
(but no types) with three different local descriptors of the minutiae. Our scheme as well as
those from [TMM15] and [Tal5b] rely on the directed reference point estimation method
from [Tal3a] to address the alignment of minutiae positions and angles.
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It is important to note that the scheme of [Mell] is vulnerable to the correlation and
recovery attack described in [SB0O7, KY08], while the other schemes are resistant against
this attack.
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Fig. 3: Comparison of our fuzzy fingerprint vault implementation with those of [Mel1], [TMM15]
and [Tal5b] with respect to FNMR and security against false-accept attacks.

Figure 3 shows plots of the FNMR versus the security against false-accept attacks (de-
pending on k) of the security and FNMR of our implementation, with and without using
minutiae types, and for the schemes of [Mel1], [TMM15] (in the single-finger setting) and
[Tal5b]. For [Mel1] and [Tal5b], we evaluated the error rates using the original imple-
mentations; in the latter scheme, we used the parameters reported as optimal in [Tal5b],
while, for the former, we determined optimal parameters for an FTE below 5% in the
single-finger setting.” Since the implementation of [TMM15] was not available to us, we
used the results reported therein.

The comparison shows that our scheme achieves a much lower FNMR at the same secu-
rity level than that of [TMMI15]. Since both schemes apply the same pre-alignment and
perform a quantization of the minutia positions, we attribute this improvement to the in-
corporation of minutia angles (and types), which were not used in [TMM]15]; in fact, we
observed error rates similar to that of [TMM15] when using only the positions of the
minutiae.

When comparing our scheme to that of [Tal5b], our scheme has a higher FNMR for se-
curity levels under 23 bits, but performs considerably better for higher security levels, in
particular, if minutiae types are not used. Both schemes have a significant higher FNMR

7 In [Mel1], two or more fingers were used.
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than the implementation of [Mel1]; we believe that the higher FNMR is a consequence
of the quantization of the feature data, the use of all unoccupied points as chaff,® and the
absolute pre-alignment. In particular, the reference point estimation of [Tal3a], which is
used for absolute alignment in our scheme and in that of Tams et al., fails and gives highly
inaccurate reference points for a small fraction of fingerprints, which explains the ‘base-
line” FNMR of 2% — 2.5% (even for k = 1) in both schemes. On the other hand, quan-
tization and absolute pre-alignment are needed to achieve resistance against correlation
attacks and, thus, we conclude that correlation-resistance comes at the price of reduced
recognition accuracy.

6 Conclusion

In this paper, a step towards a correlation-resistant fuzzy vault is proposed that is based
on the usage of all points of a quantization grid to achieve correlation-resistance. The
fuzzy vault construction in this work also employs minutiae angles and types, in addition
to minutiae positions. The results show that the use of more minutiae level information
(positions, angles and types) have led to lower error rates and also higher security against
brute force or false accept attacks. It turns out that minutiae types slightly deteriorate the
results. The comparison of the results with previous works show the validity of the concept.
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