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Abstract: A rapid increase in handheld devices with wireless communication capabil-
ities, such as cellular phones and smart phones, enables data communication in face-to-
face situations. The easy realization of secure data communication in such situations is
necessary for ensuring safe and reliable networking environments as short-range wire-
less networks become more popular. One approach involving the generation of secret
keys in each communication device using variations of the received signal strength
indication (RSSI) values has been proposed in literature. However, it has a problem
in that there are positions where eavesdroppers are able to obtain RSSI values that are
highly correlated with those of legitimate devices. To address this problem, we pro-
pose a filtering technique that eliminates eavesdroppable parts from RSSI variations.
Additionally, it is important to shake either one or both of two legitimate devices to
change the propagation, considering that the elimination exploits the periodicity of
the shake. Furthermore, we implemented a prototype system realizing the proposed
method and evaluated its effectiveness. The results indicate that the proposed method
can increase the robustness of common information, which is generated into the secret
key without degrading its generation speed.

1 Introduction

Recently, with the rapid proliferation of wireless-enabled applications and devices, such
as cellular phones and smart phones, there is an increased opportunity for wireless con-
nections to be made with bystanders. The public nature of wireless transmission for data
communication has the potential to allow eavesdroppers easy access to the transmitted
data. Therefore, many studies to realize secure communications, such as public key cryp-
tography, quantum cryptography, have been proposed in literature. Among them, secret
key cryptography is the most common because its processing speed is so high that compu-
tationally limited devices would have to process a large amount of encrypted data. How-
ever, it has a problem in that there may be leaks of the secret key during distribution and
management. Therefore, the secret key generation technique that uses random fluctua-
tions of the wireless channel between legitimate users has attracted considerable attention
as a method that requires no distribution or management. This technique is based on the
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reciprocity of radio wave propagation. With this technique, two devices do not have to
distribute the secret key because it is generated by each device without the need to send
any information regarding it. In addition, there is also no need to manage the secret key
because the devices generate a different secret key each time. Furthermore, one of the
notable features is that we can change the length of the secret key based on the generation
time. The generation of a secret key with a certain length requires modification of the
radio propagation and extraction of its characteristics. Methods for changing the propa-
gation have been proposed such as the use of an electronically steerable parasitic array
radiator (ESPAR) antenna [1] and multi-antenna [2]. For extraction of the characteristics,
techniques including ways to utilize the deviation of the arrival time between direct waves
and multipath waves [3] and orthogonal frequency-division multiplexing (OFDM) model
[4] have been also proposed. These schemes achieve precise and high-speed generations
owing to special devices.

On the other hand, methods for generating the secret key from variations of the received
signal strength indication (RSSI) values [5], which can be measured by non-dedicated
wireless devices, have been recognized as beneficial for ubiquitous communication sys-
tems. However, this method has two problems: one is that the speed with which the secret
key is generated is as low as a few bits per second. The other is that there are positions
where eavesdroppers are able to obtain highly correlated variations of RSSI values for
legitimate users in certain environments [6, 7]. To address the latter problem, we pro-
pose a filtering technique that eliminates eavesdroppable parts from variations of RSSI
values. Additionally, it is necessary to shake either one or both of two legitimate devices
to change the propagation, considering that the elimination exploits the periodicity of the
shake. We implement a prototype system that realizes the proposed scheme and generates
common information that is processed into the secret key using quantization and reconcili-
ation techniques. In this study, the evaluation of the generated information with correlation
coefficients shows the effectiveness of the proposed scheme. The results indicate that the
proposed method significantly contributes in improving the robustness of the generated
information without degrading the generation speed.

The rest of this study is organized as follows. In Section 2 , we describe the rationale
behind the method that shares RSSI values of two devices and implement a preliminary
experiment to confirm their effectiveness in real environments. Section 3 presents details
of the proposed scheme, and Section 4 shows the effectiveness of the proposed method.
Finally, we conclude this paper and discuss our future tasks in Section 5 .

2 Reciprocity of radio wave propagation and fluctuation of RSSI

In this section, we show that legitimate users (Alice and Bob) can observe similar vari-
ations of RSSI values because of the reciprocity of radio wave propagation. First, we
consider the variation of RSSI values. Second, we introduce the reciprocity of radio wave
propagation. Finally, in actual experiments, we confirm that the variation of RSSI values
observed by one legitimate user is similar to that by the other.
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2.1 Variation of RSSI values

RSSI values fluctuate because of various causes. We summarize these causes as follows.

Causel: Distance between sender and receiver
Cause2: Multipath fading

Cause3: Noise

Causel means that the RSSI value is closely correlated to the distance between legitimate
users, i.e., the changes in the distance cause the variation of RSSI values. The RSSI value
is high when the distance is short. In contrast, it is low when the distance is long or some
obstacles exist between them.

A receiver receives radio waves from a transmitter through both direct and indirect paths
(i.e., multipath). The direct wave interferes with the multipath wave, which leads to attenu-
ation of the direct wave. This phenomenon is called “fading.” The impact of fading varies
with differences in the transmission distance between direct and indirect paths. Cause2
means that fading causes variations in RSSI values. Cause3 means that RSSI values fluc-
tuate because of noise, which is dependent on employed devices, white noise, and others.

2.2 Reciprocity of radio wave propagation

Radio wave propagation traverses the same path in both directions, from Alice to Bob
(Fig.1-(a)) and from Bob to Alice (Fig.1-(b)), unless either of them or any surrounding
objects are moved. This is called the “reciprocity of radio wave propagation.”

2.3 Preliminary experiment

Both devices can observe the same variation of RSSI values in environments in which the
reciprocity of radio wave propagation works well. This similar variation of RSSI values
in both directions is mainly due to Causel and Cause2, as was described in Section 2.1.
In this section, we conduct an experiment with existing equipment and confirm that this
works well in real world environments.

We prepared a quiet room (6 meters X 12 meters) and deployed three laptops: Alice
(transmitter), Bob (receiver), and Eve (eavesdropper), as shown in Figure 2. Using a ping
command, Alice sent 1000 ICMP echo request packets to Bob every 1.0 s and Bob replied
to each packet with an ICMP echo reply packet. During this period, Alice shook her
device to change the radio channel and recorded the RSSI values and sequence numbers
for the packets in the reply. On the other hand, Bob and Eve recorded those parameters
for the request packets. Figure 3 illustrates the positional relation between a laptop and an
antenna, and the way that Alice shook her laptop. We used Atheros devices as wireless
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Figure 1: Transmission path for radio signal between Alice and Bob.
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Figure 2: Location of terminal devices in this preliminary experiment

network cards, operating in the IEEE802.11a band. In addition, to avoid interference
during the observations, we turned off all additional functions, such as diversity.

Figure 4 shows the variations of the RSSI values observed in this experiment. The verti-
cal axis represents the RSSI value, and the horizontal axis represents the sequence num-
ber. Closed diamonds, triangles, and squares indicate the RSSI values recorded by Alice
(RSS1I 4y profile), Bob (RSS1p, profile), and Eve (RSSIg, profile), respectively. The
recordings made by Eve were covert. It is clear from Figure 4 that legitimate users can ob-
serve similar fluctuations even in real environmental conditions. However, the fluctuations
in RSSI 4, and RS S1g,. are not identical because Alice and Bob were not able to simul-
taneously transmit and receive the signals using typical commercial wireless transceivers.
We also consider noise to be a factor contributing to these gaps. In this experiment, the
deviation was small, since the round trip time (RTT) was much shorter than the time re-
quired for changing channels. In addition, the impact of Causel and Cause2 was much
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Figure 4: Fluctuation of observed RSSI values in this preminary experiment

more significant than that of Cause3. It is widely recognized that the fluctuation is an
uncontrollable random phenomena. This makes it very difficult for it to be estimated by
eavesdroppers. However, eavesdroppers can observe RSSI variations that correlate well
with those of legitimate users, who may be present at a location less than a few wave-
lengths from either of them, as was the case with Eve in Figure 2.

3 Proposed method

In this section, we describe our proposed scheme, which provides legitimate users with
common information generated into the secret key using RSS-based secret key extractions,
asin [1, 8,9, 10]. The secret key also makes it difficult for an eavesdropper to carry out
sniffing attacks. The main idea of our proposed method is to use a bandpass filter to extract
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only common fluctuations and eliminate the part of the RSSI variation that is vulnerable
to eavesdropping. First, we explain the method for making RSSI profiles which are used
to generate common information. Second, we discuss the implementation of the bandpass
filter.

3.1 Procedure for making RSSI profiles

In this study, we call records for a tuple of two items: RSSI value and its sequence number
”RSSI profile.” We describe below instructions for making an RSSI profile.
[Procedure for making an RSSI profile]

Stepl: Either or both users shake their devices.

Step2: During shaking, the transmitter sends an ICMP echo request packet to a receiver
as often as needed to a predetermined set.

Step3: Whenever the receiver gets the request packet, the receiver replies with an ICMP
echo reply packet to the transmitter.

Step4: The receiver records the RSSI value and sequence number for these request pack-
ets.

Step5: The transmitter records those parameters for the reply packets.

Each legitimate user makes an RSSI profile in accordance with these steps. In the next
section, we will explain how to extract common information from this RSSI profile. To
get closer common information, it is recommended that the transmitter sends a request
packet more frequently and that the RTT be shorter. In the next section, we show that the
transmitter has to send more than 2 X /3 request packets every second.

3.2 Extraction of common information with a bandpass-filter

In this section, we propose a filtering technique to extract correlated common informa-
tion that exists for legitimate users from the RSSI profiles. More specifically, we analyze
the RSSI profile on the frequencies and reduce unsuitable frequencies in the spectrum us-
ing the discrete Fourier transform (DFT). In this study, “unsuitable frequencies” can be
estimated by eavesdroppers.

In Section 2.1, we discussed the fluctuations that occur. The result of analyzing the fluc-
tuations of the RSSI profile in the frequency domain is shown in Figure 5, which shows
that fluctuationl and fluctuation2 have almost the same variation of RSSI values between
the legitimate users owing to the reciprocity of radio wave propagation. These variations
gradually decline with increasing frequency. In contrast, fluctuation3 is observed as a dif-
ferent variation. If white noise exists, it has a constant power over the entire range of
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Figure 5: Modeling variation of RSSI values in the frequency domain

frequencies. Therefore, for high frequencies, the noise decreases the correlation of the
RSSI profile between legitimate users. On the other hand, for low frequencies, the vari-
ation is likely to be estimated by eavesdroppers. For these reasons, we propose using a
bandpass filter that allows only frequencies from o Hz to 8 Hz. In our method, « and 3
are customized parameters.

4 Evaluation

In this section, we discuss the effectiveness of our proposed scheme in a real environment.
In particular, we confirm that our scheme reduces the correlation of the RSSI variation
between the eavesdropper and legitimate users, even when the eavesdropper is very close
to either of the legitimate users or on the axis of the signal connecting the legitimate users.
In [6, 7], it was reported that in these positions, eavesdroppers are able to obtain RSSI
variations that agree well with those of legitimate users. First, we explain about data sets
used in this evaluation. Second, we select the customized parameters of the bandpass filter
(c and B) and evaluate our scheme with the correlation coefficient.

4.1 Data set

We made many sets of RSSI profiles for this evaluation. The procedure for making RSSI
profiles was described in Section 3. In this evaluation, we used setting values and environ-
ment similar to those used in Section 2.1, except for the distance between Bob and Eve,
i.e., Eve is placed on the line connecting Alice and Bob. More specifically, we placed Eve
at 30 points between 1 and 100 cm and made 10 sets of RSSI profiles for each point. We
show an adversary model of this evaluation as follows. We follow the model as described
in [5].
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Figure 6: Relation between correlation coefficient and distance before using bandpass-filter

[Adversary model]

e Eve can listen to the communication between Alice and Bob.

Eve knows our proposed scheme and the parameters used in our scheme.

Eve can observe RSSI values everywhere.

e Eve is a passive adversary who cannot carry out a person-in-the-middle attack.

4.2 Parameter setup

Figure 6 shows the relationship between the strength of the correlation and Eve’s posi-
tion. We employ the correlation coefficient as a metric to evaluate the correlation strength.
Closed diamonds represent the correlation coefficient between Alice and Bob, and closed
squares represent that between Bob and Eve. From the figure, we observe that Eve can
estimate a part of the legitimate RSSI profile, when she is on the line between Alice and
Bob. In particular, Eve’s RSSI profile has the highest correlation when the distance be-
tween Bob and Eve was 5 cm (nearly equal to one wavelength of 5 GHz). We focus on
this point and select appropriate values for a and 3.

We filtered the RSSI profiles (RSS1 ap, RSSIp,, and RSSI,) that were observed when
the distance between Bob and Eve was 5 cm, with the bandpass filter allowing only fre-
quencies from a Hz to 5 Hz. We call these outputs of the bandpass filter “common in-
formation.” The effect of the tuning parameters (« and /3) on the correlation coefficient
between legitimate common information are exhibited in Figure 7. In Figure 8, we also
show the correlation coefficient between the common information for Bob and Eve. When
« is less than five, although the correlation between the legitimate common information
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Figure 7: Effect of bandpass-filter on correlation between Alice and Bob

is high, the correlation between that of Eve and Bob is also high. Conversely, both cor-
relations are low when « is high. Moreover, few frequencies pass the filter for sufficient
common information to be generated when the range between « and S is small. We ex-
amine the best parameters when the difference in the correlation coefficient for legitimate
common information and that of Bob and Eve is the highest. As a result, we found that
the best-case scenario occurs when « equals 20 and 3 equals 80. In this evaluation, we
determine the effectiveness of the bandpass filter using these values.

4.3 Effectiveness of bandpass filter

We filter the RSSI profiles that are observed in the preliminary experiment with the band-
pass filter (o = 20, 8 = 80). The results are shown in Figure 9, which shows that the corre-
lation between either of the legitimate users and the eavesdropper decreases after filtering.
Furthermore, we observe that legitimate users can extract delicate changes of channels
since the filter eliminates against the direct wave. This will contribute to increasing the
speed with which information is generated.

Similarly, we filter all data sets obtained with the bandpass filter and generate common
information. Figure 10 shows the relationship between the correlation of the common
information and Eve’s location. When compared with Figure 6, it is obvious that the
inclusion of the bandpass filter can decrease the correlation between either the legitimate
users and eavesdropper, without degrading the correlation between legitimate users.
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Figure 8: Effect of bandpass-filter on correlation between Bob and Eve

5 Conclusion

We resolved the problem that allowed eavesdroppers at specific positions in certain envi-
ronments to obtain RSSI values that were highly correlated with those of legitimate users.
This occurred when generating secret keys from RSSI variations on the wireless channel.
In particular, we used a bandpass filter to make RSSI profiles which were generated into
secret keys that were more robust to eavesdropping. Our bandpass filter eliminates vul-
nerable fluctuation and noise. We also conducted evaluations by performing actual exper-
iments. Our experimental results indicate that our scheme can make it difficult for eaves-
droppers to estimate the secret key, without degrading the correlation between legitimate
common information. If our scheme is applied to approaches proposed in [1, 8, 9, 10], we
can realize more robust secret keys. Also, our scheme appears to increase the speed with
which secret keys are generated.

However, we have evaluated the proposed method in only a few environments. This makes
our scheme more applicable to the evaluation of the proposed method in various kinds of
environments. For example, we evaluate the proposed method in various rooms that have
different dimensions and noise using both heterogeneous PC cards and laptops by shaking
and setting in other ways, changing the positional relation between legitimate users, and
so on. In the future, we will consider applying the proposed method to the automatic
selection of tuning parameters with noise levels and analyze the most suitable approaches
that generate secret keys from RSSI fluctuation.
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Figure 9: Result of filtering RSSI profiles in preliminary experiment
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