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Abstract: When developing a catalogue of technical requirements for online
voting systems to be used in legally ruled, non-parliamentary elections, major
interdisciplinary problems arise which currently cannot be solved. Technical
requirements are not yet definable due to lacking legal preconditions, and legal
definitions are not yet definable due to lacking technical experience. Problems of
this type are the role of a technically necessary intermediate storage of votes, the
so-called last call problem and the general problem of ensuring verifiability. The
problem of verifiability is discussed from the technical point of view to bring
forward a possible solution'.

1 Introduction

There are numerous application areas in which technical systems are subject to legal
verification. The general aim is the protection of users, consumers or customers,
respectively, who are usually not able to assess all possible risks. Electronic voting is
one of those areas, and even a very sensitive one. Other areas are e.g. measuring systems
used in commercial transactions and private households, and gaming systems.

Technical requirements play a key role in the management of regulated areas. Although
in their shape of a technical nature, they are the most important interface between
regulators and technicians, between developers and testers, between manufacturers and
customers.

Looking at the situation in the area of electronic voting systems and, in particular, of
online voting systems, it can be stated that there are several approaches to define
requirements for online voting systems [JO00; UK02; NV02; CHO03; US01; CE04]. In
general, their state can be characterised as relatively general or not complete.
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This was the reason for taking the initiative to elaborate technical requirements for
online voting systems. This initiative is embedded in a project of PTB funded by the
German government, which aims at the development of concepts for testing and
certifying online voting systems to be used in legally regulated, but non-parliamentary
elections (e.g. elections of shop committees, staff councils, shareholder elections).

This paper aims in its main part, section 4, at the problem of verifiability as one of the
major problems of online voting systems. Before, in section 2, the catalogue of
requirements is briefly explained. The catalogue has been developed at PTB and
discussed in two national working groups. One of these groups is dealing with technical
aspects of testing and certification, the other one with legal aspects. In section 3, major
interdisciplinary problems are described which were fixed in discussions in the two
working groups.

2 The catalogue of requirements

The catalogue of requirements [HMO04] gives criteria which are to be met by online
voting systems. Its purpose is to set a technical standard which can serve as an
orientation for both, developers and examiners of online voting systems. Well-defined
requirements are, in particular, a precondition for the examination and certification of
systems, which have to be performed carefully in order to build confidence in the
systems.

Even though the state of the art is progressing both from the technical point of view and
as regards the acceptance of online voting systems by society, the catalogue is intended
to provide some guidance on the requirements presently acceptable.

The second reason for developing the catalogue is to contribute to the ongoing
discussions on online voting systems. The document represents expertise and opinions
from different backgrounds in Germany. It may be considered as a reference for further
activities.

The scope of application is given by legally ruled non-parliamentary elections. The
requirements are also applicable to any other non-parliamentary type of election not
regulated by law, whereas one or another requirement might be weakened. As to the
application in parliamentary elections, the authors are convinced that most of the
requirements are also valid. Particular analysis, however, is necessary to decide on
potential extensions of the requirements.

For the definition of the requirements, it has been assumed that elections take place
exclusively at supervised and networked polling stations. Applications allowing voting
from at home or any other private place are explicitly not included in the definition.
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3 Selected Legal Questions

Basically, any set of technical requirements represents a certain interpretation of the
general legal requirements given. An interpretation shall follow as close as possible the
initial legal intention. However, if the general legal requirements are not yet defined or
only very roughly defined — as it is the case with some aspects of online voting systems
— then problems arise with the definition and harmonisation of technical requirements.
Three major problems of this type are described in the following subsections.

3.1 The role of an intermediate storage

Online voting systems have a feature that is unknown in conventional voting systems: It
is the physical state of an (encrypted) vote after having finally completed its electronic
casting at the voting terminal and before putting it into the electronic ballot box. This
state may last only a fraction of a second but can also, in case of a communication
interruption, last for several minutes or even hours. In the latter case, the vote must be
stored and held ready for communication in an intermediate storage. An intermediate
storage could also be regarded as a conceptual element of the voting system used, for
instance for the management of a certain vote transfer protocol.

The main question that arises concerns the legal definition of an intermediate storage.
One may ask what the intermediate storage is from the legal point of view? Is it an
episode of the vote transfer process, is it already part of an extended ballot box or is it
still part of the vote casting? The answer to these questions has an impact not only on the
technical requirements for an intermediate storage but also on the answers to related
questions as e.g. with respect to the registration of vote casting in the list of voters,
feedback from a successful input into a ballot box to the voter.

3.2 The last call problem

A special problem of voting systems with distributed components is the harmonisation of
the beginning and the end of the vote casting. Aside from the clear definition of
deadlines to be given for the vote casting, the closing procedure must be defined. In
particular, it must be ensured that no vote that has been cast regularly within the defined
deadlines will be excluded from vote counting. This means that the ballot box must not
be closed for the reception of further votes until it has been ensured that no further
regular vote is “in the air.”

The technical solution relates to the solution of an intermediate storage described in the
previous subsection. The legal problem is to what extent the solution of the last call
problem must be prescribed. This question is very sensitive because complaints directed
against the incompleteness of votes considered due to a technical failure of the system
are very likely. The general aim from the legal point of view is to ensure and prove the
completeness and correctness of an election result. The proof shall pass a verification. In
so far, the last call problem is a special aspect of a more general problem of verifiability
described in the next subsection.
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3.3 Verifiability

Verifiability is an essential feature of an election demanded by electoral jurists. It is
linked with such aspects as confidence in the election, transparency and preparation for a
possible contestation of the election. There are different types of verification. The
difference may be characterised by the groups of persons who are authorised to access
the information gathered for verification (audit information). The variation reaches from
everybody interested (public verifiability) to voters, election officials only and
independent auditors to court only. A verification by court is usually caused by
complaints that the results of an election were not correct or that the election has not
been executed according to the rules.

In general, the technical problem can be described as the definition of the necessary
technical measures that are required to pass a verification. So far, however, there is
neither a definition nor any practical experience as to what kind of technical proof and
evidence is sufficient for a verification. This explains the difficulty technicians and legal
experts are currently facing.

4 Selected problem: Ensuring verifiability

4.1 Basic considerations

Basically, the verifiability is, on the one hand, a matter of designing a technical audit
and, on the other hand, a question of correctness proofs. An audit needs to be specified
with respect to, e.g., the information content to be observed and logged, data structures,
security measures, etc. Correctness proofs are closely related to the anonymisation
methods used. A basic principle that must be regarded and must never be violated is the
sanctity of the anonymity.

As regards the audit, approaches are known from auditing sensitive systems. In
particular, the security of audit logs is well treated in literature [BE97; CP03; GAS87].
However, so far no specific approach for electronic voting systems is known. It seems to
be clear that an auditing must address two aspects: the path that a vote takes through the
network-based online voting system and the technical states of the components of the
electronic system during the whole voting process. In particular, all abnormal technical
states must be logged in order to be able later to judge whether the conformity of rules
was kept.
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An approach currently discussed in the USA is the so-called paper audit trail. The
content of the vote is printed before the vote casting is finally completed. Then the
correctness can be verified by the voter. If everything is correct, the print-out is put into
an additional ballot box and the electronic vote is stored. In case of a contestation of the
election, the paper ballots can be counted separately and used for the verification. This
principle results in an additional complexity and source of errors such as, for example,
jamming of printer paper, empty printer cartridge, etc. In addition, in case of a
contestation, the lengthy, fault-prone hand counting remains.

This approach will not be further discussed here. Rather, initial ideas are outlined how
the audit can be organised with the blind signature type encryption and with the
homomorphic encryption type.

4.2 Principle applicable for systems using blind signature encryption type

Some systems [[V02; KKO02] use blinded signatures [CH83] to secure the anonymity of
the votes (Figure 1). [[V02] works as follows: After having identified and authenticated
the voter, he/she gets signed electoral documents from the election server. The signature
is necessary to ensure the protection of data integrity. After having filled in the ballot,
the voter blinds the vote, i.e. he/she multiplies the data by a random number and sends
the thus blinded vote back to the election server. The server signs the blind vote without
being able to see the voting decision and sends it back to the voter. The voter removes
the blinding, i.e. he/she divides the blind signature by the blinding factor to get a
signature of his vote. He/she then encrypts the vote and the signature with the public key
of the tallier and sends the data to the ballot box. Either the transmission takes place
anonymously or the vote is made anonymous by the ballot box server stripping away
voter ID information. After having closed the vote casting, the anonymous votes and
signatures are sent to the tallier which decrypts them separately. Only votes with a valid
signature of the election server are counted.

In the algorithm in [KKO02], two tokens and not the vote are blindly signed in the
registration phase. These signed anonymous tokens allow the voter to receive the ballot
and vote anonymously later in the voting phase.

Unlike the systems that use homomorphic encryption (see 4.3), these systems have no

inherent verification mechanism. Therefore an additional mechanism has to be
embedded to ensure verifiability.
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Figure 1: Schematic view of an Online Voting System using blind signatures

For the support of the verification, additional information and effort are necessary. A
possible approach is illustrated in Figure 2. This figure shows how the proper execution
of the election can be documented. The basic idea is to design an audit data set, which is
logged with all single steps during the “lifetime” of a vote. A part of this audit data set is
a token, which serves for the identification of the individual vote cast.

This token is generated at the time when the voter has been accepted as eligible for
voting. Simultaneously, it is encrypted with the public key of the auditor and inserted
into the audit data set. This structure is signed and sent to the voter together with the
electoral documents (ballot, etc.). From this moment, the audit data set accompanies the
encrypted vote. At each relevant point passed by the vote data, the audit data set is
enriched with the necessary audit information and signed again by the appropriate entity.
When reaching the ballot box, the audit data set is separated from the vote data and
stored separately. To guarantee verifiability, the audit data sets are sent to the audit box
during or after the election and the tokens are decrypted. With this information, each
individual vote casting can be reconstructed by using the token and the signed audit
information.

The anonymity of the vote is not endangered because of the strict separation of the audit
data from the content of the vote through encryption. The information content of the
audit data to be gathered depends on the subject of possible verifications and may be
adapted to the particular needs. The correct counting of the votes, however, cannot be
verified by the approach developed here.
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Figure 2: Schematic view of the audit data set approach

4.3 Principle applicable for systems using a homomorphic encryption type

Voting systems using homomorphic encryption [CY99; VH02; CG97], Figure 3), work
with a communication model called bulletin board. It is a public broadcast channel with
memory. All information sent to the bulletin board is readable by everyone. Every
authorised user can add messages to his own area, but no one can delete any data from
the board.

The central element of the homomorphic encryption is the feasibility to sum up data
without encrypting them, i.e. without knowing the exact content of the data. This is a
feature that is typical of the principle of homomorphism. More precisely speaking, the
homomorphic encryption ensures the mathematical law that the product of encrypted
data is the encryption of the sum of the data:

Enc(v)) *...* Enc(v,) = Enc(v; +...+ vy).

The method works as follows: Before the election, the talliers generate distributed
asymmetric keys (e.g., [PE91; GJ99], threshold cryptography). These keys are a single
public encryption key and for each tallier a secret decryption key. To decrypt a message
encrypted with the public key, more than at least half of the secret keys have to be used.
Therefore more than half of the talliers would have to be corrupted in order to break the
anonymity or manipulate the election result.

Only authenticated voters are allowed to write on the bulletin board. The voters send
their votes encrypted with the public part of the distributed key to the bulletin board,
together with a zero knowledge proof of correctness. After the voting phase, the talliers
take all the encrypted votes from the bulletin board and form their homomorphic sum.
Afterwards this sum is decrypted using the distributed parts of the key and sent to the
bulletin board with proofs of correctness of the summation and the decryption. By skilful
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application of zero knowledge proofs, and because everybody (even external observers)
can read the information on the bulletin board, everyone can verify the correctness of the
results. This includes the correct summation and the completeness of votes included.

Bulletin Board

4 N
Vote
Proof
; Result
Vote Proof
\. J

\Ierer

Figure 3: Schematic view of an online voting system using homomorphic encryption

Online voting systems with homomorphic encryption secure, in particular, the casting of
correctly formed votes as well as a correct counting. This is verifiable during the
election, and, in addition, remains verifiable after the election. However, this encryption
type cannot monitor the proper execution of the election. In order to trace the execution,
an additional audit logging is necessary. Since the information on the bulletin board can
be used for verification, less information is probably needed for the audit logging
compared with systems that use blind signatures.

5 Conclusions

Technical requirements of online voting systems have been developed and discussed in a
community with different expertise and experience. There are still several unsolved
interdisciplinary legal and technical problems left. Sufficient technical experience does
not yet exist to decide profoundly on the respective legal aspects. Vice versa, there is no
clear legally defined background as an initial point to solve the technical problems. This
looks like a deadlock situation. From the technical point of view, this situation can be
overcome step by step by assuming certain legal conditions required, then specifying the
technical issue to be dealt with and implementing corresponding components or
methods. From the experience gathered, feedback can be given to evaluate and adapt the
initial legal assumptions. This is the way that has been chosen with the discussion of
verifiability in section 4. A new technical approach to ensure the verifiability of voting
systems that use blind signatures was presented.
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