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Abstract: Visual cryptography enables to derive from an image two shares that give
separately no information on the original image while leading back to the image by
superimposition of the shares.

In this work, we apply this technique to fingerprint features for enabling an align-
ment of a reference and a fresh images. The idea is to use an encrypted share derived
from the reference data as a kind of reference grid for pre-alignment of the fresh data
on it. Following the principle of visual cryptography, it also ensures a storage protec-
tion when data are stored in separate locations.
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1 Introduction

When quantizing biometric data (from images or templates), one important issue is the
difference of alignment between the capture at enrollment and the verification’s one. This
is even critical for modality such as fingerprints where there is almost none reliable in-
formation that can be used to pre-align the image at the encoding step. Several methods
of fingerprints quantization (based on images or on minutiae templates) are suggested in
state-of-the-art, as for instance [JPHP99, TAK*05]. Unfortunately, most of them gets poor
performances in misalignment situation. They then need either exhaustive search on the
orientation/translation or a preliminary registration step before comparison.

Related to those works on the protection of biometric data, we here present a solution for
a user to align two fingerprint “visually” by having only a portion of the reference image.
This solution aims at allowing to pre-align two fingerprints without using of techniques
directly bound to the biometrics. Note that although the main motivation is fingerprint,
this can be applied to other modality that are captured at some step as an image.

Our technique can be applied as a visual help to a user who can see on a dedicated screen
the effect of the superimposition of one stored share with his freshly capture finger and
react accordingly to improve the quality of this image. We can also think to an automatic
treatment of the image.

Within the context of protection of biometric data, for instance for secure sketches tech-
nique where the noise introduced from a biometric measure to the other one is corrected
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by means of correcting codes of errors, the alignment of the data is often critical.

In particular, this problem arises in the case of fingerprints because there is no natural
binary vector representation directly usable — contrary to the case of the iris where the
format of iriscodes is compatible as it is. The main difficulty in the alignment is due to
the fact that during verification check, we do not have, contrary to the case of classical
matching, a reference fingerprint “in clear” such that the fresh capture can be aligned
with. These problems of alignment between several measures of the same fingerprint are
due, in particular, to the positioning of the finger (global translations / rotations) and to
the exercised pressure (local distortion). This alignment issue for protection techniques
is underlined in [TAK™05, UPJO5] without being effectively resolved even in the recent
advances.

For example, on the 2 images of Figure 1 which result obviously from the same finger-
print, we can notice that the gap is very important (important translation, low rotation and
distortion), while the score of matching will be relatively good. If we use these images
without any pre-alignment in most quantization algorithms for secure sketches, it will not
then be possible to correct the noise, because the noise introduced by the lack of alignment
is very high: it is thus useful to be capable of pre-aligning these 2 images to process them
correctly.

(a) Reference (b) Fresh image
image

Figure 1: Example of difference between reference and verification images

A first idea could be to store a part of the left image as the reference (for example a small
portion of the center of the image or several sub-images) to pre-align globally the right
image above. But this technique does not allow to pre-align finely the points of the image
situated outside the reference portion. Moreover, this forces to store some information in
clear. Other techniques exist, based for instance on reference points (core, delta, UCX,
... [SOISOO05]) or more complete description (e.g. high curvature points as in [NRV10]),
but they are either non universal, non stable enough or directly leak some information on
the global shape.
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2 Visual Cryptography

The visual cryptography notion, as introduced by [NS94], is to ensure the protection in
confidentiality of an image while allowing a simple and visual reconstruction. The general
principle is to split an image I in m pieces (s1, .. ., S;,) so that the knowledge of k pieces
among these m pieces (with k¥ < m) gives no information on /. The knowledge of m
pieces allows to build a new version of the image I (according to the employed techniques,
the resultant image will be a version of I that is more or less degraded). It thus corresponds
to a sharing of secrets with visual reconstruction.

An example of visual cryptographic scheme, in the case of the sharing of an image in
black and white in 2 pieces, is the following one. Every pixel of the original image [ is
subdivided into a sub-pixel of 4 pixels in the shares s; and sy where every sub-pixel has
one of the forms given by Figure 2. A white pixel is shared in 2 identical forms and a black
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Figure 2: Sharing of a pixel in 2 shares (sub-blocks of 4 pixels)

pixel is shared in two complementary forms. Every couple (f1, f2) of forms obtained is
separated to store the first constituent f in the first share s; and second constituent f5 in
s2. In both cases (white pixel and black pixel), the forms to be used are chosen randomly.
This thus implies that a share alone leaks no information about the original image. Finally,
when 2 shares are superimposed, we obtain by transparency an image representing the
original image with grey sub-pixels (blocks of 2 white and 2 black pixels represent a white
pixel in the original image) and of black sub-pixels (for the black pixels of the original
image).

The operation of transparency corresponds in fact to a OR following the rules: white OR
white = white, black OR white = black, black OR black = black and white OR black =
black.

Several applications of visual cryptography, and more generally secret sharing techniques,
to biometric data are already known. [BDDO04] described an architecture where secret shar-
ing is applied on a biometric template to split the storage between different locations (basi-
cally, a random mask m is stored at one place and a masked version b & m of the template
b is stored at another place). [LT03] suggested a similar solution with visual cryptography
on face images. More recently, [RO11] provided a detailed study on the use of visual cryp-
tography to store data — splitted in two shares — on two separate databases and described
experiments on face images, fingerprint images and iris templates (iriscodes). In all cases,
the shares are combined to reconstruct the reference data before matching it against the
fresh capture.
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3 Visual cryptography for fingerprint alignment

Given a reference biometric data b, at enrollment, we split it in two share (s1, s2) ac-
cording to a principle of sharing of secrets, as explained in Section 2, to obtain a safe
splitting (no single share will reveal information on b,..f). During the verification check,
the fresh biometric data b, is divided in two shares (s/, s5) so that we will be able to
combine properly s; and s5 to realign by, csn on by without revealing completely by .
More exactly, the principle is the following one.

Enrollment:

o Capture a reference biometric data b,.;

e construct a method I' randomly that consists of a vector of couples that can be used
to represent a white pixel and a black pixel (in fact for each position in the image,
a couple of valid representation as in Figure 2 of a white pixel and a black pixel is
chosen randomly to construct I') ;

o split the image in two shares s; and sy following the method I';

e store s; in one database DBy, and I' in a second one D Bs.

I is in fact a vector of size the size of the image and at position ¢, I'[¢] is a couple (W, B)
that corresponds to the representatives chosen respectively for a white pixel and a black
pixel. We have W = (Wi, W) and B = (By, By) with W; (resp. B;) corresponds
to the block (4 sub-pixels in the case of Figure 2) to be inserted in the share s; if the
original image has a white pixel (resp. a black pixel) at position 7. The method I' is chosen
randomly in particular so that from s; or sy it is not possible to find b,..¢, i.e. I distributes
well the information in s; and s».

Verification check:
o Capture a fresh biometric data b¢,.csp;
e retrieve the method I' of the claimed identity in the second database D Bs;
o split byresp in two shares s; and s5 according to this method;
e retrieve the share s; of the claimed identity in the first database D By

e combine s; and s to determine the geometrical transformation that leads to the
image of best quality.

The phase of verification check requires a means of control, automatic or manual, of the
quality of an image: we can use for example the neatness of the image. Once this geo-
metrical transformation determined (for instance by semi-exhaustive search, starting with
a large step and fine-tuning the step of the search progressively), we apply it on bfyesn
before passing in a next stage (e.g. secure comparison, key extraction, . . .).
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The specificity of this algorithm within the context of biometrics compared to classical
application of visual cryptography techniques is that the reconstruction is made from an
original share s; and a fresh share s that is not s, but a noisy version of the original share
S9.

Remark 1 Note that, as our main goal is to provide an assistance for alignment, we can
even imagine to use a visual feedback on a sensor where a user will be able to modify the
position and pressure of the finger to improve the neatness of the obtained result.

Remark 2 From a practical point of view, we can also make the alignment in a symmet-
rical way by using the two original shares. Indeed, if we have the shares s and s} of the
fresh capture, we can try fo combine simultaneously s| with s and s with sy to refine the
determination of the optimal alignment.

4 Examples

To illustrate our idea, we give here some examples of search for a translation between two
fingerprints according to the method of sharing based on the visual cryptographic scheme
from Figure 2. Note that this can also be used to determine geometrical transformations
different from the translation (e.g. a rotation).

4.1 Applications to fingerprint images

For two different captures (here fingerprint images) coming from the same finger, we first
convert the images in black and white and applied the algorithms (for enrollment and
verification check) described in Section 3. We obtain the two shares s1, so from the image
of Figure la (where only s; will be kept) and we obtain the share s}, from the image of
Figure 1b. We then combine s; and s} to search for the best translation according to the
quality of the reconstructed image: this is illustrated by Figure 3.

To verify the efficiency of the method, we can use a classic matcher to find the best trans-
lation between the sets of minutiae extracted from those images. From Figure 3, the trans-
lation obtained for the clearest result corresponds well to that returned by a matcher.

Remark 3 The noise appearing at the external boundaries of the image is an effect of the
translation, it corresponds to areas outside the second fingerprint image where a constant
white image has been combined according to 1.

Now, we try to combine the share s; with a share coming from a non matching fingerprint,
we then obtain less clear images, whatever the translation is — cf. Figure 4. Without trans-
lation fingerprints do not correspond at all, and even with the ideal translation calculated
by a minutiae matcher, there are still areas of important noise.
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(a) Image (b) With a (c) With the final

reconstituted temporary translation
without translation
translation

Figure 3: Different translation applied for reconstruction of the superimposed image from
s1 and sf

(@) (b) Image (c) With an ideal

Non-matching  reconstituted translation
fingerprint with without estimated thanks
fingerprint from translation to a minutiae
Figure la comparator

Figure 4: Different translation applied for reconstruction of the superimposed image from
the shares of two non-matching fingerprint images

4.2 Applications to ridge flow matrices

To improve the neatness of the obtained images, and thus facilitate the search for the trans-
formations, we can try to work on images less detailed than those of fingerprint images.
For example, the use of ridge flow matrices can be interesting. The ridge flow matrices of
the previous fingerprints (from Figure 1 and Figure 4a) are given in Figure 5.

We play then the same scenario as in the previous part but, although there exist techniques
of visual cryptography for grey or color images, we use here a method of sharing based on
a XOR and masked values to facilitate the processing of the levels of grey.

For the combination of the shares from two matching captures, the quality of the obtained
images becomes easier to see as underlined by Figure 6.

For the shares coming from two different fingerprints, cf. Figure 7, the obtained results, as
in the case of direct use of fingerprint images, are still not neat.
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(a) Direction  (b) Direction  (c¢) Direction

field of field of field of
fingerprint from fingerprint from fingerprint from
Figure la Figure 1b Figure 4a

Figure 5: The direction fields associated to three fingerprints

(a) Image (b) Image (c) Image

reconstituted  reconstituted  reconstituted

without with a with the final

translation temporary translation
translation

Figure 6: The superimposition of direction fields shares for two matching fingerprints

(a) Image (b) Image
reconstituted  reconstituted
without with the ideal
translation translation

Figure 7: The superimposition of direction fields shares from two non-matching finger-
prints

The difference with the case of fingerprint image is that the neatness is much easier to see
and the difference (for the best found translation) between the case of the same fingerprint
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and the case of two different fingerprint is still visible. We can imagine then for example
to make a first search on the direction fields then secondly to work on fingerprint images
to obtain a finer precision.

5 Conclusion

This work describes how to use visual cryptography or secret sharing techniques to fa-
cilitate the alignment of two fingerprint without using the reference data directly in clear.
Moreover it also take advantages of these techniques to achieve a protection at the storage
level (if the splitting method is constructed to this aim). From the point of view of the
translations and the global rotations, the discussed examples underline the feasibility. In
further studies, it will be interesting to analyze more precisely how to automatically search
the best transformation and to absorb at best the local distortions of the fingerprints.
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