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Abstract: Mobile ad hoc networks (MANETS) provide a powerful technology to cre-
ate self-organizing networks of mobile computing devices without existing infrastruc-
tures. In tactical deployment scenarios (e.g., disaster area rescue missions or military
deployment), significant protection demands arise. To defend MANETS against inter-
nal and external attacks on the availability of its internal resources, it is necessary to
achieve situational awareness (SA).

This contribution describes an extended modeling approach that represents the key
properties of the observed environment in data structures. These enable the interpre-
tation and prediction of the environment under different circumstances (e.g., under at-
tack), using quantifiable security metrics. The enhancements described and discussed
here cover shortcomings of earlier work, especially potential modeling inconsistencies
in terms of objectively measurable availability values (e.g., on the physical layer).
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