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The Proviado Access Control Model for Business

Process Monitoring Components

Integrated process support is highly desirable in environments where data related to a particular business

process are scattered over distributed, heterogeneous information systems. A business process monitoring

component is a much-needed module in order to provide an integrated view on all these process data.

Regarding process visualisation and process data integration, access control (AC) issues are very important

but also quite complex to be addressed. A major problem arises from the fact that the involved information

systems are usually based on heterogeneous AC components. For several reasons, the only feasible way to

tackle the problem of AC at the process monitoring level is to define access rights for the process monitoring

component, hence getting rid of the burden to map access rights from the information system level. This

paper presents the Proviado process visualisation framework and discusses requirements for AC in process

monitoring, which we derived from our case studies in the automotive domain. It then presents alternative

approaches for AC: the view-based and the object-based approach. The latter is retained, and a core AC model

is proposed for the definition of access rights that meet the derived requirements. AC mechanisms provided

within the core model are key ingredients for the definition of model extensions.

1 Introduction

In order to streamline their way of doing busi-

ness, today’s companies are dealing with a large

number of processes involving different domains,

organisations, and groups (Mutschler et al. 2008;

Weske 2007). As discussed by Bobrik et al. (2005),

an integrated process support is highly desir-

able in such an environment where data (e.g.,

business data, audit trails and reports) related

to a particular process (instance), and with dif-

ferent degrees of sensitivity, are often scattered

over heterogeneous information systems (IS) (cf.

Fig. 1). A process monitoring component is a

much-needed module in order to provide an in-

tegrated and abstracted view on all these data

(Junginger et al. 2004; Muehlen 2001; Polyvyanyy

et al. 2009). Despite its importance, many existing

process-aware information systems do not offer

such component. For example, a process moni-

toring component is specifically responsible for

displaying the status of process instances (McGre-

gor and Kumaran 2002), for dispatching specific

activities to corresponding actors (Rinderle and

Reichert 2005), for providing an integrated view

on process and application data (Rinderle et al.

2006), or for enabling business performance mon-

itoring (Costello and Molloy 2008; Junginger et al.

2004;McGregor 2002;Muehlen 2001).

1.1 Problem Statement

Different user groups or roles (e.g., technicians,

engineers, managers) usually have different per-

spectives over processes and related data. In this

context, Bobrik et al. (2007), Polyvyanyy et al.

(2008) and Reijers et al. (2009) suggest provid-

ing adequate views for the different user groups.

This is of particular importance when dealing

with complex, long-running business processes

with dozens up to hundreds activities (see Fig. 2

for an example from one of the projects we con-

ducted in the automotive domain). Regarding

process data integration and process monitoring

(Junginger et al. 2004; Polyvyanyy et al. 2009), in

addition, access control (AC) issues are very im-

portant to be addressed, but have been neglected
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Figure 1: Process Data Integration with Multiple Perspectives

in existing approaches so far. In this context,

a major problem is that involved IS are usually

based on different AC components implying facts

such as

• heterogeneity regarding the meta-models ba-

sed on which organisational models and re-

lated access rights are defined (e.g., users /

groups and actors / roles),

• different notions for the same entity/entity

type (e.g., user and actor), and

• non-registration of particular user(s) in all of

the involved IS.

To preserve integrity of AC information, AC con-

straints applied at the process monitoring level

should be consistent with the constraints set out

by the different IS. However, in our case studies

it has turned out that the integration of heteroge-

neous AC components is difficult to achieve for

several reasons:

1. Access rights are not always explicitly de-

scribed, but might be ‘hard-coded’, and hence

difficult to retrieve;

2. AC modules do not always provide (applica-

tion programming) interfaces in order to facil-

itate the access to information about AC rules

(‘black-box’ AC modules); and

3. Rights at the IS level mainly deal with process

definition and execution, and have been not

designed for the monitoring of process data

by different users. Process definition and exe-

cution require administration rights, permis-

sions to create new instances, rights to work

on specific activities (Wainer et al. 2003), dele-

gation rights (Wainer et al. 2007), and rights to

change processes (Weber et al. 2005). By con-

trast, monitoring requires rights to visualise

specific process activities, to display specific

activity attributes, to visualise application data

in the context of active process instances, or

to show different abstractions on a process (cf.

Fig. 3a+b).

Taking this into account, the only feasible way

to tackle the problem of AC at the process mon-

itoring level is to (re-)define AC rights for the

process monitoring component, hence getting

rid of the burden to inherit AC rights from the IS

level. Of course, if possible, existing AC rights at

the IS level should be automatically mapped to

the ones at the process monitoring level, but we

cannot assume this in general. Explicitly, specify-
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Figure 2: Model of a Complex Engineering Process (Partial View)

ing AC rights at the monitoring level also makes

it possible to define them at a finer-grained level

when compared with what is already defined at

the IS level.

1.2 Contribution

The AC approach presented in this paper was

developed in the Proviado project (Bobrik et al.

2005, 2006, 2007). Proviado proposes a solution

for visualising in a secure way data related to

a particular process or to a collection of pro-

cesses. This paper significantly extends the work

we presented in (Bassil et al. 2009). We give ad-

ditional insights into our process visualisation

framework, describe an ACmodule for it, provide

an evaluation of this AC module, and elaborate

related work in more detail.

We first discuss issues relevant for the realisa-

tion of a process visualisation (monitoring) com-

ponent in general as well as requirements for

the definition of related AC rights in particu-

lar. These requirements have resulted from case

studies we conducted in the automotive domain.

Amongst others we analysed processes in ar-

eas like automotive engineering, release manage-

ment, change management, vehicle repair, and

production planning. We discuss two alternative

approaches for AC, mainly a view-based and an

object-based one. The retained solution (i.e., the

object-based approach) is used as backbone in

order to provide a comprehensive core AC model.

This model allows for the (compact) definition

of AC rights at a fine-grained level. Moreover,

AC rights are meant to meet the spectrum of

confidentiality possibly defined on process data.

Proposed AC mechanisms will be key ingredients

in future definitions of extended AC models for

process monitoring.

The remainder of this paper is organised as fol-

lows: Section 2 sets the context of our research
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and introduces the Proviado visualisation frame-

work, but without including AC issues. Section 3

then exposes the major AC requirements to be

met by such a component. Two alternative ap-

proaches for AC are studied and compared in

Sect. 4. In Section 5, we introduce our logical

AC model. Section 6 provides an evaluation of

our approach and Sect. 7 discusses related work.

Finally, Sect. 8 concludes with a summary and an

outlook.

2 The Proviado Approach

This section sets the context of our research. It

first introduces basic notions by distinguishing

between model and instance level. Then we ex-

emplarily show how sophisticated process visu-

alisation is realised in Proviado. For illustrating

purposes, we consider a real case from one of our

projects in the automotive domain.

2.1 Basic Considerations

Generally, we distinguish between model and

instance level (cf. Fig. 3). The former gathers dif-

ferent kinds of enterprise models such as organi-

sational models, functional models, data models,

IT-system models, and process models. Each of

the first four models gives input to the process

model defined as a set of one or more linked

activities, which collectively realise a particular

business objective. Specifically, these activities

are carried out in a coordinated way by different

processing entities (including humans and soft-

ware agents) to reach a goal, such as changing the

design of a car, delivering merchandise, or oper-

ating a patient. User- and pre-defined attributes

may be associated with process models or activi-

ties (e.g., costs, needed resources). Examples of

frameworks supporting the integrated modelling

of the different enterprise aspects include Archi-

Mate (Groenewegen et al. 2010), ADONIS (Kühn

et al. 2003) and ARIS (Davis 2008).

In Proviado (Bobrik et al. 2005, 2006, 2007), at the

model level, we focus on the secure visualisation

of data related to a particular process model. As

example consider the model of a change request

process as it can be found in the automotive do-

main (cf. Fig. 4). This process model comprises

five phases with 20 activities in total. Further-

more, control and data flow, exceptional paths,

role assignments, and IT system resources are

depicted. Using this example, we will show how

a process model can be enriched with instance

data and then be displayed to authorised users.

Thereby, Proviado enables flexible configuration

and personalisation of the generated process vi-

sualisations.

Other kinds of models have not been considered

for visualisation yet, but will be added later on.

Different types of data may be involved in a pro-

cess model such as process relevant data and

application data (Weske 2007). We are particu-

larly interested in providing a secure way to vi-

sualise application data. These data are in general

strictly managed by the application(s) supporting

the process model.

At the instance level, we focus on the secure mon-

itoring of running process instances. A process

instance is defined as the representation of a sin-

gle enactment of a process model (i.e., a con-

crete business case). Concepts such as user work-

lists (i.e., lists of work items derived from pro-

cess instance activities), activity execution state

(e.g.,Running), and activity execution cost are

associated with the instance level.

2.2 Process Visualisation with Proviado

The Proviado framework targets at flexible and

configurable visualisations of business processes.

In particular, these visualisations should to be

adaptable to the needs of different user groups

(i.e., business performers) along the following

three dimensions: First, it must be possible to re-

duce process complexity for users by discarding

or aggregating information which are not rele-

vant in the given context or for which the user

does not have sufficient access rights. Second,

the appearance of process elements (e.g., activ-

ities, data objects, control and data connectors)
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Figure 3: Basic Considerations

must be customisable independent from the rep-

resentation of the source process model. Third,

different diagram types (e.g., process graph, swim

lane, calendar, Gantt diagram, table) should be

supported.

2.2.1 Process View Concept and
Template Mechanism

For realising a particular drawing of a process

model and process instance respectively, a visu-

alisation model can be specified separately from

the process. Among other things, such visualisa-

tion model comprises parameters for configuring

which process elements are to be displayed and

which notation shall be used. This configuration

can be specified at a high level of abstraction

based on a powerful view concept and a flexible

template mechanism.

Proviado View Concept. The process view con-

cept we developed in Proviado allows reducing

the complexity of a business process visualisa-

tion. This is achieved by applying well-defined

transformation rules based on process graph re-

duction and process graph aggregation respec-

tively. The reduction operation can be used to

remove process objects from a process model. As

example consider Fig. 5 where activities E, F and

G are removed from the given process model and

a new control edge is inserted instead. Fig. 5

also gives an idea of the aggregation operation.

Aggregate(B,C,H,K), for example, aggre-

gates four activities by replacing them with one

abstract node in the process graph. Depending

on the concrete structure of the sub-graph in-

duced by the set of activities to be aggregated,

different graph transformations may have to be

applied. While in some cases the aggregated

process view can be realised by simple graph

transformations, in other scenarios this necessi-

tates a more complex restructuring of the process

graph. Generally, aggregated process views are

more difficult to realise than reduced ones. In

particular, relations to satellite objects (e.g., data

elements, org. roles) have to be preserved (cf.

Fig. 5) and attribute values for the abstract activ-

ity node resulting from the aggregation have to

be calculated. Finally, aggregation operations are

provided for all process aspects including data

flow, and actor assignments.

It is important to mention that view building
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Figure 4: Process Model of a Change Request (CR)
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Figure 5: Proviado View Concept

operations as provided by Proviado maintain a

sound process model if desired. However, to

introduce additional flexibility for process visual-

isations, operations "violating" structural model

constraints (e.g.,DeleteEdge) are considered
as well. Higher level operations built on top of

aggregation and reduction operations exist that

automatically derive the set of activities to be

processed. This facilitates maintenance of view

definitions when changing the process models

they are based on.

Proviado Template Mechanism. While the de-

scribed view concept allows us to define which

process elements shall be displayed, the Proviado

Template Mechanism (for details see (Bobrik et

al. 2006)) enables us to configure the graphical

appearance of the different process elements. In

this context a template represents the concrete

notation (i.e., the symbols) to be used for visualis-

ing a particular process element (e.g., an activity

or a data object). Its graphical appearance (e.g.,

shape, arrow) is described based on Scalable Vec-

tor Graphics (SVG). By using this XML-based for-

mat, to a large degree, we can define templates

graphically with a standard SVG Editor.

Each template comprises a set of data fields (i.e.,

parameters) which can be filled with concrete

process data values (e.g., activity name or state)

at visualisation time. We use XPath expressions

to establish the relationship between symbol def-

inition and data fields. Required data transfor-

mations (e.g., date format conversion) can be re-

alised via ECMA-Script expressions. Altogether,

a complete notation for process visualisation con-

sists of a set of templates. More precisely, each

process element has to be linked to a template.

This link can be established statically (i.e., remain

unchanged) or dynamically based on selected

process data (e.g., the runtime status of the pro-

cess element). The latter enables, for instance,

to use different symbols for activities, e.g., de-

pending on their state or on the actor working

on them. Finally, Cascading Style Sheets are used

to vary the look of process drawings.

All in all the sketched Template Mechanism en-

ables us to use a process notation in an unambigu-

ous and easy to maintain manner. In combination

with the view concept personalised process visu-

alisations become possible. While non-relevant

process elements can be removed or aggregated

with other objects, the visualisation of relevant

process elements can be adapted to specific user

or application needs.

2.2.2 Configuring a Process
Visualisation

Fig. 6 shows the basic steps necessary to automat-

ically generate a process visualisation. Starting

point is an integrated process model, which cor-

relates (fragmented) process data from different

source systems in an harmonised way. First, we

restrict this visualisation content to that infor-

mation needed by the user (S0). This is realised

by a view component which applies aggregation

and reduction techniques to process models. Step

S0 is followed by formatting steps S1, S2 and S3:

S1 fixes the graphical symbols designed for the

different process elements. Thereby we consider

information from a visualisation model; S2 fills

graphical symbols with real attribute values re-

lated to the process model or process instance to

be displayed; within S3 formatting parameters

are customised to user preferences, e.g., by col-

oring the process visualisation in accordance to

cooperate identity guidelines.
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Figure 6: Generating a Process Visualisation in Proviado

2.2.3 Application Example

Consider again the process model from Fig. 4.

Assume that an instance of this process shall

be visualised for an actor from the engineering

domain. For this purpose non-relevant process

elements have to be discarded. Automated steps

for transforming and exchanging data (e.g., Steps

4 and 5), for example, shall be not displayed. The

same applies to selected interactive steps (e.g.,

Steps 2 and 3). Finally, control edges capturing

forward and backward jumps shall be removed.

Altogether this process view can be realised by

applying the following view operations (listed in

brackets for each operation):

Aggregation:1 {1, 2}, {11, 12, 13, 14, 15}

Reduction: {3}, {4, 5}, {10}, {17, 18}, {20}, {21}

DeleteEdge: {22, 23, 24}, {25, 26}

The resulting process view would still contain

a large number of satellite nodes (representing

actors, systems, etc.) which usually shall not

be displayed. Our visualisation model allows to

omit such nodes and to assign their data values

to other visualisation objects, e.g., activity boxes

(cf. Fig. 7). Furthermore, with the Proviado Tem-

plate Mechanism any desired appearance of the

process view to be displayed can be realised. For

example, the visualisation from Fig. 7 contains

information like change reason, change descrip-

tion, and involved parts. Furthermore, a header

1Each operation is listed in brackets. The aggregations

result in activities "Request Creation" and "CR Evaluation"

has been added. Other data like a detailed CR

description can be accessed via a tool tip. Finally,

activities which are of particular importance for

engineers are highlighted.

Note that the created process drawing as depicted

in Fig. 7 constitutes one possible abstracted visu-

alisation of the process model from Fig. 4. De-

pending on specific user requirements, for exam-

ple, Proviado allows to provide different visual-

isations of the same process view, e.g., using a

standardised notation like BPMN. Basic to this

exchangability of visual representations is the

described Proviado Template Mechanism. Gen-

erally, different information and layouts can be

presented. Furthermore, new process views (with

same or different appearance) can be easily re-

alised. For example, for managers each of the

five phases of the CR process could be aggre-

gated to one single activity and only information

about deadlines, delays, resources, and the final

decision be visualised (cf. Fig. 8)

We now have to additionally consider access

rights in respect to visualised process data. Gen-

erally, at model and instance levels, different

kinds of rights need to be defined; e.g., admin-

istration rights, data access rights, permission

to create instances from a given process model,

rights to execute a particular work item, or dele-

gation rights. At the model (instance) level, the

visualisation (monitoring) of user-adapted views

(see above) derived from specific process models

(instances) is required. These views must take

into account access rights of the involved user.

Access rights may be defined on different aspects
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Figure 7: Visualisation of a CR Process Instance for Engineers

Figure 8: Visualisation of a CR Process Instance for Managers

related to the model and instance levels; e.g., pro-

cess model, activity, process instance, activity

instance, data elements, pre- and user-defined

attributes, attribute current value, and attribute

history. In the following we discuss major re-

quirements for access control in process moni-

toring and then present the access control model

used in Proviado.

3 Access Control Major Requirements

We conducted case studies in the automotive

domain in which we studied processes relating

to car engineering, change management, vehi-

cle repair, and release management (Bobrik 2008;

Müller et al. 2006).We complemented this by also

considering a large number of processes from the

healthcare domain (Lenz and Reichert 2007). As

fruit of these case studies, we derived major re-

quirements for AC in process monitoring.

Requirement 1 (Definition of AC rights at a

fine-grained level). AC rights for process moni-

toring should meet the spectrum of confidential-

ity defined on data related to a particular process.

Moreover, they should be definable on different

aspects/objects of the model and instance levels

(e.g., the process itself and its activities, attributes,

and data elements).

Requirement 1.1 (Meeting a spectrum of confiden-

tiality). A distinction should be made between at

least three levels of confidentiality: a first level in

which all available information can be accessed,

a second one where only high-level information

can be accessed, and a third one where no in-

formation is available at all. We provide some

examples to illustrate this:
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Example 1. Considering the (simplified) process

of managing change requests (cf. Fig. 9a), for

example, we may think about a (pre-defined) at-

tribute (e.g.,activity cost) associated with a spe-

cific activity (e.g.,generate expertise).
Such an activity may require a ‘two days by per-

son’ cost2 to be accomplished. One may have

the right to access this information (i.e., the ex-

act value of the attribute), to access abstracted

information such as ‘less than one week (i.e., less

than five days by person)’, or to access nothing.

Example 2. Another example could be the "costs"

for applying a change to a car. "Costs" may be

modeled as an output data element of the Gener-

ate Expertise activity. Again, the three levels of

confidentiality discussed above may be applied

in order to access either the exact value assigned

to "costs" (e.g., 12.875 Euros), or an approximate

value (e.g., less than 15.000 Euros), or to com-

pletely hide the information.

Example 3. The spectrum of confidentiality may

also be restricted to only two levels: ‘give’ or

‘don’t give information’. In change management,

for example, an external partner may design part

of the car; internally, a verification of this compo-

nent may be done before it is integrated with the

overall design of the car. The external partner

might or might not have the right to know about

the existence of the verification activities.

Example 4. Specific data (e.g., business/techni-

cal documents) may be given as input to ac-

tivities such as generate expertise, pro-
vide evaluation, or provide com-
ments; one may have or may not have the right

to know about the existence of these documents.

In our example from Fig. 9a, specific departments

(car body engineering, electronic engineering,

motor engineering) are responsible for gener-

ating expertise, i.e., three generate exper-
tise activities are modeled in parallel. The

2The "days by person" measure is known in project

management. Suppose we have one person working on a

specific task, this measure specifies the number of days she

needs in order to accomplish this task.

different departments might or might not be al-

lowed to access results of the other departments,

or at least not before they generate their own

expertises. These results may be considered as

output data (e.g., Expertise documents) of the

different generate expertise activities.3

Requirement 1.2 (AC rights definable on different

objects of the model / instance levels). We define

‘object’ as entity of a process model and process

instance respectively; e.g., an expertise document

produced as output of a generate exper-
tise activity is considered as data object. The

generate expertise activity itself as well

as the change request (CR) process model are

considered as two different objects. Moreover, a

group of objects also constitutes an object; e.g.,

AC rights may be defined 1) on all running CR

process instances, or 2) on specific ones. We then

define different levels of abstractions on objects.

AC rights should be definable at these different

levels of abstractions (cf. Requirement 3).

Example 5. For example, we need to distinguish

between the AC rights defined on all change re-

quest (CR) process instances currently running

and the AC rights defined on a specific CR pro-

cess instance. An external partner may not have

the right to access any of the running instances,

while a CR initiator may not have the right to

access specific process instances corresponding

to change requests not initiated by her.

Requirement 2 (Definition of static AC rights).

We distinguish between ‘static’ AC rights that

are independent from the execution of a process

instance, and ‘dynamic’ AC rights for which this

is not the case. The latter are based on elements

such as activity status and control principles (e.g.,

separation of duties, dual control, and inter-case

constraints) (Botha and Eloff 2001; Schaad and

Moffett 2002).

3A similar example stems from the "Articles Review"

process. Consider reviewers of a specific article. Any of

these reviewers is not allowed to access other reviewers’

evaluation unless she finishes her own evaluation.
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Figure 9: Automotive Domain – (a) Simplified Process of Dealing with Change Requests (CR), (b) Different Views on the
CR Process

Example 6. Regarding our CR process, a per-

son from a specific department (e.g., motor en-

gineering) responsible for generating expertise

might not be allowed to access the expertise doc-

ument generated by the other departments (e.g.,

car body engineering and electronic engineering)

unless she finishes generating her own exper-

tise. – This paper focuses on static access control

rights.

Requirement 3 (Usability and maintainability

of AC rights). AC rights should be simple to de-

fine and easy to maintain. As discussed in Tolone

et al. (2005), a challenge is to balance collabora-

tion and flexibility; i.e., we need to ensure that

the advantages provided by process-aware IS are

not reduced by AC rights being too rigidly de-

fined. For this purpose, abstractions are required

at the objects’ level. In order to specify AC rights

at different levels of granularity, we need to de-

fine hierarchies on objects;

Example 7. Regarding our CR scenario, it might

be reasonable to authorise a manager to access

all running CR process instances. However, reg-

ular users might only have access to specific CR

instances (e.g., CR initiators only have the right

to access CR process instances that correspond

to change requests initiated by them).

Table 1 gathers major requirements identified.

The ones highlighted (i.e., R1, R2, and R3) are

addressed by the solution proposed in Sect. 5.

4 Candidate Solution Approaches for
Access Control

Among a list of possible AC approaches, we

feature two candidate solutions that we study

and compare: the view- and the object-based ap-

proach. In both approaches we follow the main

idea proposed by a generalised AC approach;
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Table 1: Access Control Major Requirements

Requirements Requirements’ description

R1 Definition of AC rights at a fine-grained level
R1.1 Meeting a spectrum of confidentiality
R1.2 AC rights definable on diff. aspects of the mod./inst. levels

R2 Definition of static AC rights
R3 Usability and maintainability of AC rights
R4 Definition of dynamic AC rights
R5 Definition of AC rights on the visualisation of a collection of processes
R6 Definition of AC rights for the look-ahead problem
R7 Completeness of the AC component

i.e., RBAC (Role-Based Access Control) as de-

scribed by Ferraiolo et al. (2001). In RBAC mod-

els AC rights are not directly linked to concrete

users, but to roles.

The view-based approach consists of defining one

basic view per user role; this view implicitly re-

flects the AC rights of the role over a process

by only showing the information to be accessed

by users with the respective role. The object-

based approach, in turn, consists of defining, for

each role, AC rights on the different aspects of a

process (e.g., activity, activity attributes, process

instance).

Section 4.1 illustrates the two featured approach-

es. Section 4.2 then summarises their advantages

and drawbacks. This helps us to clearly motivate

the object-based approach as the one retained

and elaborated in the following.

4.1 Description of Solution Approaches

View-based Approach. Considering a particular

process model such as the CR process (cf. Fig. 9a),

a number of views could be (manually) defined

on this process. Each of them would then reflect

the information accessible for users with a partic-

ular role. Access rights over the process may be

derived implicitly from each view. Suppose the

following views are defined on the CR process

(cf. Fig. 9b):

1. View 1. High-level view on CR process,

2. View 2. View on expertise activities of CR

process, and

3. View 3. View on request activities of CR

process.

Then one basic view per role may be defined:

(‘general manager’, View 1), (‘CR manager’, View

2), and (‘engineer’, View 3). Each of the views

implicitly reflects the read access rights of the

particular role:

• A general managermay access high-level activ-

ities like initiation, expertise, eval-
uation, commenting, and so on.

• CR managers may access activities request
expertise, request evaluation, re-
quest comments, instruct realisa-
tion, and conclude CR.

• Engineers may access concrete activities re-
quest expertise and generate exper-
tise.

Object-based Approach. It consists of explicitly

defining an extensible set of access rights for

each role:

• (‘general manager’, {initiation, exper-
tise, evaluation, commenting, ap-
proval, realisation, conclusion},
Read)

• (‘CR manager’, {request expertise, re-
quest evaluation, request
comments, instruct realisation,
conclude CR}, Read)

• (‘engineer’, {request expertise, gener-
ate expertise}, Read)
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A view may then be dynamically generated for

a specific user based on the access rights asso-

ciated with the role(s) played by this user. As

an example, a view such as View 3 illustrated in

Fig. 9b would be generated for motor engineer

John Smith.

4.2 Solution Approaches: Advantages
and Drawbacks

We discuss the merits and shortcomings of these

two approaches.

View-based Approach. The most obvious advan-

tage comes from the fact that an existing concept

(e.g., View Definition Language (Bobrik 2008))

can be explicitly reused in order to reflect the

access rights over processes. Hence, there is no

need for defining a new AC language assuming

that the process-aware IS clearly supports a View

Definition Language). However, three drawbacks

can be identified:

• Costly maintenance of views: Consider a pro-

cess model P together with the views derived

from it. Suppose a modification is brought to

P: (1) the views affected by this change have

to be identified possibly among a large num-

ber of existing views; (2) the identified views

have to be adapted to reflect the change of P.

This adaptation should be done without any

failure; (3) the adapted views imply an implicit

modification over AC rights.

• Complexity of views combination: Since a user

may play more than one role (e.g.,John Smith

being a general manager as well as a motor

engineer), we must be able to combine multi-

ple views (e.g.,View 1 and View 3). The result-

ing view, automatically generated or manually

modeled out of multiple views, will be shown

to the user. On the one hand, we are facing a

combinatorial problem (i.e., the different ways

of arranging views in order to combine them).

On the other hand, conflicts may exist between

access rights reflected by the views to be com-

bined. Such conflicts, first, must be detected,

and second, be solved, probably by applying

specific conflict resolution policies (Jajodia et

al. 2001; Vimercati et al. 2005) in order to cor-

rectly derive the combined view to be shown

to the user.

• Occurrence of redundant information due to

lack of abstraction: Suppose that a specific role

R has access, among other things, to a spe-

cific activity A in all processes involving A. Us-

ing the view-based approach, this access right

would be reflected by showing A within all the

views respectively defined on the processes

containing A. This leads to redundant informa-

tion due to the definition of access rights at

the level of process models, not involving func-

tional models (cf. Sect. 2.1). The redundancy of

information is an issue not only for the view-

based approach, but for other approaches as

well, as long as the notion of abstraction is

missing (e.g., at the level of activities). How-

ever, redundancy has more impact in conjunc-

tion with the view-based approach than in con-

junction with the object-based one since for

the latter the definition of abstractions is easier

to achieve (cf. Sect. 5.3).

Object-based Approach. The main advantage of

this approach is threefold. Indeed, the drawbacks

identified for the view-based approach appear

to be advantages here. First, there is no mainte-

nance of views; the cost behind the maintenance

operation is abolished. Second, views do not have

to be combined and hence the complexity behind

this operation does not exist. Third, if it is pos-

sible to define different levels of abstractions on

objects, this will reduce redundancy when spec-

ifying access rights. The object-based approach

may be criticised for not being intuitive since AC

rights, instead of basic views, are initially defined

for each role. However when compared with the

drawbacks of the view-based approach, we vol-

untarily accept this only criticism, and select the

object-based approach in order to elaborate the

core solution for our logical AC model.

Table 2 summarises the most important criteria

that play either in favor of or against each of the
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considered approaches. As we can see, among

five criteria, three play in favor of the object-

based approach, while only one criterion plays

in favor of the view-based approach.

5 An Access Control Model

An AC model for process monitoring must allow

to restrict access to authorised users only. Sec-

tion 5.1 presents our formal framework for defin-

ing and manipulating AC rights. Section 5.2 and

Sect.5.3 discuss AC model extensions for coping

with the problem of users playing multiple roles,

and for addressing usability and maintainability

issues.

5.1 Core AC Model

The specification of an AC module at the process

monitoring level requires, first and foremost, the

definition of access rights. A first step towards

meeting Req. R1 (cf. Tab. 1) consists of defining

access rights on attributes associated with spe-

cific process aspects that we call objects.

Activities, process models or process instances

are examples of accessed objects; attributes, in-

deed, reflect fine-grained characteristics of such

objects. We first formally define the link between

an object and its associated attributes; i.e., we de-

fine function attributeSet which determines all

attributes associated with an object obj.

Definition 1 (Set of Object Attributes)

Let ObjSet be the set of objects and AttSet be the

set of attributes involved in the process monitoring

component. Then: attributeSet: ObjSet �→ AttSetP

with ∀att ∈ attributeSet(obj): att is a valid at-

tribute defined on obj.

We associate with every object involved in the

process monitoring component a set of attributes:

∀obj ∈ ObjSet: attributeSet(obj) ⊆ AttSet

Example 8. In order to illustrate Def. 1, we recon-

sider the process from Fig. 9a. For the sake of sim-

plicity, we only retain the concrete concept of ac-

tivity instead of the generalised one of object. Let

ObjSet = {request expertise, generate
expertise, request evaluation, pro-
vide evaluation, request comments,
provide comments} be a set of activities in-
volved in the CR process. Let further

AttSet = {Att1, Att2, Att3, Att4, Att5} be the set

of attributes involved in the CR process. Taking

into account Def. 1, suppose that the set of at-

tributes associated with each activity is captured

as follows:

attributeSet(req. expertise) = {Att1, Att3};

attributeSet(gen. expertise)

= {Att1, Att2, Att4, Att5};

attributeSet(req. evaluation) = {Att1, Att3};

attributeSet(prov. evaluation)

= {Att1, Att2, Att5};

attributeSet(req. comments) = {Att1, Att3};

attributeSet(prov. comments) = {Att1, Att2}.

We may think of Att1 as the activity status that

could take values from the set {NotActivated,
Activated, Running, Completed,
Skipped}. Att2 may be the starting date/time

of an activity. Att3 could be the employee black

list with possible values {Yes, No} specifying
whether this list should be taken into account (or

not) when employees are chosen to work on a

specific task (e.g.,generate expertise). If
this list is taken into account, employees on black

list may be excluded from those that may work

on the task.

Based on Def. 1, we retain two types of informa-

tion that may be checked/read: the existence and

the value of an object’s attribute. We distinguish

between two different spectra of confidentiality

defined on this information: 1) ‘Allow’/‘don’t al-

low’ to check existence of an attribute within an

object; 2) ‘Allow’/‘don’t allow’ to read the value

of an attribute within an object, or allow to read

another form of the value. From this we derive

Def. 2.

Definition 2 (Attribute Existence/Value)

Let (obj, att) (obj ∈ ObjSet, att ∈ attributeSet(obj))
denote an attribute att being associated with object
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Table 2: Comparison of the View-based and Object-based Approaches

Criteria/Approaches View-based Object-based

Ease of AC rights definition + -
Ease of AC rights maintenance - +
Ease of conflicts resolution - -
Ease of AC rights combination - +*
Redundancy-free - +

+ Criterion plays in favor of the approach
- Criterion plays against the approach
** This criterion is reduced to the ‘Ease of conflicts resolution’ criterion

obj. Then:

Existobj,att :=

⎧
⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎩

0 i f not allowed to check exist−
ence o f att within obj

1 i f allowed to check existence
o f att within obj

Valobj,att :=

⎧
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

0 i f not allowed to read value
o f att within obj

1 i f allowed to read only anoth−
er f orm o f value

2 i f allowed to read value o f
att within obj

Existobj,att determines whether or not it is al-

lowed for someone to check for the existence

of attribute att within object obj; Valobj,att, in

turn, determines whether or not it is allowed for

someone to read the value of attribute att within

object obj.

Example 9. Back to our example from Fig. 9a,

suppose role ‘engineer’ has the following access

rights on the CR process: access to activities re-
quest expertise and generate exper-
tise, access to the value of Att1 and to another

form of the value of Att2, and access to the ex-

istence of Att3 within request expertise.
Taking into account Def. 2, the AC on the ex-

istence/value of the different attributes can be

captured as follows:

Valgenerate expertise, Att1 = 2,

Valgenerate expertise, Att2 = 1,

Valrequest expertise, Att1 = 2,

Existrequest expertise, Att3 = 1

By default, we may suppose that the closed policy,

considered as a classical approach for AC (see

(Castano S., et al 1995)), applies. If not specified

otherwise:

Valobj,att = 0 and Existobj,att = 0, ∀ obj ∈ ObjSet,
att ∈ attributeSet(obj)
In this context, two classical approaches for AC

are discussed by Castano S., et al (1995): closed

policy where positive rights need to be specified

explicitly, and open policy where negative rights

need to be specified explicitly. The closed policy

approach is known to ensure better protection

than open policy. In the latter, the need for pro-

tection is not strong: by default, access is to be

granted. Intuitively, we may also suppose that a

specific operation prevails on another (cf. Fig. 10);

e.g., whenever it is allowed to read the value of

an attribute, this implies that it is also allowed

to read another form of the value, and to check

the existence of the attribute. Note that posi-

tive rights prevail on negative ones, i.e., positive

rights are on bottom of the scale in Fig. 10. This

is because of the closed policy adopted.

Example 10. Taking into account this scale, the

following set of access rights is retained in the

context of Example 9:

Valgenerate expertise, Att1 = 2,

Valgenerate expertise, Att2 = 1,

Valrequest expertise, Att1 = 2,

Existrequest expertise, Att3 = 1,
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Figure 10: Prevailment of Access Rights

Existgenerate expertise, Att4 = 0,

Existgenerate expertise, Att5 = 0,

ExistActivity, Attribute = 0,

∀ Activity ∈ ObjSet \ {request expertise,
generate expertise},

Attribute ∈ attributeSet(Activity)

Definition 3 (Attribute Value)

Let DomAttSet denote the value domain covering

all potential values of attributes from AttSet. Then:

Value: ObjSet × AttSet �→ DomAttSet ∪ {unde f }
with Value(obj, att) either being the current value

of attribute att on object obj or the value ‘undef’

if att has not been written yet or att � attribute-
Set(obj).

AC rights being clearly defined, we present now

a mechanism consisting of two functions that re-

spectively return (1) whether or not an attribute

is associated with an object, (2) the exact value

or an abstraction of the value of an attribute.

Definition 4 (Existence/Value of Attribute)

Let FunctionSet be the set of functions that can

be applied on the value of an attribute in order to

provide another form of this value. For setting the

specific function that can be applied on a specific

attribute, we define function fa: ObjSet × AttSet �→
FunctionSet ∪ {unde f } with fa(obj,att) mapping

(obj, att) to a specific function from FunctionSet or

to ‘undef’ if att � attributeSet(obj) or no function
is defined. Then:

f: ObjSet × AttSet �→ AttSet ∪ {unde f } with

f (obj, att) :=

⎧
⎪⎪⎪⎨
⎪⎪⎪⎩

att i f Existobj,att = 1
∧ att ∈ attributeSet(obj)

unde f otherwise

h: ObjSet × AttSet �→ Dom∗ with

h(obj, att) :=

⎧
⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎩

unde f i f Valobj,att = 0
f a(obj, att)(Value(obj, att))

i f Valobj,att = 1
Value(obj, att) i f Valobj,att = 2

Dom∗ = DomAttSet ∪ DomFunctionSet ∪ {unde f }
DomAttSet =

⋃
att∈AttSet Domatt

DomFunctionSet =
⋃

f ct∈FunctionSet Dom f ct

Basically, function f returns either the name of at-

tribute att within object obj or ‘undef’. Function

h, in turn, determines either the value or another

form of the value of attribute att within object

obj, or ‘undef’.

Example 11. If we go back to our example, apply-

ing Def. 4 would lead to the following existence

/ value of the different attributes:

h(generate expertise, Att1)

= Value(generate expertise, Att1)

f (generate expertise, Att1) = Att1
h(generate expertise, Att2)

= f a(generate expertise, Att2)

(Value(generate expertise, Att2))

f (generate expertise, Att2) = Att2
h(request expertise, Att1)

= Value(request expertise, Att1)

f (request expertise, Att1) = Att1
h(request expertise, Att3) = unde f
f (request expertise, Att3) = Att3
h(Activity, Attribute)

= f (Activity, Attribute) = unde f

for all other combinations of

activities and attributes
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The result of applying Def. 4 on our CR pro-

cess, taking into account specific access rights as-

signed to role ‘engineer’, is illustrated in Fig. 11.

electr. eng. 
generate Activity status = “Completed”

Starting date = “Last week”
Activity status = “Running”
Starting date = “This week”

expertise

body eng.
generate

chief eng.
generate

CR-Mgr.
request

Starting date Last weekStarting date This week

Activity status = “NotActivated”
St ti d t “N t k”( t d)generate

expertise

motor eng. 
generate

generate
expertise

request
expertise

Activity status = “Completed”
Employee black list

Activity status = “Completed”
Starting date = “Last week”

Starting date = “Nest week”(expected)

Activity status:
Completedgenerate

expertise

p y Completed
Running

Figure 11: View on CR Process Provided to Role ‘Engi-
neer’

5.2 Extended AC Model - Users Playing
Multiple Roles

In this section, we recognise and point out the

fact that a user may play more than one role

leading to inconsistencies between the AC rights

associated with each of the different roles.

a) Process P b) User-role hierarchya) Process P

A B
C

E
All

b) User role hierarchy

D
Att1
Att2
Att4

Att4
Att5

Att1
Att3Att1

r1:Manager r2:engineer

JohnBob BillAtt4
Att5

JohnBob Bill

A C E V l 1 V l 1 V l 11

b)  AC rights for roles r1 and r2

- All activities

- A, C, E
- Value of all attributes

ValA,Att1 = 1 ValA,Att2 = 1 ValA,Att4 = 1
ValA,Att5 = 1 ValE,Att1 = 1 ValE,Att3 = 1

r1

ValA Att1 = 1 ValD Att1 = 1r2
- Value of Att1 and Att3

A,Att1 D,Att1

ValE,Att1 = 1 ValE,Att3 = 1

By default, Valact,att = 0

Figure 12: Granting Access Rights to User Roles

Example 12. A user may play roles r1 = ‘man-

ager’ and r2 = ‘engineer’ (cf. Fig. 12). On the one

hand, engineers may not be given access to pri-

vate information. On the other hand, managers

may need to access private documents, and ac-

cess to such information may be given to them.

In the given context, a number of conflict resolu-

tion policies are discussed in literature (Fernan-

dez et al. 1994; Jajodia et al. 2001; Shen and Dewan

1992; Vimercati et al. 2005). None of them repre-

sents ‘the perfect solution’. Whichever policy we

take, we will always find one situation for which

it does not fit. Vimercati et al. (2005) states some

problems of the different policies in conjunction

with specific scenarios. Interestingly, conflicts

may result either from explicitly defining nega-

tive AC rights, or from applying the closed policy.

In the latter case, a simple solution approach may

be to neglect negative AC rights derived from the

used policy. Conflict resolution policies should

be applied in the former case.

Example 13. Consider Process P from Fig. 12a)

and its activities. Each of these activities is as-

sociated with a set of attributes for which AC

rights need to be defined. Figure 12c) depicts re-

spective AC rights for roles r1 = ‘manager’ and

r2 = ‘engineer’ respectively. For role r1 access to

the values of all attributes of activities A, C and

E shall be granted, while users with role r2 may

access the values of attributes Att1 and Att3 of

all activities. When applying Definition 2 we ob-

tain the AC rights as depicted on the right hand

side of Fig. 12c); a graphical illustration is given

in Fig. 13a). While Fig. 13a) only depicts positive

AC rights, Fig. 13b) implicitly adds negative ones

as well. Assume now that a user u plays both

roles r1 and r2. Then the question emerges what

rights shall be granted to u. Regarding Fig. 13b)
(with explicit positive AC rights and implicit neg-

ative AC rights), conflicts derive from the applied

closed policy. In this simple scenario, they can

be automatically handled by defining the set of

AC rights for a user having roles r1 and r2 as

the union of the two sets of positve rights (see

Fig. 13c) However, conflicts may also derive from

explicitly defining negative AC rights. As exam-

ple, consider Fig. 13d): for role r1 a positive right

to access Att2 of activity A exists, while for role

r2 a negative right diallowing access to Att2 of

activity A has been explicitly assigned. Conse-

quently, a conflict exists for users having both

roles. Then a conflict resolution policy needs

to be applied (e.g., either permissions or denials
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taking precedence). – Due to lack of space, we

abstain from further discussing this matter here

and refer to existing literature on conflict res-

olution policies instead (Fernandez et al. 1994;

Jajodia et al. 2001; Vimercati et al. 2005).

uu: John;  r1: Manager;  r2: Engineer

ValA Att1 = 1ValA Att2 = 1

r1 r2
a)

ValA Att1 = 1ValA Att2 = 1

r1 r2

ValA Att2 = 0
… …

b)

ValA,Att1 1ValA,Att2 1
ValA,Att4 = 1
ValA,Att5 = 1

ValE,Att1 = 1
ValE,Att3 = 1

ValD,Att1 = 1
ValA,Att1 1ValA,Att2 1

ValA,Att4 = 1
ValA,Att5 = 1

ValE,Att1 = 1
ValE,Att3 = 1

ValD,Att1 = 1
ValA,Att2 0

ValA,Att4 = 0
Val = 0Val = 0 ValA,Att5 = 0ValD,Att1 = 0

u

r1 r2

u
c) d)

ValA,Att1 = 1ValA,Att2 = 1
ValA,Att4 = 1
V l 1

ValE,Att1 = 1
V l 1

ValD,Att1 = 1

… …
ValA,Att1 = 1

ValA,Att4 = 1
V l 1

ValE,Att1 = 1
V l 1

ValD,Att1 = 1
ValA,Att2 = 1 ValA,Att2 = 0

… …

ValA,Att5 = 1 ValE,Att3 = 1 ValA,Att5 = 1 ValE,Att3 = 1

Figure 13: Possible Sets of Access Rights for a User with
Two Roles

5.3 Extended AC Model - Compact
Definition of AC rights

So far, we have expressed that a certain attribute

is allowed to be accessed (or not) within a certain

object, particularly a certain activity. However,

we must also be able to state within which pro-

cesses this is allowed, i.e., what is the context

of the AC to be defined. Candidates for the con-

text are the entire process monitoring component

(All), a group of process models, a particular pro-

cess model, a group of process instances related

to a particular process model, and a process in-

stance.

Example 14. The example elaborated in Sect.5.1

presents a set of AC rights defined on a specific

process model: CRM. We may think of the fol-

lowing representation:

(CRM, Valgenerate expertise, Att1 = 2) stating that

the value of Att1 from activity generate ex-
pertise is allowed to be read within process

model CRM. Suppose that AC rights are defined

on a set of process models (e.g., M1, M2, M3).

This would lead to a set of couples:

(M1, Valgenerate expertise, Att1 = 2),

(M2, Valgenerate expertise, Att1 = 2),

(M3, Valgenerate expertise, Att1 = 2).

When considering this example, we recognise the

need for abstraction at the objects’ level in order

to compact the definition of AC rights reducing

redundancy as much as possible. Therefore, one

feasible way is to organise objects hierarchically

(cf. Fig. 14): ‘All’ at the top level, ‘Group of pro-

cess models’ at the next level down, ‘Process

model’ at the level just after, etc., and to propa-

gate AC rights top-down. This allows us to meet

the AC rights usability and maintainability re-

quirement (cf. R3 in Tab. 1).

Example 15. Going back to our example, a group

of process models GM = {M1, M2, M3} would be

defined, and the set of three couples would be

reduced to the following couple:

(GM, Valgenerate expertise, Att1 = 2).

This approach would also simplify the definition

of exceptions; e.g., it would be easy to express

that no restrictions exist at all regarding accesses

within any of the defined processes except the

following: no accesses are allowed to activity ap-
prove CR within the CR process model. This

would be reduced to: (All, ValAll, All = 2) (i.e.,

access is given to everything in order to bypass

the closed policy), and (CRM, Existapprove CR, All
= 0) (i.e., access is retrieved from approve CR
within CRM).

All

Group of 
process

Group of 
process

Instantiated from
Inherited fromprocess

models
process

instances

GM = {M1 , M2 , M3}

Note: Activities and Attributes 
come down in the hierarchyCRM

Process Model Process Instance

Figure 14: Objects’ Hierarchy

6 Evaluation and Discussion
We have used the change mangagement process

introduced at the beginning of this paper in or-

der to illustrate the basic concepts of our AC
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model. We have further evaluated the Proviado

process monitoring framework and its access con-

trol model, respectively, in different case studies.

The evaluation goal was to find out how well

Proviado is suited for the monitoring of busi-

ness processes whose data are scattered over dis-

tributed, heterogeneous information systems. In

this section we focus on the evaluation of the

Proviado AC model as suggested in this paper.

As sources for our evaluation we considered pro-

cesses and process-aware information systems

from the automotive domain as well as from

healthcare. Regarding the processes from the

automotive domain, we had access to 59 process

models and could talk to process owners, process

participants and IT departments. We first looked

at electronic change management (ECM)4 and

at a supporting process-aware informations sys-

tem. Furthermore, we investigated the processes

dealing with car repair and car maintenance in

garages, product release management, and prod-

uct planning. With several hundred activities

the product planning process was certainly the

most complex one we considered. In particular,

the implementation of this process was scattered

over dozens of heterogeneous information sys-

tems and thus an integrated process monitor-

ing component was a much needed module in

this domain. As our second major data source

we analysed a process-aware clinical informa-

tion system in the field of keyhole surgery. This

system, which had been implemented using a

commercial workflow engine an to which we

had access, provided support for both administra-

tive processes (e.g, patient admission or making

appointments) and medical treatment processes

(e.g., clinical diagnostics). Overall, it comprised

17 process models with up to 25 activities.

For all considered scenarios we identified rele-

vant user roles in alignment with existing organi-

sational models. We then analysed the AC rights

the different roles shall have in respect to the

4Regarding ECM standardised process models were pub-

lished by the German Association of the Automotive Indus-

try (VDA) (VDA 2005).

monitoring of processes and related data. This

analysis was based on interviews with process

owners and process participants on the one hand,

and on a detailed analysis of the aforementioned

information systems on the other hand. Follow-

ing this, we tried to map the identified AC rights

to our AC model as best as possible. In the fol-

lowing we will discuss the lessons learned from

this.

First of all, the considered scenarios confirmed

that the only feasible way to realise access con-

trol at the desired spectrum of confidentiality

is to explicitly define the AC rights within the

process monitoring component, hence getting

rid of the burden to map access rights from the

level of the information systems involved. We ob-

served significant differences between the access

control models applied in these information sys-

tems. Besides this, we identified additional user

groups and roles respectively (e.g., clinical direc-

tors, business managers, system supervisors) that

were particularly interested in a process monitor-

ing component, but were not directly involved in

the operational processes.

When appyling the presented object-based AC

model to the process monitoring scenarios, which

we had identified in our case studies, we could

define corresponding AC rights at the desired

level of confidentiality and in a fine-grained way

where required. In particular, we succeeded in

using the described access control concepts to

define static AC rights on different kinds of ob-

jects (like single activities, activity groups, single

process instances, and so forth). Regarding the

clinical processes, we additionally had to deal

with cases in which users played multiple roles

(e.g., a clinician working in different roles for

different units in a university hospital). In most

cases, we could restrict the specification of AC

rights to positve rights and apply simple policies

for conflict resolution. A more difficult task was

to define AC rights in a compact and comprehen-

sible manner. This was particularly challenging

for large process models as in the case of product

planning. Basically, the described context-based
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approach, which allows to specify AC rights in

respect to a certain level within an objects’ hierar-

chy, helped us to avoid an inflation of AC rights.

More precisely, we applied the objects’ hierarchy

as depicted in Fig. 15 in our evaluation. Regard-

ing the product planning process we explicitly

defined additional views using the framework

sketched in Sect. 2. We then assigned AC rights

on the level of these views as well. – Overall,

Requirements R1, R2 and R3 were satisifed by

our AC approach.

All

Group of 
process

Group of 
processprocess

models
process

instances

P({M1, M2, …})

P({I I })

Process Model Process Instance

P({I1, I2, …})

Group of 
activities

Group of 
activity

instances

{M1, M2, …} {I1, I2, …}

Activity Activity instance

{Obj1, Obj2, …} {ObjI1, ObjI2, …}P({Obj1, Obj2, …})
P({ObjI1, ObjI2, …})

Activity Activity instance

Figure 15: Objects’ Hierarchy as Applied in Our Case
Studies

Our case studies also revealed a number of limi-

tations which will require further extensions of

our AC approach. First of all, at the time we

conducted our case studies, it was not possible

to specify dynamic AC rights; e.g., constraints

stating that a certain object may be only accessed

by a user with a specific role and who was in-

volved in the processing of this object before. In

this context, it was also not possible to make AC

rights dependent on the state of a process in-

stance; e.g., we could not express that a user may

only access particular objects or object attributes,

if the corresponding process instance (or relating

process instances) has reached a particular state.

Such dynamic or state-dependent AC rights were

particularly relevant for the considered processes

in electronic change management.

Another observation we made in the context of

our clinical scenarios is that it is difficult to sepa-

rate AC rights for process and application data.

Ideally, access to the application objects (and

their attributes) that are involved in the enact-

ment of a particular process, should be tightly in-

tegrated with process execution and with access

rights to the process. Only then, an integrated

and harmonised definition of the AC rights on all

aspects can be achieved. We believe that funda-

mental research on a tighter integration of object-

aware and process-aware information systems

is required in this context, rather than integrat-

ing all application objects into the monitoring

component.

Finally, our current AC model showed limita-

tions when being confronted with scenarios in

which aggregated views were used (i.e., how to

derive AC rights on abstracted visualisations) or

in which a collection of process instances needs

to be visualised in an integrated way. However,

we do not see this as fundamental limitations

for using our approach, but rather consider the

concepts needed in this context as extensions of

our approach.

7 Related Work

Similarly to the Proviado framework several other

approaches target at the provision of appropriate

process views and process visualisations for busi-

ness performers. The techniques applied in this

context include abstraction, aggregation, elim-

ination, and modularisation. Polyvyanyy et al.

(2008, 2009) enable structural aggregations of the

process logic in order to realise different lev-

els of abstraction for business process models

(e.g., by searching for meaningful process frag-

ments suitable for generalisation). Greco et al.

(2005) propose an approach to process mining

that combines process discovery strategies with

abstraction methods with the aim of producing

hierarchical views of the process that satisfac-

torily capture its behaviour at different level of

details. Therefore, at the highest level of detail,
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the mined model can support the design of exe-

cutable workflows; at lower levels of detail, the

views can be used in process execution platforms

to support monitoring and analysis. Reijers et

al. (2009) target at improved model management

based on aggregated business process models.

An extension of event-driven process chains is

proposed, which can be used to describe a set of

similar processes within one single model; i.e.,

the number of process models to be maintained

is decreased. Like Proviado all these approaches

enable abstract and aggregated views on busi-

ness processes. As opposed to Proviado, however,

none of them deals with access control issues in

connection with process monitoring and process

visualisation respectively.

The provision of adequate access control mecha-

nisms is indispensable for any information sys-

tem, and techniques like access control lists (ACL),

capability lists and role-based access control

(RBAC) have been proposed for dealing with

respective security issues. In particular, RBAC

models are widely used in existing information

systems (Sandhu et al. 1996; Strembeck and Neu-

mann 2003; Wainer et al. 2003). Regarding process-

aware information systems specific access con-

trol models have been proposed. Russell et al.

(2005) describe various possibilities for assigning

process activities to users. By contrast, permis-

sions for accessing data and functions are mostly

managed within invoked application systems. To

deal with the latter problem Wu et al. (2002) sug-

gest the concept of instance-based user groups.

Each actor gets access to all data elements of the

process instances in which he or she is involved;

i.e., permissions to access data are assigned im-

plicitly. However, such coarse-grained access to

process instance data is not always acceptable in

practice.

Wainer et al. (2003) suggest theW-RBAC access

control model, which is based on a framework

that couples an RBAC-based permission service

and a process management component with clear

separation of concerns. The permission service

is based on an expressive logic-based language

for selecting users that are authorised to perform

certain process tasks. This basic model is further

extended by incorporating exception handling

capabilities through controlled and systematic

overriding of security constraints. InWainer et

al. (2007) this security model is complemented

by DW-RBAC, which additionally enables dele-

gation and revocation of tasks in process man-

agement systems.

Over time, additional approaches for dealing in a

secure way with specific issues related to process

management were introduced. In the context of

the ADEPT project (Reichert et al. 2003), for ex-

ample,Weber et al. (2005) propose an extension

to RBAC in order to support process changes

safely. In the CEOSIS project, Rinderle-Ma and

Reichert (2007) address changes that occur in re-

spect to organisational structures. They discuss

how to support such changes and how to cor-

rectly adapt access rules when the underlying

organisational model is changed (Rinderle-Ma

and Reichert 2008, 2009).

To our best knowledge, none of the above ap-

proaches has addressed the problem of fine-

grained AC in conjunction with process data in-

tegration and process monitoring yet (Jungin-

ger et al. 2004; Muehlen 2001). This also applies

in respect to existing process performance man-

agement tools (e.g., ARIS Process Performance

Manager).

Some of the aspects retained in this paper have

already been introduced by others. The fine-

grained control was discussed by Tolone et al.

(2005) as one of the collaborative environment

factors that determine the usability of a specific

AC model. The authors argue that it is not suffi-

cient to define AC rules only for groups of users

on clusters of objects. A user might need a spe-

cific permission on an instance of an object at a

particular point in time in the collaboration ses-

sion. In Proviado, we were more explicit when

defining AC rights at a fine-grained level: 1) we

introduced the spectrum of confidentiality con-

cept that would reflect the ‘specific’ permission
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to grant or to revoke, and 2) we organise objects

hierarchically such that AC rights may be de-

fined in a compact way on the different aspects

of the process model and instances. Strembeck

and Neumann (2003) present another approach

for fine-grained AC that uses special purpose

RBAC constraints to base access control decisions

on context information. Context dependencies

are defined as dynamic RBAC constraints that

check the actual values of contextual attributes

for predefined conditions. If these conditions are

met, the respective access request can be per-

mitted. Accordingly, a conditional permission

corresponds to an RBAC permission which is

controlled by one or more context constraints.

With this approach the advantages of RBAC are

preserved on the one hand, while an additional

means for defining and enforcing fine-grained

context-dependent access control policies is pro-

vided on the other hand. Basically, such approach

would be also beneficial in the context of busi-

ness process monitoring.

Künzle and Reichert (2009) present a fine-grained

ACmodel for data-driven processes. With this ap-

proach it becomes possible to restrict permissions

to a selected set of process instances and corre-

sponding object instances respectively.

Thereby, restrictions can be defined depending

on the relationships between users and object

instances. Tolone et al. (2005), in turn, support

permissions only being valid for a specific time

space. This is an interesting point to be further

investigated in Proviado as well. In the context

of adaptive process-aware information systems,

Weber et al. (2005) propose the definition of pro-

cess type dependent AC rights . Only change

commands that are useful within a particular

context are allowed (e.g., activity vacation request

must not be inserted in a CR process). This idea

can be compared to our approach of specifying

the context of an AC right. However, both ap-

proaches focus on different aims. Weber et al.

(2005) further provides assistance for users when

performing a change, whereas in this paper, the

context notion is used for defining AC rights in

a more focused way.

Sandhu and Thomas (1997) provide a task-based

access control model that groups permissions for

accessing data and functions. Whether or not a

user may perform a particular task (e.g., process

activity) depends on the agreement of another

user at runtime. This makes it possible, for ex-

ample, to manually approve access to process

instances and their data. Similarly, a task-role

based access control model (T-RBAC) is proposed

by Oh and Park (2003). The authors classify tasks

and consider them as fundamental unit of busi-

ness work or business activity. T-RBAC deals

with each task differently according to its class,

and supports task level access control and a su-

pervision role hierarchy. As opposed to Proviado,

however, with these approaches it is not possible

to access data outside the scope of a specific task.

Finally, Botha (2002) considers permissions for

accessing data and functions in the context of an

activity as well. This concept enables authorisa-

tion for optional permissions in respect to data

and takes the progress of a process instance into

account as well. However, assignment of users

to tasks is not considered. Since all permissions

are defined at the level of object types, it is not

possible to assign different permissions for object

instances with same type.

8 Summary and Outlook

We presented the Proviado framework for pro-

cess visualisation and monitoring. In this con-

text, we first introduced the Proviado process

visualisation approach. We then identified and

discussed fundamental AC requirements. Follow-

ing this we presented two possible solution ap-

proaches – the view-based and the objects-based

approach – for major requirements, and we mo-

tivated the adavantages of the objects-based ap-

proach which we used for proposing a core AC

model for business process monitoring.

We showed in detail how to describe positive and

negative AC rights when using this AC model,
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and how prevailment of AC rights looks like in

our approach. Further we discussed how to grant

access to abstractions of object attribute values

if required. Two extensions to this model were

also presented. The first one deals with the prob-

lems that may appear when a single user plays

more than one role; the second extension intro-

duces the ‘context’ notion and discusses the com-

pact definition of AC rights taking into account

a defined objects’ hierarchy. Major requirements

were addressed using the proposed AC model

and its extensions. Finally, our evaluations have

shown that our AC model allows to specify AC

rights at the desired level of confidentiality and

in a fine-grained way if required.

However, as discussed in Sect. 6 our evaluation

also revealed additional challenges, e.g., regard-

ing the management of dynamic AC rights and

the tighter integration of process and data. We

will address the discussed challenges in future

work. In future research work will also include

the investigation of advanced issues such as the

aggregation and the definition of AC rights on

data elements and other process aspects. Fur-

thermore, in the PHILharmonic project, we are

currently targeting at a close integration between

process and data management. In this context,

we consider access to processes and related ob-

jects in an integrated way taking into account

dynamic aspects as well (e.g., the state of a pro-

cess or object instance).
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