Artifact-Centric Compliance Demonstration
for ISO 26262 Projects Using Model-Based Design

Mirko Conrad

The MathWorks GmbH
mirko.conrad@mathworks.de

Abstract: Automotive software components are frequently engineered using
Model-Based Design. For software that needs to comply with the 1S©2262
standard, OEMs and suppliers look for efficient ways to demonstrate emamli
with the software-related requirements of this functional safety standard. T
demonstrate process compliance, the objectives and requirehé8tS 26262-6
need to be mapped onto Model-Based Design approaches andtnoks Model-
Based Design projects typically use a tailored version of the ISO 26262nade
phase model for software development, this is not a straightforward task

This paper discusses an artifact-centric compliance demonstragpiproaah
intended to streamline ISO 26262 compliance documentation for software
developed using Model-Based Design with code generation. Usimglates and
distinguishing between application-specific and application-agnostipl@nce
arguments, the approach facilitates partial re-use of the conplitnaumentation
artifacts across Model-Based Design projects using the same or updaseghtbo
processes.

1 Model-Based Design for Automotive Software Components

The increasing utilization of embedded software has resulted in a stagogenplexity

that has proven difficult to manage with conventional design approaches. 8efaiss
capability to address the corresponding software complexity and productiaitenges,
Model-Based Design [HKM05, CFG05 CD06, MBD] is quickly becoming the
preferred software engineering paradigm for the development of embedftedre

components across application domains. Biraulink® modeling environment [SL,
SF] supports different technologies that comprise Model-Based Design.

With the advent of Model-Based Design, an artifact of great value along axas of

use has been introduced into the software life cycle between requireandntsde: the
model. In a typical Model-Based Design workflow, an initial executable graphical
model represents the software component under development by inchetiiment
design behavior while omitting the detailed complexity of the software implatiean

The model is then refined and augmentetbdel elaboration) till it is sufficiently
detailed to serve as the blueprint for the final implementation thrautgmatic code
generation [CFG+05]. This way, application software development is characterized by
successive refinement of models followed by code generation, compitatb linking

as shown in Fig. 1.
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Fig. 1 Model-Based Design workflow

The modeling notations offered by Simulink and Stateflow® (i.e. block-gliagy state-
transition diagrams, flow charts, truth tables, imperative code written ifiLMB ®) are
used throughout these consecutive modeling stages. Different verificatiomlédation
activities can be carried out at the model level; i.e., early in the softfesgcle before
source code becomes available.

This development paradigm exhibits certain specifics; e.g., the existenoewof
executable software engineering artifacts (i.e. models) and the partial blerfding o
different lifecycle phases.

2 Model-Based Design and ISO 26262

ISO 26262 ‘Road vehicles - Functional safetjlSO 26262], the functional safety
standard for the automotive domain, was published in 2011. ISE2ZB&Aiscusse80+
specific methods intended to increase the level of confidence in achievingiamce
with the software related requirements and recommendation of théasdariThese
methods are presented in 1&ethods tablés where they are mapped to the four
automotive safety integrity levels, ASIL Ato ASIL D

ISO 26262-6 explicitly discusses requirements and recommendations relMeddb
Based Design and code generation. Appendix B outlines the concept of basddl-
development of in-vehicle software and its implications on product develupat the
software level. However, the guidance is scattered across ISO 2662 +&eeds to be
combined and glued together. As an example, it remains open hawapo the
requirements and recommendations onto new software developmeattar{iiamely
executable models) and how to deal with the partial blending of differfectydie
phases in Model-Based Design.

As a result - prior to applying the standard in a Model-based Design tpré$e 26262
needs tailored towards Model-Based Design, i.e. to be mapped onto the specific
development artifacts, processes, and tools used during modeling, exoetatpn and
related verification activities.

To comply with ISO 26262-6, the applicant needs to demonstratedbatpplicable
requiremenis satisfied or to provide a rationale that the non-compliance is acceptable.
To facilitate this demonstration, applicants usually comml@pliance documentation

Even for traditional software development processes this is not a stagird
activity. Efficiency and effectiveness of process audits depergpropriately prepared
compliance documentation. This paper propasesrtifact-centric, template-based
compliance demonstration approachintended to streamline ISO 26262-6 compliance
documentation for software developed using Model-Based Design. The dppsoac
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illustrated by using thémodel used for production code generatias an example. The
proposed artifact centric compliance demonstration is compared with thé&otradi
approach using method-centric compliance tables.

3 Demonstrating Compliance with 1ISO 26262-6

Regardless of the compliance demonstration approach (internal audit, exterihal aud
audit by OEM), the applicant needsdocument compliance with the relevant set of
ISO 26262 requirements For software, this traditionally involves creating tailored
instances of the ‘methods tables’ that explain how each recommended method was
interpreted and applietd the project at hand

3.1 Using Tailored Methods Tables

The objectives and requirements outlined in ISO 26262-6 target the qualthe of
software engineering processé&silored software methods tablesare frequently used
to document process compliance based on the applied methods witleonthgt ofa
particular project (see Tab. 1 for an example). ISO 2@&pvides 16 methods tables
that list the techniques and measures recommended for each ASIL (oinsad and
#2 in Tab. 1). These tables are organized according to the differentusotifecycle
phases as outlined in the standaolase/method-centric compliance documentatign

In order to demonstrate 1ISO 26262-6 compliance, these tables are extgndeatew
column to document if and how a given method was interpretecappiied for the
application under consideration (cf. column #3 in Tab. 1). If a péatictighly
recommended technique or measure is not used, then a justification Isbqurtavided.

Practitioners refer to the resulting set of tailored tablesamspliance matrix. The
compliance matrixs used within the compliance demonstration process as evidence that
the requirements and objectives of the standard have been met. Tipdetedm
compliance matrix usually contains a mixture of application specific sgopdication
agnostic compliance arguments. Compliance matrices are often recreated ftwh scr
for each application.

Table 7 — Notations for software unit design

1a[Natural language [++ Used to describe behavior of application software components and
basic software

1bInformal notations |+ Not used
1b[Semi-formal ++ Used for all application software components. In particular time-based
notations block diagrams as provided by Simulink 7.5, and event-based state

machines as provided by Stateflow 7.5

1d[Formal notations |+ Only exceptionally, for application software components X and Y

Tab. 1: Example of a tailored software method table (cf. ISO 26262-& Tab

Compliance matrices structured as in the given example, have provenl helpfu
supporting the compliance demonstration process for individual, satetontained



applications. However, they are less tailored to automotive engineering organsizatio
which develop multiple, related applications following similar processes. Tlotusing
of the tables is also poorly tailored for Model-Based Design projects.

3.2 An Artifact Centric Approach for ISO 26262 Compliance Documentation

3.2.1 Artifact Centric Compliance Demonstration Tables

In Model-Based Design, core software development artifacts such agir&irand
Stateflow models evolve through multiple lifecycle phases (cf. sectiom Bddition,
more than one development team may work on the same artifact.

In order to provide optimal support for the development teams rabforier a
particular artifact, all information relevant to assess standard compliance w.r.t. this
artifact should be easily accessible through a single entry point fagivhe artifact.
Such anartifact-centric structure is not very well supported with the compliance
demonstration means presented thus far in this article.

The issue can be addressed by usingadifact centric approach for 1ISO 26262
compliance documentationcomprising the following steps:

1) All major software engineering artifacts are gathers outlined in section 1, a
typical Model-Based Design process may comprise the following core artifacts:
textual requirements, executable specification model, model usedddugtion
code generation, generated C source code, object code.

2) For each core artifact, a complete list of the associated ISO 26262-6 requirsments
added. Note that this is not necessarily ®@-1-mapping, some requirements may
belong to more than one artifact. Others may not directly apply.

The first three columns of Tab. 2 illustrate the structure of an artifacticentr
compliance table by using the model used for production code generataon as
example. For usability reasons, the table divided is into three sectmmstructive
Activities’ (i.e. software engineering activitiesjVerification and Validation
Activities’ (quality engineering / assurance activities) &wapporting Activities.

For each applicable section of ISO 26262, the requirements derived fdexthal

part of the standard are listed first. After that, the recommended methodshio
corresponding methods tables are listed. To ease discoverability of the teilkes,
related entries are prefaced with the table symboMethods from the software

methods tables are referenced as M<tab#>-<meth#>, whereas <Tab#> represents

the table number and <meth#> the method number within the table. Notes and
examples from the standard are captured usingtisgmbol, as is illustrated in the
case of clause 8.4.2.

The standard itself does not always clearly separate the requireméimestéextual
part from the recommended methods in the tables. Some aspects are botrered
the text and in the tables, others are only covered once. This resultdaim cer
redundancies within the table.
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3) The requirements and methods are mapped onto Model-Based Designgxambss
tools as they are used for the application under consideration. Some aphets
mapping information may be application independent; other parts maytaded
augmented with evidence demonstrating the fulfilment of the comdsmp
requirements. If application specific information is required, this shosildldnarly
identified in the table.

This is shown in the rightmost column of Tab. 2. The table stemwsxemplary
mapping of the constructive activities pertaining to model development. Further
information on the verification and validation activities for the model cafoted

in [CS09, Con12].

3.2.2 Using Templates to Facilitate Reuse

Organizations that run multiple software projects with similar developipertesses
and tool chains look for compliance matrices that facilitate re-use and gslodirbest
practices (cf. [CD06, Con0Q7]). Therefore it is desirable to factor out thkcaion-

independent parts and make them available for reuse by means of templates.

As a first step to avoid starting from scratch every time a new prsigats, columns 1
... 3 could be provided as templates. Changes are minimal as long as the list of artifacts
remains unchanged.

Different organizations may have different interpretations on applicable reguitgm
recommendations, and methods for a given artifact. Therefore the apphicaid get
buy-in from relevant stakeholders (incl. certification authority) fos ttst.

Column 4 also contains significant application-independent information thabean
reused across projects that share the same development processebaains. This is
appealing to larger development organizations and product lines. Under such
circumstances, the central elements of the tool chain used in function piaeatoare
usually stable for an extended period of time.

It may be worth replacing or refining the&formation in ‘Model-Based Design processes
and tools; Interpretation in this application, Evidenegth information specific to the
release of the Simulink product family [SL, SF] that is currensgdufor function
development. In other words, one should tailor and select the techniquésoéntb
apply the standard for a specific project.

Significant effort savings are expected if projects reuse those pret#taglates as
basis for their compliance demonstration process. Only project / applicgtemific

information such as references to actual work products and correspostaing

information need to be modified or included.

The proposed approach also results in ‘standardized’ compliance matrices. If an
applicant using such an approach repeatedly works with the satifieatérn authority,
the assessors will get more familiar with the information provided ower. tEfforts to
clarify issues and miscommunications can be reduced greatly. The overaliacm®
assessment effort is also reduced.
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Based on this information, each artifact that is in the scope girtiject team can be
assessed with respect to its associated requirements. Compliance witedbésenents
could be made part of the artifact’s sign-off procedure.

4 Summary and Conclusion

ISO 26262 is increasingly being used to develop high-integrity regstan the
automotive industry. The objectives and requirements of the standard tapipind-
coded software as well as to software developed using Model-Based Ddwgision
of software lifecycle phases in Model-Based Design and the important rekeadtable
models within these phases motivate a specific tailoring of the standard if apphed
scope of Model-Based Design projects.

This tailoring affects the ISO 26262 compliance demonstration processla€arrying
out traditional compliance documentation efforts; i.e., by using and émtetite I1SO
262626 software methods tables, has various disadvantages.

The proposed artifact-centric and template-based 1SO 26262 compliancesttatiam
approach in the context of Model-Based Design provides an engineering sétution
capture the requirements associated with a given software developmiaat ard to
assess their realization in a given project. The proposed structurdaeiiates a
department or company wide deployment if multiple projects standardizeeosame
processes, tool chains and versions. It also supports developersatitydmanagers in
their dayto-day work.

The approach was inspired by a similar approach for the IE&D& [IEC 61508]
standard [CF09], but had to be tailored to the specifics of ISO 26262-6.

It shall be noted, that the compliance demonstration discussed heresisffivi¢nt to
establish the overall safety of the system. It needs to be augmentecbgathments
and artifacts including a system-specific argumentation such as a ca$etysee e.g.
[RDGO7]).

Worked Example

<application specific>
<application specific>
<application specific>
<application specific>

Simulink®, Stateflow®, Embedded Coder™, Simulink® Verification and
Validation™, Simulink® Design Verifier™, PolySpace® Products for C,
IEC Certification Kit (R2011b)
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Model used for production code generation Model name: <application specific> (see: <add link/reference>

CONSTRUCTIVE ACTIVITIES

Initiation of product development
at the software level —
Requirements and
recommendations

5.4

To support the correctness of the
design and implementation, the
design guidelines for the
modelling, languages, shall
address the topics listed below
(OJOXO)

54.7

# Topics to be covered by Tab. 1 |<application specific>The guideline subset used for
modelling guidelines the project has been reviewed to address a
combination of topics applicable for the ASIL under
consideration (review log: <add link/ reference>).
Enforcement of low complexity |M1-1a |The Modeling Guidelines for High-Integrity Systems
Use of language subsets ® M1-1b |(R2011b) and the MathWorks® Automotive Advisory
: Board - Control Algorithm Modeling Guidelines Using
Enforcement of strong typing ® |M1-1c

MATLAB®, Simulink, and Stateflow® (R2011b) are

Use of defensive implementation (M1-1d  |used to address topics listed in this table.
techniques

Use of established design M1-1e

principles

Use of unambiguous graphical [M1-1f

representation

Use of style guides M1-1g

Use of naming conventions M1-1h

Software architectural design — |7.4

Requirements and

recommendations

Software unit design and 8.4

implementation — Requirements

and recommendations

The requirements of this 8.4.1 ASIL level: <application specific>

subclause shall be complied with
if the software unit is safety-
related. @

The software unit design shall be
described using the following
notations: @

8.4.2

= Notations for software unit Tab. 7 |The selected combination contains 1 highly

design recommended method for ASIL A and 2 highly
recommended methods for ASIL B-D

Natural language M7-1a  |Simulink ‘Model Info block’ or ‘DocBlock’ blocks are

used to add natural language or descriptions of a unit
design to a model.

Simulink Verification and Validation — Requirements
Management Interface (RMI) is used to link models
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representing unit designs to descriptions in Microsoft
Word, Microsoft Excel, ASCII text, or PDF files.

Informal notations M7-1b  |Not used

Semi-formal notations M7-1c  |Semi-formal notations provided by Simulink and
Stateflow are used for all application software
components.

Formal notations M7-1d  |Not used

The specification of the software (8.4.3 The model used for production code generation

units shall describe the contains the information needed by the code

functional behaviour and the generator to create the source code

internal design to the level of

detail necessary for their

implementation. ®

Design principles for software 8.4.4

unit design and implementation
at the source code level as listed
below shall be applied to achieve
the following properties:

a) correct order of execution of
subprograms and functions
within the software units, based
on the software architectural
design;

b) consistency of the interfaces
between the software units;

&= Design principles for software
unit design and implementation

Tab. 8

<application specific>The chosen combination of
methods has been reviewed to be suitable for the
ASIL under consideration (review log: <add link/
reference>).

One entry and one exit point in
subprograms and functions ®

M8-1a

Adherence can be facilitated by applying modeling
guidelines in combination with analyzing generated
code.

MAAB guideline jc_0511 provides corresponding
modeling recommendations.

Polyspace can assess compliance with MISRA—
C:2004 rule 14.7.

No dynamic objects or variables,
or else online test during their
creation @ @

M8-1b

Embedded Coder has been configured to generate C
code that does not include dynamic objects.
<application specific> (Configuration set used: <add
link/ reference>).

Initialization of variables

M8-1c

Simulink ‘IC’ blocks are used to specify the initial
condition for signals (if applicable).

The Underspecified initialization detection
diagnostic is set to Simplified to improve
consistency of simulation results for models that do
not specify initial conditions for conditional
subsystem output ports or have conditionally
executed subsystem output ports connected to S-
functions.

No multiple use of variable
names ®

M8-1d
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Avoid global variables or else M8-1e

justify their usage ®

Limited use of pointers ® M8-1f

No implicit type conversions ® [M8-1g

®

No hidden data flow or control M8-1h

flow ®

No unconditional jumps ® ® ® [M8-1i

No recursions M8-1j

VERIFICATION AND VALIDATION ACTIVITIES

Software unit design and 8.4

implementation — Requirements

and recommendations

The software unit design and 8.4.5

implementation shall be verified

in accordance with ISO 26262-8

Clause 9, and by applying the

verification methods listed below,

to demonstrate:

a) the compliance with the

hardware-software interface

specification (in accordance with

ISO 26262-5, 6.4.10);

b) the fulfilment of the software

safety requirements as allocated

to the software units (in

accordance with 7.4.9) through

traceability;

= Methods for the verification of [Tab. 9 |<application specific>The chosen combination of

software unit design and methods has been reviewed to be suitable for the

implementation ASIL under consideration (review log: <add link/
reference>).

Walk-through ® M9-1a  |Not used

Inspection ® M9-1b  |Unit design inspections are carried out based on
Web View of the model generated by Simulink
Report Generator.
Unit design inspections are supported by ISO 26262,
and MAAB checks in Model Advisor.
<application specific> The Model Advisor check
configuration<add link/ reference>) defines a set of
checks to pass as a prerequisite for entering the
model inspection.

Semi-formal verification M9-1c

Formal verification M9-1d

Control flow analysis ® ® M9-1e

Data flow analysis ® ® M9-1f

Static code analysis M9-1g
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Semantic code analysis ® M9-1h

SUPPORTING ACTIVITIES

Note: ... indicate information left out of this example for brevity or clarity purposes.

Tab. 2: Example of an artifact centric compliance demonstration table
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