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Programmers have to integrate security functionality in their programs more and more. For this
they should rely on existing cryptographic libraries, which offer their functionality through an
application programmable interface (API). The usage of these crypto APIs is often not possible
without thorough knowledge of the offered cryptographic methods. Especially this is expected from
an API. An approach for an improvement through documentation is to provide example code. This
happens equally unsatisfying. Alternative sources like StackOverflow answers provide examples,

but these are often insecure.

Our approach for an improvement, CryptoExamples [1], provides an open-source platform on
which secure and tested code examples for common usage scenarios of cryptography APIs are avail-
able, are reviewed and can be contributed. Empirical investigations from a controlled experiment
show that the examples significantly reduce security bugs in produced code. At the Crypto-Day
we not only want to present the CryptoExamples platform itself but also the corresponding, from
our view very common and easy, process (see Figure 1) for contributions via git and their review.
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Figure 1: Process visualization for contributions, their review and the structure of the platform
CryptoExamples for cryptographic code examples.
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