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Abstract: Today, cyber-physical systems face yet another challenge in addition to
the traditional constraints in energy, computing power, or memory. Shrinking semi-
conductor structure sizes and supply voltages imply that the number of errors that
manifest themselves in a system will rise significantly. Most cyber-physical systems
have to survive errors, but many systems do not have sufficient resources to correct all
errors that show up. Thus, it is important to spend the available resources on handling
errors with the most critical impact.

We propose an “unreliability” annotation for data types in C programs that indi-
cates if an error showing up in a specific variable or data structure will possibly cause
a severe problem like a program crash or might only show rather negligible effects,
e.g., a discolored pixel in video decoding. This classification of data is supported by
static analysis methods that verify if the value contained in a variable marked as un-
reliable does not end up as part of a critical operation, e.g., an array index or loop
termination condition. This classification enables several approaches to flexible error
handling. For example, a cyber-physical system designer might choose to selectively
safeguard variables marked as reliable or to employ memories with different reliability
properties to store the respective values.

1 Introduction

Ongoing advances in fabrication technology and new demands on energy conservation re-

quire the use of continually shrinking semiconductor sizes and supply voltages in proces-

sors, peripherals, and memories for cyber-physical systems. These reductions, however,

also bring along some undesirable consequences. The most dire consequence is that the

number of transient faults, caused by natural radioactive decay, cosmic particles like neu-

trons, or disturbance in supply voltages, will be increasing significantly, as predicted by

the International Technology Roadmap for Semiconductors [ITR].

The common approach to build systems tolerant to transient faults is to introduce some sort

of redundancy into a system, like additional Error Check and Correction (ECC) bits and

control logic safeguarding main memory, register, or cache contents, or Triple Modular
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