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Abstract: In the last decade, automotive systems changed from traditional mechan-
ical or mechatronical systems towards software intensive systems, because more and
more functionality has been implemented by software. Currently, this trend is still
ongoing. Due to this increased use of software, more and more data accumulates and
thus, has to be handled. Since it was no subject up to now to manage this data with
software separatly, we think that it is indispensable to establish a data management
system in automotive systems. In this paper we point out the necessity of data man-
agement, supported by exemplary scenarios, in order to overcome disadvantages of
current solutions. Further, we discuss main aspects of data management in automotive
systems and how it could be realized with respect to the very special restrictions and
requirements within such a system.

1 Introduction

An automotive system encompasses the hardware, i.e., sensors, actuators, and electronical
control units (ECU), and the several bus systems used for their connection and commu-
nication amongst each other in a modern car. Furthermore, the software implemented to
fulfill more and more functionality in a car, belongs to such a system. Especially the latter
increased rapidly in the last decade, making an automotive system a software-intensive IT
system. More precisely, it is estimated that in 2010 approximately 1 GB of software is in-
stalled in automotive systems [PBKS07]. This evolution is accompanied by an increasing
amount of data [CRTM98]. Additionally, typically mechanical components are substi-
tuted by electronical ones, e.g., considering the X-By-Wire technology or driver assistance
systems like ESP (Electronic Stability Program). All these mentioned aspects lead to a
highly complex system and in near future, the complexity is expected to increase further
due to new technologies like Car-To-Car (C2C) or Car-To-Infrastructure (C2I) [ZS07,
S. 387]. Hence, it is crucial to guarantee reliability and safety of an automotive system
while providing an efficient and flexible management of data.

In fact, the data in such a system is managed ad hoc by each ECU on its own, using in-
ternal data structures. Subsequently, problems which may occur (e.g., inconsistencies or
concurrency problems) are solved locally, using mechanisms implemented directly on the
hardware. This, in turn, not only increases the already high complexity of the overall sys-
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tem. Moreover, this approach decreases the flexibility, extensibility and maintainability
of the system. Since a change of the overall system configuration (e.g., new functionality
resulting in new or altered data) probably entails necessary changes of one ore more hard-
ware implementations, this finally leads to increasing development costs. Thus, we con-
clude that a data management system (DMS) is inevitable to ensure the flexibility needed
in automotive systems and beyond it, to decrease the development costs. Furthermore,
such a DMS may be useful to ensure the reliability and safety of the system, its users and
the respective environment.

In this paper, we introduce the idea of establishing a DMS in automotive systems and thus,
to increase the already mentioned properties, e.g., efficiency, flexibility, or maintainabil-
ity. Hence, we will discuss several motivating aspects for clarifying potential advantages
of DMS in automotive systems. Furthermore, we examine the usefulness of integrating
security mechanisms within such a DMS in order to address safety and reliability as well.
Finally, we discuss how to address the particular conditions of an automotive system, re-
garding selected data management aspects.

2 Background

In the following we give a brief overview on automotive systems and the IT security in
such systems.

2.1 Automotive Systems

An automotive system is a complex networked IT system, which is characterized by a
frequent interaction of its components, in detail, dozens of ECUs, sensors and actuators.
Each component can be seen as a self-contained embedded system, which leads to a highly
heterogeneous character of the overall system. The heterogenity is tightened, since usually
different ECUs are provided by different manufacturers. The communication between
these components takes place via bus systems, primarily over CAN, but also LIN or MoST
are used [ZS07, S. 36 ff.]. An examplary part of such an automotive system is depicted in
Figure 1.

The different sensors (Si) and actuators (Ai) are directly connected with the ECUs, which
in turn, are connected via bus systems for communication. Furthermore, the ECUs are
grouped into subbus systems according to their functionality. In our example, three sub-
bus systems are depicted, namely Comfort, Infotainment and Power Train subbus system.
The subbus systems differ slightly regarding conditions and constraints to be met. For in-
stance, the power train system has hard real time constraints and thus, the transmission rate
is higher than in other subbus systems. Apart from that, data can be exchanged between
any arbitrary ECUs, regardless what subbus system they belong to. Furthermore, the ex-
changed data can be discrete as well as continuous, whereas the differences are due to the
distribution of the data. The bus protocol distributes the continuous data in a time-triggered
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Figure 1: Exemplary Part of an Automotive System

way, i.e., the data is only valid for a certain time, while the discrete data is distributed in
an event-triggered way (i.e., if new data is available, the ECUs are notified of this fact).

Usually, a micro controller commonly used in ECUs of current automotive systems (e.g.,
in off-the-shelf cars) has only a memory of 40-50 KB on average (distributed over RAM
and EEPROM) and the computing power is less than 10 MHz. Additionally, the real time
requirements within such a system are in dimensions of some milliseconds (with an upper
limit of 10 ms), no matter which subbus system is considered. Thus, software development
(in our case a DMS) is a challenging task for automotive systems.

2.2 IT Security in Automotive Systems

The IT security in automotive systems was neglected for a long time, but becomes more
and more a focus of research due to the potential devastating consequences when it is vi-
olated. Per definition, security means reliability in terms of preserving security aspects
of information (within a system) [HKLD07]. If all requirements are met to ensure these
security aspects, namely confidentiality, integrity, availability, non-repudiability and au-
thenticity, the system can be considered to be secure. In order to achieve a secure system,
appropriate security mechanisms must be applied to the system.

An automotive system exhibits multiple opportunities for access from outside (e.g., by ex-
ploiting security vulnerabilities in wireless communication systems or by encompassing
the use of manipulated media discs) or inside the car (e.g., directly by injected malicious
code or additional devices which are physically attached either to explicit communication
interfaces or implicitly to hooked-up bus wires). Thus, it is prone to malicious attacks,
whereas the reasons can be diversified, e.g., tuning purposes or monetary interests. Ex-
amples for successful attacks can be found in [BD07, HD07, Paa08, HKD08b]. Although
these attacks differ in the underlying approach as well as the target, they all have in com-
mon, that they aim at the manipulation of data. Subsequently, the mentioned security
aspects have to be ensured for the data in automotive systems to keep the overall system
secure. This data-centered character, and the fact, that violated security aspects can have
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implications for the safety and reliability, make it worth to think about integrating security
mechanisms into a data management system.

3 Exemplary Scenarios for Data Management in Automotive Systems

In this section we introduce exemplary scenarios for automotive systems, where a data
management system is useful or even inevitable.

3.1 Uniform Data Structures

In current automotive systems, the data management is distributed as a hardware solution
over the participating ECUs. Thus, each ECU is only responsible for the local data and its
quality (e.g., consistency or availability) using internal data structures. This approach not
only increases the already high complexity and heterogeneity of such systems, moreover,
it leads to difficulties regarding the verification of the overall system. For instance, if data
is distributed over several ECUs, each of them has to validate that the data is also the
most recent one. Furthermore, the current decentralized hardware solution increases the
I/O operations. Thus, a uniform data structure throughout the system, as provided by a
data management system, is desirable, regarding an efficient data management. At first
glance, this might be questionable because the current hardware solution offers a better
performance (considering a single ECU) compared to a software solution like a DMS.
However, the advantages of uniform data structures as provided by a DMS overcome the
disadvantage of decreased performance. For instance, with uniform data structures, the
data in an automotive system can be captured global, which facilitates validation (of data)
or verification of the system. Furthermore, due to the structure, efficient data access can
be achieved (e.g., using indexes) and thus, the performance can be increased. Moreover,
uniform internal structures allows for uniform external representations of data as well.

3.2 Concurrency Control

Another reason for a DMS is the concurrency control, which ensures the integrity of the
data and thus, the reliability of the system. In current automotive system the protocol of the
bus system, mostly CAN, uses a kind of prioritization to control the (write) access rights
for the bus, known as bus arbitration [ZS07, S.23 ff.]. In detail, an ECU needs the highest
priority for a certain message (identified by a message ID) to put the data, contained in
this message, on the bus. Additionally, on each ECU certain (local) mechanims are im-
plemented to ensure that the current data is the most recent one. In Figure 2 a simplified
concurrency scenario is depicted for only two ECUs. The data x, available on the field bus,
is read by the ECUA at time ts. After manipulating the data, the ECUA writes the data
x′ at time ts+n, so that x′ is now the valid data. At the same time (or even a subsecond
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before) another ECU (ECUB) reads the ”old” data x for further usage, e.g., computation
of other data. If ECUB does not notice that the data x is out of date, the further computed
data is not valid and thus, may endanger the reliability of the system.

ECUA

ECUB

Data x

read(x, ts)
write(x', ts+n)

read(x', ts+n)
CAN bus

Figure 2: Example for Concurrent Access
of Data

However, with the expected increase of complex-
ity, due to additional electronical components or
software, this approach is not appropriate any-
more. Even today, it is difficult for a single ECU
to ensure that the current data is up to date with
its hard-coded mechanisms, since the data is scat-
tered throughout the system at more than two
ECUs, as supposed in our example.

Hence, a DMS may be useful to overcome this
crucial situation by supporting a global view
on the data. In the sense of concurrency con-
trol, transaction management (TXM) functional-

ity could be used, to implement and coordinate simultaneous data access in automotive
systems. By using respective strategies for assigning write access to ECUs, the efficiency
and the reliability could be increased compared to the approach currently used.

3.3 Access Management

As already denoted in Section 2.2, a third person (e.g., an attacker) can participate in an
automotive system by hooking up a device with the bus wire. Subsequently, the device can
”listen” to the data, i.e., an unauthorized access has been established. Additionally, this
external device can provide manipulated data as well as demand for certain data of another
ECU, which is a serious problem regarding safety and reliability of the system. Since
no solutions preventing such intrusion exist, access management functionality of a DMS
could be useful to tackle this problem. If such a management knows of all participating
ECUs (or at least the respective ones for a certain data), it can control the read and write
access to the data (or the message it is contained in) and preserve the system from contam-
ination through falsified data. Additionally, security mechanisms, e.g., digital signatures
or public key infrastructures, could be integrated to hinder the access to the data.

Of course, the current technology (e.g., CAN) does not support this approach. But future
communication technologies, e.g., C2C, C2I or any other wireless communication, provide
the respective opportunities to establish such functionality. Thus, access control should be
considered seriously as an further advantage of data management in automotive systems.

3.4 Trip Recorder for Insurance Purposes

This scenario points out which additional facilities a data management system can provide
in automotive systems. It covers a common situation in the day-to-day transportation - an
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accident. In the case that there are no witnesses involved in such an accident, it is difficult
to reproduce how the incident occured. Especially insurances are interested in the event
reconstruction, even if this is only possible in parts. Thus, the information given by certain
data could be employed for looking back at what happened exactly. Since not all data
can contribute to the clarification, only those with a high degree of information should be
considered. For instance, the data containing the speed or the steering angle provide useful
information. Furthermore, the current state of the driver assistance systems (if present) or
flags, if the light or the indicator signal was activated, are conceivable. However, if an
accident occurs, an event has to be activated inducing the DMS to write the respective data
into a protected partition of the persistent storage. After a further preparation of the data
(e.g., information retrieval), it should be accessible to reproduce the accident.

4 Aspects of Data Management in Automotive Systems

In this section, we shed some light on implementation or design aspects of an automotive
DMS. We identified three main aspects which have to be considered with care and we
discuss each of them in the following.

4.1 Central vs. Distributed vs. Hybrid DMS

The first and maybe most important aspect, is the question where to establish the DMS
within an automotive system physically. Three approaches are possible, namely central,
distributed or hybrid DMS and we discuss their pros and cons in the following.

Central DMS. A central DMS means to implement the whole software system on a
single ECU within the automotive system. Since the DMS has to communicate with all
subbus systems and their respective ECUs, the central gateway is the only place where
the central DMS can be enclosed. The major advantages of such a system are increased
maintainability and extensibility. Updates or extensions (e.g., of functionality) only have
to be provided for one piece of software which is situated at only one piece of hardware.
Furthermore, strategies for concurrency control or other mechanisms can be handeld in-
ternally since no other DMS exists in the system and thus, optimization should be easier.
Nevertheless, such a central solution comes along with significant disadvantages as well.
Firstly, it is always a bottleneck regarding availability or reliability. If the data traffic is
very high, the DMS may slow down and thus, propagation of data is delayed or even
aborted. Moreover, if the gateway exhibits a failure or is not accessible for one or more
subbus systems, this may have devastating consequences for the whole automotive sys-
tems since data is not available or out-of-date. Subsequently, the efficiency and reliability
of the automotive system is decreased by such a solution. Secondly, since an ECU (even
a gateway) has limited resources, a central DMS would not cope with the requirements of
an automotive system (e.g., hard real time, computing power) for processing the data. We
conclude, that a central DMS may be not appropriate at all for an automotive system.
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Distributed DMS. Since this approach proposes to implement only one DMS for the
whole automotive system as well, it differs from the central DMS by the fact, that the soft-
ware components of the DMS are (physically) distributed over the whole system. This can
be done by using the AUTOSAR (AUTomotive Open System ARchitecture, www.autosar.org)
standardization, which has been established for automotive systems. This standard pro-
poses a runtime environment and standardized interfaces, so that software components
can be distributed over different hardware units [H+06]. With this approach we can over-
come some of the disadvantages of the central DMS approach. First, distributing the DMS
over all ECUs tackles the bottleneck problem which occurs in case that an ECU fails. Fur-
thermore, some software components could be replicated on different ECUs (i.e., different
from the ECU which contains the original component) and in case of failure, the repli-
cated component can substitute the original one. Second, due to the distribution, we are
not limited to the resources of only one ECU, which is also a problem of the central DMS.
Beside these improvements (regarding the central DMS approach), the distributed DMS
exhibits the already mentioned advantages like maintainability or extensibility as well.
But in spite of all these advantages, even this approach comes along with some critical
disadvantages. Because of the distribution of software components, the communication
between the ECUs increases. This, in turn, leads to higher data traffic which could be crit-
ical at a certain point. Furthermore, the coordination between the particular components is
quite complex, which may be enforced in the case that one ore more components (or their
corresponding ECU respectively) fail. In summary, the distributed approach is yet more
appropriate than the central DMS approach, although there is still room for optimizations.

Hybrid DMS. The last approach we want to introduce here is some kind of mixture of
the previous two approaches. The idea is to establish one DMS for every subbus system.
By this separation, we can adjust the several DMSs to the requirements, functionality and
data traffic of the particular subbus system and thus, optimize the load balancing of the
overall system. Within such a subbus system, the DMS can be distributed over an arbi-
trary number of ECUs and thus, benefit from the advantages of the distributed approach.
Nevertheless, a single DMS has still a global view on the data of the whole automotive
system regarding concurrency control or similar. For instance, if a certain piece of data is
locked by the power train DMS, the DMS of another subbus system cannot write this data
until it is unlocked. We think, that the hybrid approach can overcome all aforementioned
disadvantages and thus, is the most appropriate solution for automotive systems.

4.2 Tailoring and Reusing Functionality

Once the decision for a certain kind of data management has been made, new problems
regarding the implementation arise. As already mentioned, current solutions suffer from
high development costs or poor maintainability. Furthermore, we have to consider the
crucial requirements and constraints of an automotive system, e.g., limited memory, com-
puting power or hard real-time requirements. To overcome these problems, the concepts
of tailoring (software) and reusing (functionality) provide efficient solutions.
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In the context of this paper, reusing functionality means that a DMS or parts of it can be
reused instead of developing it from scratch. For instance, if we implement the hybrid
DMS (cf. Section 4.1), it would be cumbersome and costly to develop the DMS for every
particular subbus system from scratch. Rather, it would be eligible to develop one DMS,
which could be adjusted to the requirements of the several subbus systems and thus, as
much functionality as possible could be reused for every DMS. This not only leads to
a noticeable decrease of development costs, but also improves the maintainability since
changes to the DMS can be made at one central point (the original DMS). In addition,
tailoring the DMS, i.e., the software contains only the functionality needed, can help to
overcome the system requirements and constraints. For instance, if the DMS of the in-
fotainment subbus system does not need SQL or index structures, this functionality is
removed from the DMS. As a result, the DMS requires less system resources (e.g., mem-
ory, power consumption) and even the communication effort may be decreased. Further
information about techniques and concepts for tailoring and reusing software can be found,
e.g., in [K+90, CE00, CN06].

4.3 Integrating IT Security Mechanisms

The third aspect we consider, covers the goals of increased safety and reliability in auto-
motive systems. A central point for achieving these goals is to ensure the security of the
systems (cf. Section 2.2). Hence, it is useful to integrate respective security mechanisms
in the data management, because this is where data are handled first, before sending or
after receiving. In Section 3.3, we already denoted how security can be integrated in the
access management in order to ensure the integrity of the data. However, for achieving
the goals, further DMS components have to be enhanced with respective security mecha-
nisms, so that a holistic protection can be provided. Thus, appropriate components have to
be identified and security mechanisms have to be adjusted so that they fit the needs of the
software as well as the requirements of the underlying automotive system. As a result, we
envision a kind of security layer within an automotive data management system.

5 Related Work

A lot of work has been done in the several fields, unified in this work. In the following we
confine ourself to mention only those which are highly related to this paper.

Automotive IT security: In the automotive domain, holistic concepts for IT security are
a very young research topic. While such concepts are absent so far, common IT security
mechanisms for protecting single components, based on encryption or digital signatures,
can already be found in today’s cars. Some examples are central locking, keyless entry
and immobiliser systems [LSS06], but also memory contents like firmware updates are
protected against unauthorised manipulations. Because such existing mechanisms are not
conceived to provide a holistic protection for the entire system, in the recent past research
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about holistic concepts has begun. For example, the application of Trusted Computing
technology in future automotive IT systems is increasingly investigated (see [BEWW07]).
There are also approaches to employ PKI infrastructure and certification of automotive
components to verify aspects like integrity and authenticity at every start of the car [BZ08].
In previous work, also the extension of such future automotive IT security concepts by
Intrusion Detection approaches [HKD08a] has been discussed.

Data management in embedded systems: Tailor-made data management for embedded
systems has been widely proposed in the recent years. First, there exist several approaches,
dealing with whole DMS as well as with certain parts of it, e.g., the storage manager, with
respect to embedded systems in general [LAS05, SRS+07, R+08]. Amongst others, they
focus on motivations for tailoring a DMS and new concepts, techniques or paradigms for
achieving the goal with a minimized effort. Second, some work on data management
for automotive systems has been done as well. For instance, Nyström et. al. discuss
a component-based approach for an efficient data management as well as general data
management issues in automotive (sub)systems [NTN+02, NTNH04]. However, neither
the former nor the latter adresses a holistic approach for data management in automotive
systems, or even integrate IT security as important (non-functional) property.

6 Conclusions

Due to the high complexity in automotive systems, an efficient management of data is in-
evitable. In this paper, we suggested to establish a DMS for such systems to overcome the
problems of current solutions. We presented different scenarios to point out the necessity
of a DMS and beyond it, we proposed the idea of integrating IT security in such a DMS.
Finally, we discussed three core aspects, which are crucial for the success of an automotive
DMS and thus, have to be considered carefully during design and implementation.
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