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Abstract: This paper examines how positioning data, radio signal characteristics and
routing information can be used to detect active attacks (such as black hole attacks) in
mobile ad hoc networks (MANETs). Various data sets are analysed and compared to
check their consistency in order to detect anomalies that might indicate attack.

Direct positioning data (such as GPS coordinates) and other sources of informa-
tion (such as radio signal strength) are taken into account from which conclusions
can be drawn about the distance between individual nodes. Expected communication
relationships derived from node localization are compared to the actual network con-
nectivity graph given by the routing tables. This comparison can detect suspicious
properties (divergent values) which could indicate an attack in progress.

We propose methods for MANET intrusion detection which allow the detection of
active attacks based on different sensor data related to node localization. The typical
state of this sensor data during normal network operation is compared to measured
results during an active attack. The underlying protocol of the analyzed MANET
is Ad hoc On-demand Distance Vector Routing (AODV) and proposed concepts are
verified using the network simulator JiST/MobNet. Simulation results show that the
proposed IDS components detect can attacks on a MANET with high probability for
various set-ups.

1 Introduction

As mobile ad hoc networks (MANETs) are created spontaneously with mobile nodes that
continuously change locations, comprehensive security cannot be guaranteed by exclu-
sively using preventive measures. Figure 1 shows an example of a black hole attack on
MANET routing. On the left a MANET with five network nodes A to F is shown with
arrows indicating all known routes to node F . A black hole attacker node (demarked
X) joins the network and falsely broadcasts the availability of short routes to all network
nodes, e.g. among others a direct connection to node F . All direct neighbour nodes of
X use this information to update their routing tables accordingly (with inaccurate infor-
mation). The resulting network topology can be seen on the right side of the figures. The
attack was successful and no network node can reach node F with exception of its direct
neighbour node E. This type of attack can have significant impact on the routing tables
of affected network nodes and leads to a significant number of inconsistencies between



network topology and node localization.
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Figure 1: Known routes to node F before and after black hole attacker node X joins the MANET

Node localization in mobile ad hoc networks is important for many applications. GPS
[HWLC04] provides a simple way to determine node positions since the required infras-
tructure is globally available and GPS receivers are available at relatively low cost; in
fact many mobile devices such as PDAs and smartphones are already shipped with an
integrated GPS receiver. Radio characteristics are directly related to node distance. Mea-
surement values of radio signal strength of a received signal are commonly provided by
wireless network cards through Received Signal Strength Indication (RSSI).

Systems for attack detection are the subject of intensive research. Consistency checks for
positioning data, radio signal characteristics and routing information could represent an
important component of a MANET intrusion detection system (IDS), therefore it needs to
be investigated in detail how these data sets can be evaluated for detecting attacks.

In the following section work related to attack detection in MANETs is described. After-
wards data sources related to node localization are examined in more detail and a math-
ematical data model is defined. Different analysis methods for consistency checks are
proposed in section 4, and then evaluated in a number of simulation set-ups. In the final
section the results of this paper are summarized and conclusions are drawn.

2 Related Work

Several attacks have been proposed for MANETs as well as various protocols that detect
and defend against each. Two of the more prominent attacks in the literature on MANET
routing are wormhole and black hole attacks. A wormhole attack [WB04] uses two co-
operating corrupted nodes of a network connected by an out-of-band channel to re-route
data traffic. The black hole attack [AHK04, ASYP04] by contrast is based on the idea
of generating/transmitting incorrect routes to attract traffic. Data packets are therefore
not forwarded to the proper recipient, but are instead “sucked in” by the attacking node,
similar to a black hole.

[LPM+05] presents a solution that utilizes a combination of location information and cryp-
tographic mechanisms to prevent a wormhole attack. Geometric random graphs induced
by the communication range constraint of the nodes are used to derive conditions for de-
tecting and defending against wormholes. Some communication range boundary limits
are assumed, however, the actual signal strength is not used to estimate node distances.
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In [WB04] a mechanism to detect wormholes, MDS-VOW, is proposed which is based
on the reconstruction of the sensors’ layout using multi-dimensional scaling and a surface
smoothing scheme. Wormholes are detected by visualizing the anomalies introduced by
the attack caused by fake connections through the wormhole. This approach also tries to
use node positions and network connectivity for plausibility checks and to detect attacks
on a global scale. The proposed system was developed for sensor networks with stationary
nodes and therefore is not directly applicable for MANETs.

[HPJ03] presents a general mechanism called packet leashes for detecting and thus de-
fending against wormhole attacks. A (geographical or temporal) leash is defined as any
information that is added to a packet designed to restrict the packets’ maximum allowed
transmission distance in order to prevent wormhole attacks. It is mentioned in the article
that geographic leashes are advantageous because they can be used in conjunction with a
radio propagation model (e.g. allowing the detection of tunnels through obstacles), how-
ever this idea is not investigated further.

[Wan06] proposes a mechanism to detect wormhole attacks utilizing node positions and
radio signal propagation time. An originator node retrieves the position of a destination
node during route discovery. Then it estimates a lower bound of hops for the route based on
radio signal propagation time and the distance to the destination and checks if the selected
route is at least as long as the estimated shortest path length. However, no evaluation of
the proposed mechanisms is presented and the applicability of signal propagation time
measurements in real networks is not discussed.

3 Data Sources

The next section defines a mathematical model M = (N, D, S, R, H) of the data sets
of the three different data sources related to node localization. The set of all nodes in
a MANET is called N , individual network nodes are denoted with upper case letters.
Based on a MANET with |N | nodes, four |N |× |N | matrices D, S, R and H are defined
which cover node distances, received radio signal strengths, route distances and next hops,
respectively.

3.1 Geographic Distances

The geographic coordinates of a network node i are denoted as (xi, yi, zi). They can
easily be determined using a GPS [HWLC04] receiver, typically integrated in many mobile
devices. The distance between two network nodes i and j can be calculated using the
following equation: dij =

!
(xi − xj)2 + (yi − yj)2 + (zi − zj)2.

Definition 3.1 The distance matrix D contains the distances between individual network
nodes determined using their GPS coordinates, where dij ∈ R, i, j = 1, . . . , |N | is the
distance from node i to node j.
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An entry dij of the distance matrix can be calculated based on the GPS data provided by
nodes i and j. The distance matrix D is symmetrical since the distance from node i to
node j is equivalent to the distance from node j to node i.

3.2 Radio Signal Characteristics

Radio signal strength is commonly accessible through RSSI. The relationship of the radio
signal strength to other parameters, e.g. node distances, can be described using different
radio propagation models such as free-space or two-ray ground model [Rap01]. Signal
strength also depends on the transmission power of the sending nodes. For simplicity, all
nodes are expected to have equal transmission power which is known by the IDS.

Definition 3.2 The radio signal matrix S contains radio signal strength measured by each
individual node, where sij ∈ R, i, j = 1, . . . , |N | is the strength of the radio signal of node
j received by node i.

Matrix values sij reflect as well the relative distance of two nodes, which (if not obstructed
by thick walls or other strong shielding obstacles) will show strong radio connection to
each other if close together and no radio signal at all if far apart. The maximum radio range
is typically a few hundred metres in MANETs. Radio signal strength constantly changes
due to node movement and is does not have to be symmetrical between two communicating
nodes, i.e. sij "= sji for i "= j.

3.3 Topology Information

In the following two additional matrices are defined to model routing information.

Definition 3.3 The route distance matrix R contains the number of hops between individ-
ual nodes. rij ∈ N, i, j = 1, . . . , |N | is the number of hops of the route from node i to
node j.

The route distance matrix R is compiled using routing information provided by the indi-
vidual network nodes. The entry rij refers to the route to node j that is known by node i
as determined by the routing protocol. For simplicity, multi-path routing protocols are not
considered.

Usually a route requires the same number of hops in both directions, based on symmetrical
connections as commonly used in MANETs. Nevertheless it is possible that the route from
node i to node j runs through a greater or lesser number of intermediate nodes than the
route from j to node i. Particularly for reactive protocols the route distance matrix R may
contain asymmetrical entries since a route from node i to node j may be known, but not a
reverse route from node i to node j: rij "= rji for i "= j.
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Definition 3.4 The next hop matrix H contains next hops of all known routes by a network
node. hij ∈ N , i, j = 1, . . . , |N | is thus the next hop neighbour node of node i regarding
the route to node j.

Using this matrix together with the route distance matrix R, complete routes between
two network nodes can be computed. The next hop matrix as well as the route distance
matrix can be extracted from routing information of the individual network nodes. This
matrix is generally asymmetrical, i.e. hij "= hji for i "= j although symmetrical entries
are not excluded. Symmetrical entries may occur for example if 2-hop neighbour nodes
communicate using a common neighbour node.

4 Analysis Methods for Consistency Checks

In this section three different attack recognition methods are based on consistency checks
of the matrices defined above. These matrices provide a very descriptive way to examine
node distances, radio signal strengths as well as routing information for detecting possible
inconsistencies. An important property of this approach is the consistent modelling of
different data sources, i.e. in all matrices at position ij the value of node i in relation to
node j is stored.

Another objective of this detection approach is to allow matrices that are not completely
filled with values to be analysed without separate treatment. More information allows a
more thorough analysis, but within a dynamic network topology a complete and always
up-to-date set of data cannot be expected.

It is assumed that the data of all nodes is available for each analysis method. In future
work this model will be extended to allow detection based on a partial view of the network
and the related properties. Within this first approach the main focus was to evaluate the
feasibility and applicability of attack detection based on node localization and the related
data sources in MANETs.

In the following sections three different analysis methods for consistency checks are pre-
sented: distance verification, connectivity examination and radio signal strength checking.

4.1 Distance Verification

This analysis method examines the relationship between node positions and radio signal
strength measurements. Generally, nodes that are located closely together can receive
radio signals from each other whereas distant nodes have no radio link.

Within a wireless network a maximum radio range can be estimated, referred to as dmax.
There is a close relationship between the length of a route and the geographical distance
of its source and destination node. Based on this information simple inconsistency checks
can be accomplished between the distance matrix D and the route distance matrix R.
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For one-hop entries in the route distance matrix (rij = 1) it is not expected that distance
of the related nodes is larger than the estimated maximum radio range (dij < dmax).

Generally the following relation can be used for normal MANET operation:

∀i, j : dij < rij · dmax. (1)

4.2 Connectivity Examination

The connectivity examination utilizes the interrelationship between radio signal character-
istics and network topology information. If two network nodes have a direct connection
to each other (route length one), they must have a direct wireless connection. On the other
hand, if two nodes have no direct connection, they do not have a radio link.

The following relationship between route distance matrix R and radio signal strength ma-
trix S should be true:

rij = 1 ⇒ sij > 0 for asymmetrical connections and
rij = 1 ⇒ sij > 0 ∧ sji > 0 for symmetrical connections, respectively. (2)

Thus it is examined whether a node i, which claims to be a direct neighbour of a node j
really possesses a direct radio link. With asymmetrical connections this examination is not
effective since the value sij as well as rij are delivered by node i and therefore can easily
be forged suitably by a potential attacker. However a missing radio signal from node i
can indicate some incorrect connectivity information by receiver node j (based on typical
symmetrical connection behaviour). Equivalently the following condition should hold in
cases of symmetrical connections: rij = 1 ⇒ rji = 1.

4.3 Radio Signal Strength Checking

This analysis method is based on consistency checks between node positions and routing
information. The strength of a received radio signal can be used to estimate the distance
to the sending node.

Let sij be the radio signal strength of node j received by node i and f(x) a function to
estimate the node distance based on the radio signal strength x (cf. [App06]).

In this example the relationship of distances of the network nodes

dij ≤ dik ≤ dil

should be equal to the relationship of the estimated distances based on measured radio
signal strength

f(sij) ≤ f(sik) ≤ f(sil).
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This dependency can be expressed more accurately using distance and radio signal matri-
ces:

f(sij) = dij ± ∆, ∆ > 0. (3)

It is hard to exactly specify the expected difference ∆ of estimated and actual distances
of two network nodes. For the attack recognition the distance ∆ = |f(sij) − dij | could
however be as measure for the likelihood of suspicion. The larger the deviation ∆ the
more likely the data of a node i is incorrect.

5 Evaluation

The proposed attack detection methods were evaluated in various simulations using the
JiST/MobNet [KBHS07] simulation environment which is based on the work of Rimon
Barr [Bar04]. Different set-ups were chosen to allow for a comprehensive analysis of the
effectiveness of the proposed mechanisms. The underlying routing protocol was Ad hoc
On-demand Distance Vector Routing (AODV) [PBRD03].

For the evaluation of the attack detection system the most common attack scenario for
MANETs, the black hole attack, was chosen. In this scenario the attacking node pretends
to know short routes to other network nodes and announces them to its neighbour nodes,
but it does not forge any positioning data or radio characteristics. Only two of the proposed
analysis methods could therefore be evaluated since the black hole attack does not affect
radio signal strength. In future work additional attacl types will be modelled and imple-
mented, e.g. wormhole attack, to allow a thorough analysis of all proposed mechanisms.

5.1 Simulation Setups

MANETs of different sizes were simulated (size referring to both the simulation area, the
number of nodes, and associated node density) and used for the evaluation (cf. [Som07]).
The impact of node mobility and the presence of several attackers in the network were also
investigated.

Table 1 shows the parameters and the values that have been used in each simulation. A
total of four test series was performed for each analysis method, where one parameter was
changed while other parameters were set to constant default values. These test series relate
to the field size, node density, node mobility and the number of attackers.

Each test series was performed 20 times to reduce statistical variance introduced by ran-
dom generators, e.g. used for node placement, node movement, and data communication.
The overall result derived is the average of individual results. Each simulation had a dura-
tion of 15 minutes (simulation time).

In the test cases related to the parameter field size, the field size as well as the number of
nodes was changed in such a way that the node density is kept on the same level for all
scenarios. An average number of 7 to 8 neighbours was chosen for each set-up to obtain
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Parameter Description Values
Field size Size of the simulation

area
300m×300m,
600m×600m,
900m×900m∗,
1200m×1200m,
1500m×1500m

Number of nodes Number of benign nodes
in the simulation

4, 16, 36∗, 64, 100

Mobility Velocity of the nodes no node movement,
0 to 1 m/s (≈ 1.8 km

h ),
1 to 2 m/s (≈ 5.4 km

h )∗,
3 to 4 m/s (≈ 12.6 km

h ),
9 bis 10 m/s (≈ 34.2 km

h )
Number of attackers Number of black hole at-

tackers
1∗, 2, 3, 5, 10

Table 1: Parameters for the different simulation set-ups (∗ indicates the default value)

a network with little fragmentation where multi-hop routing is possible and necessary.
The calculations are based on the default radio range of 250 meters of the JiST/MobNet
simulator.

For the evaluation of the influence of the node density on the performance of the IDS, the
parameter size remained unchanged at the standard value of 900m × 900m and only the
number of nodes was changed. All test series were carried out with and without attacker
to investigate the frequency of wrongly reported suspicions (false-positives) in different
setups.

5.2 Simulation Results

Each analysis method creates a warning when consistency checks indicate an anomaly.
A warning refers to a (weak) suspicion that there might be an attack going on. For each
analysis method the number of warnings during normal network operation and alterna-
tively during an attack is compared to verify that the method can be used as a significant
indicator for an attack.

All analysis methods wrongly report warnings even during normal network operation due
to node mobility and the related dynamic changes of node positions and network topology.
However, in case of an active attack the level of warnings should significantly rise to allow
effective intrusion detection. The gap between normal network operation and attack is the
indicator which can be used for attack detection.
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5.2.1 Distance verification

The results of the distance verification are shown in figure 2 have two major characteristics.
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Figure 2: Relative frequency of warnings per node and analysis process of the distance verification
in different scenarios

For all test series the number of warnings in a scenario without an attacker is on average
lower than in the same scenario with an attacker. This shows the influence of attacks on
routing caused by incorrect routing information in relation to the actual distances between
nodes. In figure 2(b) one can observe that with increasing node density the number of
warnings with an attacker approaches the number of warnings without attacker. There-
fore in very dense networks distance verification no longer supplies good evidence for an
attack.

For the same number of nodes on a larger area the difference in the number of warnings
increases significantly (see figure 2(a)). This reflects the fact that if the same number of
nodes is located closer together within a relatively small area then an increased number of
communication partners have a direct connection to each other. In this case routes between
nodes are shorter and therefore a black hole attack can be more effective with far-distant
routes. In contrast distance verification is very useful within networks with a small number
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of nodes, in which almost every route or route request is significantly influenced by the
attacker (see figure 2(a)).

The second conclusion derived from the test results is the large variance of simulation
results, as indicated in all charts by the vertical bars. Comparing the fluctuations with
the results of other analytical methods, the differences become obvious. This behaviour
depends on the dynamic, but inaccurate determination of the maximum radio range. The
location and connectivity of node relationship is less dependent on the scenario but rather
on the position and the mobility patterns of nodes. Therefore, the fluctuations in the num-
ber of warnings that was encountered in all test series is particularly evident in the static
network scenario without any node movements (see figure 2(c)).

The scale of the y axis in all figures of the test series with multiple attackers (see fig-
ure 2(d))was adapted due to the large number of warnings. The number of warnings in
a network without attacker is always shown as reference value for comparison. It can be
clearly seen that an increasing number of attackers causes a significantly higher number of
warnings.

5.2.2 Connectivity examination

The connectivity examination shows similar behaviour to the distance examination within
small networks: the difference between the scenarios with and without attackers is sig-
nificant (see figure 3(a)), since each node is directly affected by an attack. In the other
scenarios the difference is smaller, but still significant. Similarly to the distance verifi-
cation test, this analysis method shows a strong increase in the number of warnings for
attackers with multiple attackers (see figure 3(d)).

The results for the test series regarding node density and mobility is similar to the distance
verification. While with increasing mobility the number of warnings is increasing, the
number of warnings per node decreases with increasing node density (see figure 3(b) and
3(c)). The difference between scenarios with and without an attacker is consistent and
comparable in both test series. The increase in warnings with increasing node velocity
originates from the continuous changes in network topology as previously known routes
break down and new connections between nodes are established.

The decline of the number of warnings for denser networks is due to the increasing ratio
of the total number of network nodes compared to the number of actually communicat-
ing nodes. In simulation setups with many nodes, the ratio of nodes that are involved
in data communication is on average lower (presuming the same overall traffic load) and
therefore the number of known routes between nodes decreases. Similarly less routing
information is available for analysis and the relative frequency of warnings per node there-
fore decreases. This aspect also needs to be considered in the evaluation of the test series
regarding field size, as with increasing field size the number of nodes in the network also
increases (see table 1).
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Figure 3: Relative frequency of warnings per node and analysis process of the connectivity exami-
nation in different scenarios

6 Conclusion

This work proposes and evaluates an approach for attack detection in MANETs which
exploits interdependencies of positioning data, radio signal characteristics and topology
information to detect active attacks. A data model for all three data sets was defined and
three different analysis methods were developed which allow to detect significant changes
during a black hole attack which contrast normal network operation. This served as the
basis for the development of a localization based intrusion detection system for MANETs.
The core of this work consists of three analysis models for consistency checks that were
evaluated with respect to their accuracy and applicability for attack detection. These
proposed models were then implemented and verified using the simulation environment
JiST/MobNet within different MANET scenarios.

Simulation test series provided results that were investigated in detail as to how different
parameters influence network traffic and attack detection. The results show that there is
a significant difference in the number of warnings that the individual analysis methods
report in networks with and without attackers. Depending on the analysis method and
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network parameters, there are variations in the number of warnings reported. In each
case however, the analysis always shows a clear difference for MANETs during normal
operation compared to during an attack. This proves that the evaluation of data that is
directly or indirectly related to node localization and underlying network topology is a
powerful approach for the detection of active attacks on MANETs.
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