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Abstract: Driven by increasing connectivity, complexity, and distribution of 
functions in vehicles, automotive security is steadily gaining attention. While in 
other domains there is a harmonized notion on security requirements and there are 
even broad information security management standards, in the automotive domain 
there is so far no common structured approach to achieve system security. At the 
same time, the automotive domain shows some special properties that differentiate 
it from other domains and prevent direct application of available approaches. 

In this work, we take a step towards an automotive information security 
framework. We provide an overview of existing system security and security 
development standards from related domains and provide motivation for 
harmonization on one hand and a sector-specific standard on the other. We outline 
core ideas and elements of a possible framework for automotive security 
engineering, illustrate them with examples, and put them in context with existing 
related information security standards. 

1  Introduction 

In modern cars, we observe a trend towards growing interconnectivity of embedded 
systems, along with integration of mobile devices and new interfaces to external systems 
and the Internet. The paradigm of private networks in the car is no longer valid. 
Formerly isolated islands become part of an interconnected and open automotive system, 
bringing advantages for functionality, comfort and cost. 

However, growing interconnectivity comes with new implications on the dependability 
of automotive electric/electronic (E/E) systems. This has already been addressed for 
functional safety – i.e. absence of unreasonable risks (for health and life) with a focus on 
risks caused by random hardware failures and systematic failures; functional safety is an 
established discipline in automotive engineering. It is a comparably new insight that also 
(information) security – i.e. the quality of being robust against intentional manipulation 
by a Human adversary - is a necessary precondition for a dependable system and has to 
be addressed in the engineering approach for automotive systems.  



On the one hand, we see a growing attack surface due to an increasing number of 
interfaces and a growing interconnectivity of functions on automotive ECUs. On the 
other hand, we see practically demonstrated attacks on automotive systems 
[CMK11,KCR10,HKD08]. For these reasons, automotive security, i.e. information 
security in automotive E/E systems, is gaining attention in recent years. 

Looking for available guidelines, we find a number of information security standards, 
e.g. ISO 27001 [ISO13], the German IT-Grundschutz [BSI08], and Common Criteria 
[CC12]. But how do these standards help us to anchor security in automotive product 
development processes? In fact, we claim that application of general standards requires 
tailoring them to the specific needs of the automotive domain. Moreover, we see a need 
for an industry-defined sector-specific automotive security standard. There are other 
domains, for which adapted security frameworks are proposed or on the way, e.g. IEC 
62443 for industrial automation [IEC] or adaptations for railway systems 
[BBM12,Br14]. For the automotive domain, no tailored and accepted security 
framework exists.  

In this work, we address the question for an automotive-specific information security 
standard with the following goals: 

 extend current automotive quality systems to include security and anchor 
security in automotive product development processes to ensure security of 
automotive systems, 

 provide opportunity to identify and manage risks to information and systems 
assets in automotive products,  

 achieve confidence and assurance between business partners, and allow an 
independent review and assurance on information security practices in 
automotive products.  

Our scope is information security in automotive E/E systems. Cross-relations, in this 
context, between functional safety and security are a complex topic currently under 
investigation, e.g. see [GGH15], and are beyond the scope of this contribution. 

In this paper, we propose a standard framework for automotive security, combining 
elements of existing IT security standard frameworks and demonstrating how to apply 
them in the automotive context. We continue and extend proposals made in 
[GW14,GGP14]. 

 

 



2  Normative Background 

In this section, we provide an overview on existing information security and automotive 
standards that are referenced in the remainder of this work. 

 ISO/IEC 27000 family, growing family of information security standards. At 
its core, the ISO 27001 standard [ISO13] specifies an information security 
management system to bring information security under management control. 
The standard focuses on classical IT systems and on information management 
in organizations. 

 IT Grundschutz is issued by the German Federal Office for Information 
Security Technology (“Bundesamt für Sicherheit in der Informationstechnik”, 
BSI) in four main parts (BSI Standards 100-1 to -4) with auxiliary online 
documentation (“IT-Grundschutz-Kataloge”), see [BSI08] as starting point. It 
has the goal to standardize the identification and implementation of security 
measures for corporate IT systems, i.e. focus is information management in 
organizations. 

 ISO 15408/Common Criteria, coming in three parts, see [CC12] as starting 
point. The Common Criteria for Information Technology Security Evaluation 
form an international standard framework  for computer security certification. 
The focus of Common Criteria is on assurance, i.e. assurance to be compliant 
with a claimed security target. As an element to enable harmonization of 
security across product classes, Common Criteria features Protection Profiles. 

 ISA99/IEC 62443 family. IEC 62443 is a family of standards (in development, 
with 11 planned parts), see [IEC] as starting point, providing procedures for 
implementing secure Industrial Automation and Control Systems (IACS). For a 
closer look on this standard family see Section 3. 

In summary, we see that there already exists a number of IT security standards. 
However, the generic ones focus on (corporate) IT systems (ISO 27000, IT Grundschutz) 
or assurance (Common Criteria). There are first examples of sector-specific information 
security standards in development, e.g. IEC 62443 and adaptations to railway systems 
[BBM12,Br14]. A comparable automotive-specific framework does, so far, not exist.  

In the area of functional safety, we have seen how a domain-specific standard was 
introduced to address particular requirements of the automotive sector.  

 ISO 26262 [ISO11] defines functional safety for automotive equipment 
applicable throughout the lifecycle of all automotive electronic and electrical 
safety-related systems. The ISO 26262 standard for automotive systems was 
inspired by the more generic functional safety standard IEC 61508. 

We propose to learn from existing standards to shape an industry-defined sector-specific 
automotive security standard. 

http://en.wikipedia.org/wiki/International_standard
http://en.wikipedia.org/wiki/Computer_security


3  Overview on IEC 62443 Standard 

We identify the IEC 62443 series to be of particular interest, as it provides a good 
example for the development of a domain-specific security framework. This section 
provides an overview on elements of this standard family that will be referred to later-
on. We particularly focus on the use of security levels in IEC 62443 [IEC13]. 

According to IEC 62443, the scope of detailed technical and program requirements shall 
be derived from a small set of “foundational requirements”. More concretely, IEC 62443 
specifies seven foundational requirements:  

 identification and authentication control,  
 use control, 
 system integrity, 
 data confidentiality 
 restricted data flow, 
 timely response to events, and 
 resource availability. 

 
For a given product, the security objectives of this product are characterized by 
attributing a security level for each foundational requirement. In this way, a product is 
characterized by a security level vector, with one security level (SL) assigned to each 
foundational requirement. SLs are assigned according to attacker capability and 
motivation, which a product is expected to be robust against, as follows:   

 SL1: casual or unintended, 
 SL2: simple means, i.e. low resources, generic skills and low motivation, 
 SL3: moderate means, i.e. moderate resources, moderate motivation, 
 SL4: sophisticated means, i.e. extended resources and high motivation.  

IEC 62443 introduces a useful distinction between different viewpoints on security 
levels. A system integrator derives, based on a risk analysis for his overall system, a 
target security level for a particular component. The supplier develops and produces 
components offering a capability security level. Integrated into the overall system, 
depending on its configuration, the components realize an  achieved security level. 

IEC 62443-3-3 provides a catalogue of security controls, organized by foundational 
requirements and security levels. This catalogue provides a domain-specific, minimum 
set of requirements to reach progressively more stringent security levels. It includes 
system requirements, describing the security measures required to reach a security level 
for a foundational requirement. 



4  Automotive Systems 

In Figure 1, we present an illustration of future architecture of the E/E system in a 
modern car. 

 

Figure 1: Exemplified architecture of an automotive E/E network. 

 

In the following, we identify several characteristics of automotive systems in order to 
point out differences to classical IT systems. 

 Highly distributed: Automotive systems are highly distributed systems with up 
to 100 single electronic control units (ECUs), connected via a number of 
different established automotive-specific bus systems. 

 Constrained devices: Many components in the system have resource 
limitations, e.g. regarding storage and performance. 

 Real-time and architecture: Timing is critical for many automotive systems, 
ECUs are often tailored to specific hardware.  

 Safety relevance: Often components are part of safety relevant control systems 
and have real time requirements and high impact on passenger safety.    

 Untrusted environment: The systems are in the field and not in a controlled 
and trusted environment, adversaries do potentially have physical access. 

 Constrained patchability: Deployed systems are in the field without 
possibility to enforce software patches, and we observe long release times for 
safety-relevant software due to extensive testing requirements. 

 Longevity: Automotive systems are expected to work reliably and with only 
sporadic surveillance and maintenance for up to 20 years in the field. 



For embedded systems as they are used in the automotive domain, we see, on the one 
hand, specific threats not present for classical IT servers, e.g. adversaries with physical 
access to devices. On the other hand, we observe specific resource constraints, which 
have to be considered in the choice of security controls.  

In the following, our target object here are “products” which may be single ECUs (e.g. 
engine control units) in the system but also functions involving several components in 
the system (e.g. adaptive cruise control). 

5  Information Security Approach for the Automotive Domain 

Security processes can be applied in a company-specific way, anchoring security in the 
company’s product development processes. Execution of these processes is a product-
specific activity. For example, security requirements are derived for the specific product, 
it is decided for this specific product how they are implemented and tested. But how do 
we ensure that all products of one product class come with a comparable level of 
security? How do we ensure an industry-wide harmonization on expected security 
functions? How do we ensure a common understanding between system integrators and 
suppliers?  

In this section, we present elements forming a framework for automotive security 
(illustrated in Figure 2). We propose security profiles as key elements to provide 
harmonization of an industry-wide security framework. 

 

Figure 2: Illustration of the proposed security framework. 



In the following, we, first, outline the scope of a security engineering process as the basis 
for a security framework. We, then, present 

 Security Profiles  

as an anchorpoint  to allow harmonization – within a company, between business 
partners, as well as industry-wide - of security requirements, along with dependent 
framework elements, namely 

 System Requirements Catalogue(s) for the automotive domain, 
 Process Requirements Catalogue, 
 Assurance Methodology. 

Notably, we only identify these elements as ones suitable for an automotive security 
framework, outlining their scope and providing examples, but do, in this work, not 
provide the content of these documents. 

Security Engineering Process 

A Security Engineering Process defines (mandatory and recommended) activities for 
information security risk management in each phase of the product development cycle. 
To provide a concrete example for different phases to consider, we refer here to phases 
of the Microsoft Security Development Lifecycle: Training, Requirements, Design, 
Implementation, Verification, Release, Response. 

As example activities of a Security Engineering Process, we highlight the derivation of 
security requirements for a product. This is done by, first, identifing and analyzing the 
information security risks of a product, and, second, to define appropriate security 
controls, in the Requirements and Design Phases of product development: 

 Risk Analysis. For identifying information security risks, we consider who 
(attackers) could introduce a fault under which circumstances (vulnerabilities), 
why, how and when he would do it (attacker goals and attack) and what and 
whom this would affect (assets and security stakeholders). If there is an 
attacker, who might exploit a given vulnerability to carry out a certain attack 
against a certain asset that is of value for a stakeholder, this combination of 
attacker, vulnerability, attack and asset is called a threat.  

From identified threats, we arrive at risks by assessing the threat. Herein, a risk 
is typically determined by two factors, namely Impact caused by realization of a 
misuse case, and Likelihood by which a misuse case is realized. A concrete 
rating scheme is omitted here. Risks may be accepted, mitigated or prevented, 
or delegated. Result of a Risk Analysis is a set of information security risks 
which are to be addressed by the product. 

 Security Concept. A Security Concept specifies, on a design level, security 
controls by which risks are to be mitigated or prevented in the product. A 



Security Concept may be developed and refined over different levels of 
abstraction.  

Comparable elements of security programs, e.g. risk analysis methodologies, are 
provided by ISO 27005, IT Grundschutz, and IEC 62443. 

In the following, we present extensions to a Security Engineering Process, with the goal 
of harmonization and standardization. 

Security Profiles 

A Security Profile states, in a compact way, the security goals for a product class or a 
given collection of systems. It specifies high-level security requirements for a product. 
We propose to specify Security Profiles by combining ideas from several of the 
presented standards. 

First, we follow the idea of using Security Levels (as used in IEC 62443 and IT 
Grundschutz), to classify the risk (or “protection need” in IT Grundschutz language) of a 
product, component or function. Security Levels are taken from a defined set, we assume 
four levels for illustrational purposes. (It will be outlined in the following how to obtain 
a Security Level for a product.) 

Second, we follow the idea of using Security Level Vectors (as used in IEC 62443) by 
determining a  Security Level for each of a set of “foundational requirements”. 
“Foundational requirements” are used here in the same way as they were introduced in 
Section 3. Foundational requirements are a small set of basic security requirements or 
“security goals”, respectively. IEC 62443-1-1 [IEC] introduces a set of seven 
foundational requirements (see Section 3). We propose to adapt the set of foundational 
requirements for the automotive domain. As an example, we propose, for automotive 
systems, an illustrative set of foundational requirements presented in Table 1. A small 
example of a Security Level Vector is shown in Figure 3. An overall Security Level for 
the product may, then, be derived by taking the maximum over the entries of a Security 
Level Vector.  

Third, we use the idea of determining a Security Level Vector for each misuse case (in 
analogy to a Hazard&Risk Analysis according to ISO 26262), and determining the 
entries of the Security Level Vector by rating risk levels for each foundational 
requirement.  

To clarify terminology here, “misuse cases” describe negative use cases. The negative 
scenario is not desired by the stakeholders but by a hostile adversary - using a system to 
one’s advantage. For automotive ECUs, a typical misuse cases may be “an external 
adversary endangers car safety”.  

For each misuse case, a risk level is determined for each foundational requirement. Each 
entry expresses the risk imposed by the misuse case on the foundational requirement. A 
Security Level Vector for the product is, then, obtained by maximizing over all misuse 



cases, for an illustration see Figure 4. Risks levels are derived based on two factors, 
namely impact and likelihood (see Risk Analysis section). As this rating is already part 
of a Risk Analysis, a Security Profile can be directly derived from a Risk Analysis done 
for a particular product or system. 

A Security Profile is complemented by a specification of its target and scope. In 
summary, a Security Profile provides a compact specification of the security goals of a 
product, with different levels of abstraction: A Security Level for a quick overall 
assessment, a Security Level Vector for an assessment refined to foundational re-
quirements, and a more detailed risk analysis on the level of misuse cases. We argue that 
each of these abstraction levels is of use in certain circumstances. For example, decisions 
on process activities (e.g. testing depth) may be based on the Security Level alone. 
Decisions on system security requirements, however, may apply to certain assets only. 
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Firmware 
Integrity 

Firmware integrity is the property of safeguarding the 
accuracy and completeness of the firmware stored on 
devices. Integrity refers to trustworthiness of data or 
resources, and is normally phrased in terms of preventing 
improper or unauthorized change. It includes data integrity 
and origin integrity. Data integrity refers to the correctness 
and trustworthiness of data or content of information. 
Origin integrity refers to the integrity of source of data 
(often called authenticity), i.e. that data are original as 
generated by an authorized source or author.  

Communication 
Integrity 

Communication integrity is the property of safeguarding the 
accuracy and completeness of data in transit. It includes 
data integrity and origin integrity but also freshness, i.e. a 
protection against replay of recorded data. 

 … 
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Data 
Confidentiality 

Data confidentiality is the property that information is not 
made available or disclosed to unauthorized individuals, 
entities or processes. This may also include privacy aspects. 
Here, data confidentiality is understood to apply to data 
processed by the product. 

IP Protection IP Protection (IP=intellectual property) refers to data being 
protected against unauthorized copying. Here, IP protection 
is understood to apply to software/firmware of the product.  

 … 

Availability Availability refers to being accessible and usable upon 
demand by an authorized entity. 

Table 1: Example for foundational requirements suited to automotive systems. 



 

 

Figure 3: Example for a Security Level Vector of a safety-relevant automotive ECU. 

 

 

Figure 4: Illustration on the derivation of Security Level Vectors from a Risk Analysis.   

 

The advantages of Security Profiles are as follows: 

 They provide a compact representation of the security goals (a “security 
problem definition” in the Common Criteria language) of a product. In this 
way, they help to establish a common understanding – within a company, 
between business partners, or even within an industry. 

 They capture the risk associated with a component. Their definition is a step 
towards an economic way of dealing with security. They help to, then, scale 
security controls and security-related process activities in accordance to the 
identified risks, i.e. to spend most effort where the highest risks are. 



 Security Profiles may be agreed on and standardized for certain product classes. 
A standardized security profile saves a detailed risk analysis for every new 
product instance. It provides an accepted standard on security properties of a 
product. 

Security Profiles as introduced here relate to elements of existing standards in the 
following ways: 

 The Security Profile follows the idea of Security Level Vectors as they are used 
in the IEC 62443 standard. 

 IT Grundschutz [BSI08] includes a concept related to Security Levels as 
follows. An application is assessed by rating, for each use application use case, 
a security level (here called “protection need level”) for the security goals 
confidentiality, integrity and availability. 

 Formulating the Security Profiles on the level of misuse cases follows the 
approach used by the ISO 26262 standard. There, a Harzard&Risk Analysis is 
done on the level of hazards, to rate risks and to analyze safety goals associated 
with a product. Safety goals are captured by one of four “Automotive Safety 
Integrity Levels”. 

 A standardized Security Profile serves a similar purpose as a Protection Profile 
according to Common Criteria. However, the focus of Common Criteria lies on 
assurance. It does not specifies a requested Evaluation Assurance Level (EAL), 
indicating the depth and rigor of an security evaluation.  

System Security Requirements Catalogue 

The goal of the Security Requirements Catalogue is to define a domain-specific, 
minimum set of requirements to reach increasingly more stringent security levels. They 
are detailed system requirements, describing required security measures, associated with 
the foundational requirements. For an example see Table 2. 

The System Security Requirements Catalogue specifies abstract functional requirements. 
It does not make a security concept obsolete. It formulates minimum requirements to be 
then detailed out by a Security Concept, potentially complemented by additional 
requirements. The catalogue’s requirements form a frame for the Security Concept 
which, then, describes how these requirements are to be met in the specific product. The 
System Security Requirements Catalogue ensures that proven and standardized measures 
are taken based on a specific Security Profile. In this way, it ensures a minimum 
standard for a security concept and provides a standard set of security requirements to be 
implemented according to the state-of-the-art. Thus, it ensures a common understanding 
what is to be done when a specific Security Profile is agreed between two partners. 

Notably, requirements in the catalogue have to be effective, practicable as well as 
economically feasible. For this reason, the catalogue is domain-specific and catalogues 



for other domains are not directly transferable. Naturally, the System Security 
Requirements Catalogue has to be updated according to the state-of-the-art. In this way, 
it ensures a continuous improvement process and a progression of the state-of-art beyond 
system and company barriers. 

It remains an open question to pose a System Security Requirements Catalogue for the 
automotive domain, for a case study see [GGP14]. 

 

Level Measure Requirement 

0 None None 

1 Basic Protection The system shall authenticate firmware by mechanisms 
which protect against casual or coincidental modification. 
The system shall grant access to internal data over all 
openly (from outside the device body) accessible interfaces 
only after successful authentication. 
… 

2 Secure 
Reprogramming 

The system shall provide the capability to accept only 
firmware updates with digital signatures.  

Remote Access 
Authentication 

The system shall allow access over remote interfaces only 
after successful authentication with cryptographic 
mechanisms. 

… 

3 Local Access 
Authentication 

The system shall grant write access over local or vehicle-
internal interfaces only after successful authentication with 
cryptographic mechanisms. 

… 

4 Secure Boot The system shall provide the capability to support 
verification of code, including the code implementing the 
software reprogramming function, on startup of the system. 
The verification shall be anchored in hardware. 

Physical Access 
Authentication 

The system shall grant write access over all interfaces only 
after successful authentication with cryptographic 
mechanisms. This does include also interfaces accessible 
after opening the device body. 

… 

Table 2: Illustrative example for system security requirements, here for System Integrity, details 
see [GGP14]. System security requirements are accumulative for increasing levels, i.e. system 

requirements for a level also include requirements for preceding levels. 



System Security Requirements as presented relate to elements of existing standards in 
the following ways: 

 The System Security Requirements Catalogue directly follows the idea of the 
one proposed in IEC 62443-3-3. Requirements posed there are targeted towards 
industrial automation and control systems, however. A targeted catalogue for 
automotive systems is needed. 

 System Security Requirements can be compared to the information security 
controls presented by the ISO 27002 standard and the “Maßnahmenkatalog” in 
IT Grundschutz. The security controls presented there, however, are focused to 
IT systems. 

 System Security Requirements can be compared to the list of Security 
Functional Requirements (SFRs) which are defined in the Common Criteria 
standard.  SFRs, however, are generic and not domain-specific. As one 
particular useful feature, the Common Criteria list of  SFRs identifies 
dependencies between the requirements, i.e. where the correct operation of one 
function is dependent on another, e.g. the ability to limit access according to 
roles requires the ability to identify individual roles. 

Process Requirements Catalogue 

A Process Requirements Catalogue derives, from a security level, the process variant 
which is used to develop a product. The Process Requirements Catalogue specifies, in 
dependence on the security level of a product, the selection of mandatory security-
related process activities. For example, this includes extent of documentation and 
control, testing scope and depth, and the extent of security monitoring required when 
products are in the field. An illustrative example is provided in Table 3. 

As advantage, a Process Requirements Catalogue ensures a common understanding on 
process elements expected for products of a certain security criticality. Selection of 
process activities is not done arbitrarily. Instead, depending on the risk of a component 
captured by a Security Profile, a project manager derives required process measures 
from the Process Requirements Catalogue, following a transparent set of rules.  

We pose it as an open question to standardize a Process Requirements Catalogue for the 
automotive domain. 

Similar as a Process Requirements Catalogue, the ISO 26262 standard specifies process 
requirements depending on the attributed ASIL classification.  

Assurance Methodology 

Evaluation and certification serves to validate claims made about the target, providing 
assurance to a customer that claimed security goals are met. 



Table 3: Illustrative example for Process Requirements Catalogue, with process requirements for 
different lifecycle phases, depending on security levels. Process requirements are accumulative for 

increasing levels, i.e. process requirements for a level also include requirements for preceding 
levels. 

 

Common Criteria provides a detailed and established framework for security evaluation 
and certification. Due to efforts involved to reach a certification for meaningful levels of 
confidence, until today, the Common Criteria approach is mainly employed for high-
security applications, e.g. smart cards. Downstripping the Common Criteria idea for the 
automotive context is also the idea in [KAS13], presenting Trust Assurance Levels 
(TAL) and a certification framework to attest and certify the trustworthiness of a 
communication partner in vehicle-to-vehicle or vehicle-to-infrastructure communication. 

We propose to develop a dedicated Assurance Methodology for the automotive context, 
following the ideas of Common Criteria and IEC 62443, but considering particularities 
of automotive development processes and supply chains, and respecting practicality in 
the automotive context. An Assurance Methodology is, then, used as follows: 

 Level 

Phase 1 2 3 4 

Training 
n
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 s

p
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ire
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- Security 
awareness for 
architects and 
developers 

- Secure coding for 
developers. 

- Trained security 
specialist in project 
team 

Requirements 
and Design 

- Threat and Risk 
Analysis 

- Security Concept 

- Design 
principles/design 
requirements 

 

Implementation - Compiler 
warnings 

- Secure coding 
guidelines 

- Static code analysis 

- Code reviews 
- Dynamic program 

analysis 

Verification - Acceptance tests 
for security 
requirements 

- End-of-
development 
penetration testing 

- Fuzz testing 

- In-development 
defensive security 
testing 

Release   - Final security review 
- Incident response 

plan 

Monitoring  - General 
surveillance of 
vulnerabilities in 
underlying 
technologies 

- Product-specific 
monitoring of 
vulnerabilities. 

- Online patch 
management process 



 Based on a component´s risk surface in a system, a system integrator requires 
for system components conformance to a target security profile. This may be a 
target security profile developed based on a risk analysis or a standardized 
security profile in analogy to a Common Criteria Protection Profile. 

 A component supplier builds a product, claiming a capability security profile, 
adhering to defined process requirements (e.g. mandatory tests) and defined 
system security requirements.   

 An external evaluator or certification body validates, along the Assurance 
Methodology, the achieved Security Profile in the system. 

We note, however, that we consider assurance as an optional element of an information 
security framework. The goal of the framework proposed here is to improve automotive 
security. The focus of assurance is on attaining, by a certification process, confidence 
that claimed security goals are met, which is only a subaspect of the former. 

6  Conclusion 

In this work, we propose elements of a security framework for the automotive domain, in 
particular: 

 Security Profiles for automotive product classes: Security Profiles provide a 
specification of the security goals for a product or a class of products. 
Standardizing a Security Profile establishes an industry-wide common 
understanding on the security goals for a product class.   

 System Security Requirements Catalogue. A System Security Requirements 
Catalogue defines security requirements on the level of controls, in relation to 
security levels in a Security Profile. Given a specific Security Profile, the 
catalogue implies a (minimum) set of security requirements to be fulfilled by 
the product and, thus, helps to establish a common understanding on the 
security to expect from a product.  

 Process Requirements Catalogue. A Process Requirements Catalogue defines, 
in relation to security levels in a Security Profile, mandatory activities to be 
taken in the development of a product. Given a specific Security Profile, the 
catalogue implies (minimum) requirements on the Security Engineering 
Process, and, thus, helps to establish a common understanding on the security-
related “care” taken in the development of the product.  

 Assurance Methodology (optional). An Assurance Methodology defines the 
measures to be taken by an external evaluator to assess the compliance of a 
product with a defined Security Profile.  



In this work, we outline these framework elements, illustrate them with examples, and 
put them in context of existing information security standards. It remains an item of 
future work to elaborate case studies and detailed proposals for the identified framework 
elements.  
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