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ABSTRACT
Security and privacy are considered important by most users.

However, formulating their own abstract data protection re-

quirements is already a challenge for them. The mapping

of these requirements to concrete setting options in an ap-

plication is even more challenging—partially because the

user interfaces for data protection settings are not tailored to

the needs of different user types. This is one of the reasons

why only few users make data protection settings regularly

and purposefully. In this paper, we describe different speci-

fication paradigms for privacy settings and evaluate which

paradigm best suits different user types. We investigate with

which paradigm a certain user type achieves the best results

in terms of objective and perceived correctness, efficiency

and satisfaction.

CCS CONCEPTS
• Security and privacy→ Usability in security and pri-
vacy; •Human-centered computing→ Interaction design
theory, concepts and paradigms.

KEYWORDS
Privacy Policy Specification, User Types, Specification Inter-

faces, Correctness, Efficiency, Satisfaction

1 INTRODUCTION
In the Internet, more and more personal data are collected,

stored, analyzed, reused and partially sold. For Internet users,

it is becoming increasingly complicated to understand and

control how their data is used. A majority of users in Ger-

many even feel they have lost control over their personal

data and are uncomfortable with this situation [4].
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To regain control, users need to gain more self-deter-

mination. Self-expressing their security and privacy demands

for personal data shared with online services is the first step

in that direction. Different tools (e.g., privacy dashboards)

can support users in expressing their demands. Throughout

this paper, we refer to these tools as “Policy Administration

Points” (PAPs) and to the expressed privacy demands as “Pri-

vacy Policies”. In a previous study, we revealed that users

currently use PAPs relatively rarely [16]. The study showed

that PAPs are being received as too complicated and too

time-consuming and users do not feel competent enough

for using them. Those and other reasons indicate usability

problems with existing PAPs.

In general, PAPs can support different specification para-

digms (or paradigms for short). We define a specification

paradigm as a pattern that defines the specification process

and the user interface in a PAP for the task of policy specifi-

cation including the expressiveness and the guidance that

the user receives during the specification. We assume that

different user types experience the usability of a paradigm

differently.

In this paper, we present a pre-test for an empirically

founded guidance for selecting the appropriate paradigms

for a certain user type in terms of sub-qualities of usability,

namely (objective and subjective) effectiveness, efficiency

and user satisfaction. We used the persona model proposed

by Dupree [3] for defining user types and selected four repre-

sentative paradigms. We conducted an experiment in which

we compared the usability improvements when providing

best matching paradigms in a PAP to different user types.

Our experimental results allowed us to give recommenda-

tions for paradigms to be used by a specific user who fits to

a given user type.

We already published parts of the raw data to argue on

the efficiency and satisfaction [17], as well as on the effec-

tiveness [18] of different paradigms. This paper goes beyond

these publications and presents the following new aspects:

On the one hand, we extended the statistical analysis of

the raw experiment results with a special focus on the user

groups. On the other hand, we used the analysis results to

recommend concrete paradigms for different user types with

respect to usability.
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The remainder of this paper is structured as follows: We

highlight relevant related work in Section 2. In Section 3, we

explain our research questions on matching paradigms to

user types for increased usability. We present our empirical

work in Section 4 and discuss our findings in Section 5. We

conclude in Section 6.

2 RELATEDWORK
Privacy Specification Interfaces
In practice, many tools and online services offer privacy

settings. These tools implement one or more specification

paradigms. Therefore we explored the state of the practice

and art in order to derive relevant paradigms.

For example, most modern browsers allow users to enable

or disable predefined privacy and security policies. In social

media services, users can typically specify their privacy poli-

cies in a fine-grained manner on the respective privacy set-

ting pages. Especially large services (e.g., Facebook, Google)

often provide specification support (e.g., explanations, ex-

amples, template based specification, small wizards) for the

specification of security and privacy settings. However, stud-

ies reveal that users still misinterpret some of the privacy

policies they can specify (e.g., [11]).

In the scientific literature, one can find different approaches

and studies regarding PAP usability. The KAoS Policy Admin-

istration Tool (KPAT) [21] of the KAoS policy and domain

service framework uses a template-based approach with nat-

ural English hypertext templates. These templates are spec-

ified in an ontology and the tool can transform specified

policies into machine-understandable equivalents.

Johnson et al. [8] propose a method and a tool named

SPARCLE for eliciting concrete security policies of users

with varying background knowledge. The user can enter

his security demands in natural language or in a structured

natural language-based format. SPARCLE transforms the

input into machine-readable policies.

PERMIS [7] is a role-based access control authorization

infrastructure allowing users to create policies, for example,

via a “Policy Wizard”. Thus, this tool provides an interface

with sequential, small specification steps in which supportive

questions guide the user through the specification process.

Fang and LeFevre [5] present an active learning wizard

that supports users in specifying their own privacy and se-

curity policies via few brief decisions on whether to share

particular information with an entity.

Cranor proposes P3P (Platform for Privacy Preference

Project) as a protocol to declare the intended use of infor-

mation of users on websites in a human-understandable

format [1].

User Type and Persona Models
User type and persona models aim for clustering users into

categories that explain their character traits and behavior.

There are generic models that are not bound to a partic-

ular situation or domain, such as the Big Five personality

traits [2], Keirsey’s Temperaments [9] and the Myers-Briggs

Type Indicators [14]. In addition, other approaches relate

more specifically to the character traits relevant for secu-

rity and privacy decisions. Westin conducted more than 30

privacy surveys [10] from which he derived a classification

based on users’ privacy concerns containing the three cate-

gories: Fundamentalist (high concern), Pragmatist (medium

concern), and Unconcerned (low concern). However, Urban

and Hoofnagel [20] argue Westin’s work neglects the role of

users’ knowledge and available information about privacy

practices and domain specific business processes. Smith cal-

culates the privacy concern of a person as a numerical value

in his quite generic approach “Concern for Information Pri-

vacy (CFIP)” [19]. Malhotra et al. [12] extend previous work

(e.g., CFIP) in their approach called Internet Users’ Infor-

mation Privacy Concerns (IUIPC) by reflecting the privacy

concerns of Internet users with a special focus on the indi-

viduals’ fairness perception regarding data privacy. In the

approach Information Seeking Preferences [13], Morton clus-

ters users into five groups based on the ranking of 40 privacy

related statements. These groups are: Information controllers,

security concerned, benefit seekers, crowd followers and or-

ganizational assurance seekers. Dupree proposes a privacy

persona model [3] that differentiates the users on the basis

of two attributes: the user’s knowledge about security and

privacy on the one hand, and the user’s motivation to spend

effort to protect privacy and security on the other.

3 MATCHING USER TYPES TO SPECIFICATION
PARADIGMS

Our goal is to find the match between a user type and the

paradigm that leads to best usability. In this section, we state

our research questions, describe characteristics of paradigms

and user types and explain the selection criteria for both.

ResearchQuestions
Our fundamental question is: What has to be done so that

users successfully use PAPs? In order to refine and answer

this questions, we have to consider different aspects. In par-

ticular, there can be discrepancies between the resources that

are required by a paradigm and resources a certain user type

has. This aspect is described in Table 1. These discrepancies

can lead to poor usability.

According to ISO 9241 [6], “usability” can be split into

the sub-qualities effectiveness, efficiency and satisfaction.
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If we want to improve the specification of security and pri-

vacy policies, we need to consider two different types of

effectiveness: The objectively correct specification of poli-

cies with PAPs (objective effectiveness) and the confidence

the user has that the specified policy is correct (perceived

effectiveness).

Based on this, we phrased the following research ques-

tions:

RQ1: Do paradigms significantly differ regarding objective

effectiveness for a given user type?

RQ2: Do paradigms significantly differ regarding perceived

effectiveness for a given user type?

RQ3: Do paradigms significantly differ regarding efficiency

for a given user type?

RQ4: Do paradigms significantly differ regarding user satis-

faction for a given user type?

Specification Paradigms
We analyzed existing specification approaches from litera-

ture and from PAPs in practical use (cf. Section 2). Based

on this analysis, we derived eight specification paradigms

that are implemented by the PAPs and approaches. After-

wards, we categorized the paradigms according to their ex-

pressiveness (i.e., how many decisions they request) and

their guidance (i.e., how much help the user receives dur-

ing the specification). Based on that, we then selected one

representative for all four combinations of high and low

expressiveness and guidance. Thus, we came up with the

following four paradigms we considered for our evaluation:

Security levels (low expressiveness, high guidance): In this

paradigm, the user chooses one out of a limited number of

security levels for the entire system. A level contains a set of

immutable policies. A “higher” level typically implies higher

security (but potentially lower usability).

Default Policies (low expressiveness, low guidance): In this

paradigm, for each use case of the system, the user chooses

one set of security policies. In contrast to the security level

paradigm, there is not necessarily an order implied and the

user has to select multiple sets.

Wizard (high expressiveness, high guidance): The user

instantiates security and privacy policies in a predefined

order within a template-based interface, which is split into

several small specification steps. The specification process is

well guided in each step.

Template Instantiation (high expressiveness, low guidance):

The user instantiates security and privacy policies in a template-

based interface in a fine-grained manner. Users can choose

the order in which they want to instantiate templates.

For each paradigm, we (subjectively) estimated the re-

sources (cf. Table 1) that are required from a user to apply

Table 1: Resources to be considered

Resource Description
Domain

Knowledge

Required and actual knowledge regarding

the application domain including the ser-

vice’s use cases for which a policy is to be

specified. This knowledge includes infor-

mation about the personal data that has to

be shared with the service. The user needs

to understand the domain in order to be ca-

pable of making privacy-related decisions.

Security &

privacy

knowledge

Required and actual knowledge of poten-

tial and actual use of personal data by

the service and potential threats that arise

from this use are necessary in order to be

capable of making security and privacy-

related decisions. This knowledge also in-

cludes that users understand the effect of

countermeasures for improving their own

security and privacy.

Technical

knowledge

Required and actual knowledge of the func-

tionality of the service and its PAP

Time Required and available time to specify poli-

cies in the PAP

Cognitive

capacity

Amount of security and privacy related

information the user needs vs. is capable

of processing simultaneously during the

specification of policies in a PAP

Physical

capacity

Required and actual accessibility of a de-

vice that allows the use of the PAP in the

respective system.

Table 2: Requirements on user for different Specification
Paradigms

Resource Defaults Levels Template Wizard
Domain

Knowledge

○
medium

○
low

○
high

○
medium

Security &

privacy

knowledge

○
medium

○
low

○
high

○
medium

Technical

knowledge

○
medium

○
low

○
high

○
medium

Time
○

medium

○
low

○
high

○
medium

Cognitive

capacity

○
medium

○
medium

○
high

○
high

the paradigm. The results are shown in Table 2. In the fu-

ture, the required resources should be estimated based on

quantitative data.
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Figure 1: User Type Models

User Types
Because users differ in their available resources, we would

need to match paradigms to individual users. As this is im-

practical, we decided to group users according to their re-

sources. We analyzed and characterized existing user type

models by the two properties “focus on IT security and pri-

vacy” and “focus on technical systems”.

There are many models for user types and personas (see

Figure 1). They differ in their focus on IT security (y-axis) and

privacy as well as in their focus on technical systems (x-axis).

In both cases, there are very special models developed for a

specific sub-domain or system, but also generic approaches.

Since we focus on the specification of privacy settings for

technical systems, we have decided against too generic or

too special models.

We chose the model by Dupree et al. [3], because it fo-

cuses on security and privacy for technical systems, but is

not restricted to a too specific sub-domain of security and

privacy or to a specific system. This model categorizes users

by their motivation and their knowledge to specify security

and privacy policies. Dupree has derived the following five

personas from personal interviews with 32 university related

digital natives. In the following, we consider these personas

as representatives of a corresponding user type:

(1) Marginally Concerned
(2) Struggling Amateur
(3) Technician
(4) Lazy Expert
(5) Fundamentalist

Figure 2 shows the characterization of each user type with

respect to knowledge and motivation.

4 EXPERIMENTAL EVALUATION
We performed an experiment for answering our research

questions.

low medium high

lo
w

m
e
d
iu
m

k
n
o
w
le
d
g
e

motivation

Lazy Expert

Marginally
Concerned

Struggling
Amateur

Technician

Fundamentalisth
ig
h

Figure 2: Dupree’s Personas (User Types)

Design and Execution
Scenario and Tasks. We derived the scenario and the corre-

sponding privacy policies in our experiment from a project

in the context of the digitization of rural areas. In this project,

citizens in rural areas have access to digital services such as

an online marketplace with local merchants (called Bestell-

Bar), a delivery service where citizens deliver goods from

local merchants to other citizens (called LieferBar) and a dig-

ital village bulletin board (called DorfFunk). The participants

were asked to configure privacy policies for these services

according to predefined privacy demands, which we pro-

vided to every participant in a handout. The presetting of

the privacy demands was necessary so that all participants

could use the specification interfaces in a comparable way

and so that we were able to compare the specified policies

to a sample solution. The privacy demands were described

in the six task-related statements, one being for example:

“When I place an order in the BestellBar app, I do not—under

any circumstances—want to receive advertising from other

providers that refers to the ordered product. They may not

use my data.” These demands did not match word by word

with the content in the specification interfaces, because a one-

to-one match would lead participants to compare buzzwords

without thinking about the semantics. The tasks and the

short scenario description on the handout were supported

by a short video introducing the novel, digital services for

citizens of a village.

We created four PAPs, each implementing one of the four

paradigms presented before. The participants were asked

to specify policies for the same six task-related statements

for each paradigm. To provide the content of the PAPs, we

derived example privacy policies and corresponding privacy

policy templates in a workshop [15] with the developers of

the mentioned digital services. The paradigms “template in-

stantiation” and “wizard” allowed participants to instantiate

concrete privacy policies from the derived policy templates.

The paradigm “default policies” let participants select from

a limited list of predefined privacy policies. The paradigm
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“security levels” let participants chose one of three different

sets of privacy policies. All tasks in the experiment were

solvable with all four paradigm implementations.

Procedures and Instruments. Our experimentwas implemented

as a publicly available online experiment in German and

English. Participants could start the experiment once with a

unique eight digit participant id. Users were given the oppor-

tunity to interrupt the experiment, but not to repeat already

finished steps.

Our experiment was structured as follows. First, the par-

ticipants had to agree to an informed consent and to answer

demographic questions about, for example, their age, gen-

der and educational level. Then, a self-assessment followed

about one’s own expertise and motivation in the areas of

security and privacy as well as experience in dealing with

digital services. We assessed an potential impact of the par-

ticipants’ characteristics and capabilities on the results of

the experiment. Next, the participants had to select one of

Dupree’s personas [3], which were presented in random or-

der based on nine to twelve character traits formulated in

the ego-perspective. The persona names were not displayed

in order to reduce the threat of social desirability. There-

upon, the scenario and the concrete tasks were explained

via handout and video. In the following steps, the partici-

pants were asked to specify all privacy policies according

to the given tasks for each of the four paradigms: default

policies, security levels, template instantiation and wizard.

The paradigms were presented in random order to minimize

learning effects. The participants had to rate the current

paradigm after each specification regarding perceived ef-

fectiveness and user satisfaction. After completing the four

specifications, the participants were asked to rank the four

specification types according to their preference of using

them in real life. Finally, participants should determine how

well they were able to identify with the chosen user type

and the overall scenario.

Data Analysis. We investigated the research questions as

follows.

RQ1: The paradigms offer different levels of expressiveness.

Thus, the paradigms required a different number of

decisions being made by the participants: one decision

for the paradigm “security levels”, six decisions for

the “default policies”, 18 decisions for the “template

instantiation” and 18 decisions for the “wizard”. Thus,

we measured the objective effectiveness as the ratio of

incorrect decisions to all decisions.

RQ2: We measured the perceived effectiveness as the self-

evaluation with respect to the objective effectiveness.

Therefore, we asked the participants after the use of

each paradigm whether they think that they solved all

tasks correctly (zero mistakes). Then, we calculated

the ratio of correct self-evaluation.

RQ3: We measured the elapsed times to perform the pol-

icy specifications with the paradigms. We calculated

averages of the times per paradigm and per user type.

RQ4: We asked the participants after each specification to

rate their satisfaction on a scale from 1 (“I really dislike

this specification paradigm”) to 5 (“I really like this

specification paradigm”). After completion of all four

specification rounds, we asked the participants to rank

the four specification paradigms according to their

preference. We calculated mean and median values

per paradigm and per user type.

For measuring the statistical significance, we performed

the following tests:

• For RQ1, RQ3 and RQ4, we performed Kruskal-Wallis

tests (α= 0.05) to investigate whether the selection of

the paradigm has a significant influence on the respec-

tive qualities for each user type as well as whether the

user type has a significant influence on the quality. We

also calculated the effect sizes using Cohen’s d value

(dc: small effect: |dc|=0.2; middle effect |dc|=0.5; large

effect |dc|=0.8).

• For RQ2, we performed Fisher’s exact tests (α= 0.05),

which is suitable for small sample sizes, to determine

whether the paradigm selection has a significant in-

fluence on the perceived effectiveness for each user

type as well as whether the user type has a signifi-

cant influence on the perceived effectiveness. We also

calculated the effect sizes using Cramer’s φ value (φc:

for df=3; small effect: |φc|=0.06; middle effect |φc|=0.17;

large effect |φc|=0.29).

We had to exclude the user type fundamentalist from some

analyzes due to the small number of such participants.

Execution. We invited the participants in the circle of friends

and acquaintances of the authors as well as in the authors’ in-

stitution.We sent 120 personal invitation emails to interested

persons with the handout attached, which contained instruc-

tions for executing the experiment including the individual

participant id. After email sending, we deleted any relation

between participant ids and participants in order to ensure

anonymity. The online experiment was made available for

14 days and the participation took about 30-40 minutes (no

time limit).

Results
In this chapter, the results of our experiment are presented.

Table 4 shows the raw results of our experiment.

Participant Description. 61 persons finished the experiment

with valid data sets. Their age ranged from 18 to 82 (M=40.54;

252



MuC’19 Workshops, Hamburg, Deutschland Manuel Rudolph, Svenja Polst, and Denis Feth

SD=14.37). 43 percent of the participants were female. 54 per-

cent of the participants held a university degree, 15 percent a

doctoral degree, 11 percent had an entrance qualification for

higher education and 18 percent had a secondary school leav-

ing certificate as highest level of education. 54 percent of the

participants were related to the authors’ institution. Table 3

shows the distribution of user types of the participants.

Objective Correctness. All user types had differences regard-

ing their number of mistakes (objective correctness), when

comparing the best to the worst matching paradigm (mar-

ginally concerned by 55%, amateurs by 58%, the others by

100%). However, the difference is not significant for every

user type. It is significant for the “amateurs” (H=16.15, p<0.01,

dc=0.89), for the “lazy experts” (H=16.63, p<0.01, dc=1.44) and

for the “technicians” (H=11.15, p=0.01, dc=0.86), but not for

the “marginally concerned” (H=4.98, p=0.17, dc=0.43). Due to

the small sample size, the test could not provide significant

results for the “fundamentalists”. We revealed a significant

influence with a large effect of the user type selection on

the mistakes made (H=35.23, p<0.01, dc=0.81). We explain

this effect of the user type with the significant difference

regarding objective correctness of the marginally concerned

compared to the other user types, as they perform signifi-

cantly worse. We see an influence of the user type selection

in each paradigm: “default policies” (H=13.88, p<0.01), “tem-

plate instantiation” (H=14.10, p<0.01), and “wizard” (H=17.04,

p<0.01), and also for the “security levels” (H=7.99, p <0.05).

Perceived Correctness. All user types had differences regard-

ing the precision in self-evaluation (perceived objectiveness),

when comparing the best to with the worst matching par-

adigm (marginally concerned by 804%, amateurs by 143%,

lazy experts by 200%, technicians by 71%; the percentage

increase for fundamentalists is infinite). However, the differ-

ence is not significant for every user type. It is significant for

the “marginally concerned” (T=12.49, p=0.01, φc=0.53), the

“amateurs” (T=13.78, p<0.01, φc=0.41), and for the “lazy ex-

perts” (T=10.86, p=0.01, φc=0.51), but neither for the “techni-

cians” (T=4.44, p=0.26, φc=0.28), nor for the “fundamentalists”

(T=6.00, p=0.24, φc=0.75). We found that the selection of the

user type also has an influence on the correct self-evaluation

Table 3: Chosen user types

User type Number Ratio
Marginally Concerned 12 20%

Amateur 21 34%

Lazy Expert 11 18%

Technician 14 23%

Fundamentalist 3 5%

Total 61 100%

(T=10.08, p=0.04, φc=0.20), but not a very strong one and

with only a medium effect size.

Efficiency. All user types had differences regarding the needed
time (efficiency), when comparing the most efficient to the

least efficient paradigm matching (marginally concerned by

40%, amateurs by 58%, lazy experts by 70%, technicians by

49% and fundamentalists by 69%). However, the difference

is not significant for every user type. It is significant for

the “amateurs” (H=23.64, p<0.01, dc=1.19), for the “lazy ex-

perts” (H=13.09, p<0.01, dc=1.16) and for the “technicians”

(H=9.85, p=0.02, dc=0.79), but not for the “marginally con-

cerned” (H=2.57, p=0.46, dc=0.20). Due to the small sample

size, the test could not be meaningfully applied to the “fun-

damentalists”. We did not find a significant effect of the user

type selection on the time needed (H=3.90, p=0.27, dc=0.13).

Thus, the distribution of time needed is similar across all

user types.

User Satisfaction. All user types had differences regarding

the satisfaction, when comparing the best to with the worst

matching paradigm (marginally concerned: mean by 1, me-

dian by 1; amateurs: mean by 1.7, median by 2; lazy experts:

mean by 2.1, median by 2; technicians: mean by 0.9, median

by 1; and fundamentalists: mean by 1, median by 1). How-

ever, the difference is not significant for every user type. It

is significant for the “amateurs” (H=24.23, p<0.01, dc=1.20),

for the “lazy experts” (H=16.50, p<0.01, dc=1.43), but not

for the “marginally concerned” (H=6.41, p=0.09, dc=0.58) or

the “technicians” (H=4.06, p=0.26, dc=0.29). Due to the small

sample size, the test did not yield meaningful results for the

“fundamentalists”. There was no significant influence of the

user type selection on satisfaction (H=5.87, p=0.12, dc=0.23).

5 DISCUSSION
Matching User Types to Specification Paradigms
The results of our experiment partially answer our four

research questions. The marginally concerned performed

best (objective effectiveness, perceived effectiveness and effi-

ciency) with the “security levels”, but they were unsatisfied

with this paradigm. Also, all other personas achieved best

objective effectiveness with “security levels”. This seems rea-

sonable, as this paradigm requires the least user resources.

The amateurs performed best with respect to perceived ef-

fectiveness with “default policies”. However, they had compa-

rable results regarding objective effectiveness and efficiency

with the paradigms “default policies”, “template instantiation”

and “wizard”.

The lazy experts performed worse than amateurs and tech-

nicians in many direct comparisons. This indicates that the

motivation of users has a significant influence on the results.
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Defaults Levels Template Wizard Defaults Levels Template Wizard
Objective Effectiveness: Ratio of incorrect deci-

sions

Perceived Effectiveness: Ratio of correct self-

evaluation

Marginally

Concerned

0.56 0.25 0.49 0.50 0.25 0.75 0.25 0.08

Amateur 0.12 0.05 0.12 0.12 0.62 0.81 0.33 0.33

Lazy Expert 0.15 0.00 0.16 0.21 0.82 0.73 0.27 0.27

Technician 0.17 0.00 0.15 0.11 0.64 0.86 0.57 0.50

Fundamentalist 0.00 0.00 0.06 0.13 1.00 0.67 0.33 0.00

All participants 0.22 0.07 0.20 0.21 0.61 0.79 0.36 0.30

Efficiency: Average needed time in minutes Satisfaction: Mean and median of user feedback

on scale from 1 (low) to 5 (high)

Marginally

Concerned

4.3 2.6 3.4 4.0 3.3 / 3.5 3.0 / 3 3.9 / 4 4.0 / 4

Amateur 3.4 1.6 3.0 3.8 3.3 / 4 2.1 / 2 3.8 / 4 3.8 / 4

Lazy Expert 2.7 1.1 2.7 3.7 3.0 / 3 1.9 / 2 4.0 / 4 3.8 / 4

Technician 3.5 1.8 3.5 3.5 3.4 / 4 3.2 / 3 4.1 / 4 3.8 / 4

Fundamentalist 3.5 1.4 3.5 4.5 4.3 / 4 3.3 / 4 4.3 / 5 4.3 / 4

All participants 3.5 1.8 3.1 3.8 3.3 / 4 2.6 / 2 4.0 / 4 3.9 / 4

Table 4: Experiment Results

The technicians also achieved best results with “security

levels” and “default policies”. However, they reached the best

results of all personas with respect to objective effectiveness

and perceived effectiveness with the paradigms “template

instantiation” and “wizard”.

We do not draw conclusions about the fundamentalists due

to the small number of participants choosing this persona.

In summary, the experiment showed that the matching of

paradigms to user types can increase the objective (RQ1) and

perceived (RQ2) effectiveness, the efficiency (RQ3), but not

significantly for all user types with respect to all qualities.

The user satisfaction (RQ4) showed contradictory results,

as many participants did not like the paradigm with which

they performed best. However, we partially recognized a

significant influence of the paradigms on the user types.

Threats to Validity
Internal Validity. We did not control the participants during

or after the experiment, but instructed them before and dur-

ing the experiment as we would have done in a controlled

setting. However, we cannot rule out that participants talked

about the experiment with other participants before their

participation or that participants were distracted during exe-

cution. A participant who could not identify with the pro-

vided tasks or specified policies well, may have had lower

motivation to take effort in correctly using the paradigms,

which may negatively affect objective effectiveness. The task

of specifying with the paradigm “security levels” in our ex-

periment does most likely not reflect the reality since the

preset tasks matched perfectly to one of the security levels.

However, we decided to propose a perfect match, because the

lack of a perfect solution may have been irritating. Another

threat to validity is that the participants selected the user

type themselves. Their selection might be prone to social

desirability, since certain character traits and attitudes are

perceived as desirable. However, the user type descriptions

also mention actual behavior, which we assume is less prone

to social desirability. We assume that the mixture of attitude

and actual behavior in the user type description reduces the

risk of social desirability. Also, the persona names (e.g., lazy

experts) were not shown in order to reduce this threat.

External Validity. We tried to represent the use of privacy

policies in real life. In reality, participants would have their

own individual privacy demands. However, we had to pro-

vide specific tasks in order to measure the correctness as the

discrepancy between the participants’ results and the sample

solution. Thus, we do not know whether the same results

would be achieved in the real world with the participants’

own privacy policies. We only base our recommendations

on a single experiment and the number of participants per

user type was rather small. In addition, a large number of

participants were academics, which does not reflect the over-

all population. Further experiments are necessary for the

generalization of our results.
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Conclusion Validity. The selection of the paradigmswas based

on common use in practice and the diverging expressiveness

and guidance of the four paradigms.We do not knowwhether

other paradigms would lead to better results in a comparable

experiment. This limits the power of our recommendations

of best suitable paradigms. Moreover, we cannot distinguish

between the findings on paradigms and the user interfaces

of the corresponding PAPs. To minimize the influence of the

user interface design, we asked usability experts for support

in making these tools as unobtrusive as possible.

6 CONCLUSION
In view of the increasing amount of personal-related data

that is processed by modern systems, it becomes more and

more important for users to express their security and pri-

vacy demands and make corresponding settings. As users

differ a lot (especially with respect to knowledge, cognitive

capacity, available time and motivation), it is important to

provide different, complementary PAPs so that a broad range

of users can be reached.

In this article, we derived key characteristics of users and

paradigms in order to find the best matching of users to

paradigms to improve objective effectiveness, perceived ef-

fectiveness, efficiency and user satisfaction. Our pre-test

provided first evidence for such a match and showed that

there are indeed differences between the user types. This

means that different paradigms provide different usability

for certain user types. Thus, in our future work we aim to ex-

plore this match in more detail by extending our experiments.

Especially, larger numbers of participants and paradigms will

help us to derive a complete picture.
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