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Abstract: The connectivity of modern vehicles is constantly increasing and consequently also
the amount of attack vectors. Researchers have shown that it is possible to access internal vehicle
communication via wireless connections, allowing the manipulation of safety-critical functions such
as brakes and steering. If an Electronic Control Unit (ECU) can be compromised and is connected to
the internal bus, attacks on the vehicle can be carried out in particular by impersonating other bus
participants. Problematic is that the Controller Area Network (CAN), the most commonly used bus
technology for internal vehicle communication, does not provide trustworthy information about the
sender. Thus ECUs are not able to recognize whether a received message was sent by an authorized
sender. Due to the limited applicability of cryptographic measures for CAN, sender identiĄcation
methods were presented which can determine the sender of a received message based on physical
characteristics. Such approaches can increase the security of internal vehicle networks, for instance to
limit manipulations to a single bus segment and thus prevent the propagation of attacks. In this paper
different methods are presented, which can mainly be divided into the categories time-based and
voltage-based. In this context, challenges as well as open questions are identiĄed and the approaches
are compared. Thus, the work offers an introduction, identiĄes possible research Ąelds and enables a
quick evaluation of the existing technologies.
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1 Introduction

The automotive industry is massively affected by the ongoing digitalization which leads
to an increase in the connectivity of vehicles. However, these innovations not only offer
advantages in terms of comfort, but also provide completely new possibilities for attackers
to manipulate a vehicle without physical access [ZAA14]. Wireless connections such as
Bluetooth, WiFi or cellular radio can be used to access the vehicleŠs internal network [Lu14].
Software vulnerabilities of connected ECUs allow attackers to manipulate the software
accordingly, which, depending on the architecture of the vehicle, allows direct access
to the internal communication [HKD11; IV13; Ko10; MV13]. If only limited security
measures are implemented, vehicle functions can be remotely manipulated or controlled
by a compromised ECU. But even with security measures, such attacks cannot be avoided.
The severity became particularly apparent by the attack of Miller and Valasek [MV15],
who succeeded in manipulating various vehicle functions of a Jeep Cherokee via a remote
connection. In addition to various comfort functions, these included safety-critical systems
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such as steering, engine and brake, leading to a recall of 1.4 million vehicles. That this is not
a single incident shows the vulnerability recently published by Keen Security Lab [Ca19].

The main problem is that no access protection or veriĄcation regarding the authenticity of
messages is performed or is only possible to a limited extent. This is due to the functionality
of the Controller Area Network (CAN) [Ro91], the most commonly used technology for
in-vehicle communication. On the basis of a received CAN message, it is not possible to
determine which bus participant sent the message, since only the expected sender can be
identiĄed via the information contained in the header [Li17; Pa17]. If a message was sent
from a compromised ECU, there is no way to detect the misuse of a message. Due to the low
bandwidth and payload [GM13; LS12], as well as the limited computing capacities of the
ECUs [GM13; JAC18], the use of cryptographic measures for all signals is only possible
with restrictions. Besides, digital signatures would be required to ensure non-repudiation,
which have much higher requirements [GM13]. Thus, various Intrusion Detection Systems
(IDSs) have been developed in the past in order to identify manipulations or anomalies on the
basis of a predeĄned or learned set of rules [Ax00; Du19; Lo19]. Although these systems can
enhance the security, the sender of a message provides an essential additional information
which can supplement the overall security concept or allows a reliable recognition of
different attacks [HKD11; MGF10]. For this reason, several methods have been introduced
that use physical characteristics of the communication to either determine the sender of a
message or at least use changes in the characteristics to detect anomalies.

This paper provides an overview of the different types of sender identiĄcation methods for
CAN, which can essentially be divided into two categories, the time- and voltage-based
methods. In addition to the presentation of the methods and corresponding approaches
including their evaluation, the survey also includes the assessment of the methods with
regard to possible applications, challenges and open questions. Thus, the paper facilitates
the familiarization with the technology, provides background knowledge and enables a quick
assessment for potentially interested manufacturers.

2 Controller Area Network

Vehicle architectures are becoming more complex as advances in the automotive industry
are mainly achieved through electronic components [Br07; St14]. For these architectures,
different bus technologies can be used in parallel, whereby nowadays gateways provide an
interface between the individual segments and thus offer an ideal point for the integration of
sender identiĄcation. Although the architectures will change considerably in the future [Br17],
it is expected that Ethernet will be used for high transmission rates and CAN, respectively
its developments [CA20], will be retained for lower rates [BSG16]. Accordingly, CAN will
also be used in future vehicles, including its security weaknesses.

CAN messages are transmitted via frames, which contain a message identiĄer, representing
the meaning and priority of the message and further is used by only one ECU. As the

92 Marcel Kneib



communication is statically conĄgured, each ECU can receive required messages based
on the message identiĄer. The physical connection consists of a twisted pair cable, one
line for CAN high (CANH) and one line for CAN low (CANL), terminated at each end
with 120 Ω resistors. If a recessive bit, a logic 1-bit, has to be represented on bus, the
voltage of 2.5 V is present on both lines. In case a dominant bit, a logic 0-bit, has to be
transmitted, CANH is driven to 3.5 V and CANL to 1.5 V. The actual signal is determined
by the differential voltage and thus minimizes potential electromagnetic interference. Since
it is possible for several ECUs to access the bus simultaneously, as CAN is a broadcast
bus, the arbitration phase ensures that the message with the highest priority is retained.
This allows the message with the highest priority to be sent undisturbed, while the ECU
that loses arbitration re-queues its message for a later transmission attempt. With regard
to sender identiĄcation, it should be noted that the physical characteristics of the symbols
during the arbitration phase may be distorted.

3 Sender IdentiĄcation Methodologies

The approaches for sender identiĄcation can be divided into two categories. While the
time-based approaches use timing differences in CAN communication, the voltage-based
approaches analyze differences in the analog signals of received frames. For both methods,
models for the observed ECUs are created in an initial learning phase, which are used to
analyze subsequent messages for deviations of the expected behavior. If a deviation occurs,
the sender of the message can be identiĄed on the basis of the physical parameters.

3.1 Time-based Sender IdentiĄcation

The approaches in this category use timing differences in CAN communication to identify
anomalies or the sender of a present frame.

Clock Skew The Clock-based IDS (CIDS), presented by Cho et al. [CS16], exploits the
differences in the clocks of the ECUs to detect anomalies within periodically transmitted
frames. Each ECU is equipped with its own quartz in order to generate clock frequencies
for the microcontroller. One of the applications of these frequencies is the operation
of the internal timers, which in turn are responsible for the punctual transmission of
periodic messages on the bus. Since the quartzes are subject to natural variations and no
synchronization is performed, there are measurable differences between the individual ECUs.
By measuring the transmission intervals from an external point, the deviations between
the expected and actual periodicity can be observed. On the basis of these deviations, for
example, an impersonation attack can be detected.

SpeciĄcally, CIDS observes the expected and actual arrival times of each periodically sent
message, as illustrated in Figure 1. Here the observed and the expected message Ćow of two
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periodically sending ECUs are shown. The messages are sent in statically deĄned intervals
from which, together with the previous arrival time, the arrival time of the following message
can be calculated. The deviation between the measured and the expected value speciĄes
the clock offset $. Whenever a predeĄned number of clock offsets has been measured, an
average clock offset is calculated which is then used to estimate an error value indicating the
difference between the expected and the actual clock offset of the corresponding ECU. The
expected offset is calculated from the cumulative sum of the previous average clock offsets
using the Recursive Least Squares algorithm [Ha05]. An increase of the error indicates a
deviation of the clock offset and thus an anomaly can be detected if the error rises above
a given threshold value. If the forged messages are sent over a longer period of time, the
compromised ECU can be identiĄed using the known average clock offsets of all ECUs.
CIDS was evaluated on a CAN prototype assembly and three vehicles, whereby missing
and additionally transmitted frames and the takeover of a periodically sent signal by a
compromised ECU could be reliably detected.
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Fig. 1: Expected and observed clock skew from two different ECUs.

Propagation Time Until a transmitted signal arrives at the receiver, a certain period of
time expires, which mainly depends on the distance between both nodes. More precise, a
signal propagates on the bus medium in the direction of both bus ends, whereby the time of
reaching both ends depends on the position of the sender. The TCAN approach of Biham et

al. [BBG18] is based on these time spans in order to determine the location of an ECU and
thus to distinguish between the senders. For this purpose, a measuring unit and a repeater are
attached to the opposite ends of the bus. The function of the repeater is to analyze the signals
of the messages in order to send an echo to the bus when the Ąrst falling edge, i.e. the change
from a dominant to a recessive state, is detected after the arbitration phase. However, the
CAN communication must not be disturbed by the echo signal and it must be recognizable
by the measuring unit, which is also responsible for the determination of the time spans.
Therefore, it also has to recognize the Ąrst falling edge of the message after the arbitration
phase and the echo signal of the repeater. Subsequently, the time interval CB between these
two points is considered for the calculation of the position of the sender. For this purpose,
the distance between the measurement unit and the sender of the message is calculated.
For the assignment of the ECU to a measured distance, an authentication table is created
before operation, for whose initialization the authors specify several options. The process is
illustrated in Figure 2 for two different senders. Biham et al. [BBG18] also mentions that
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repeater and measuring unit could be housed in one device, eliminating the need for the
echo signal, which corresponds to the approach of Moreno et al. [MF19]. Their approach
was additionally evaluated on a vehicle bus with four ECUs. Altogether, the position of the
ECUs at a sampling rate of 100 MS/s could be determined with an accuracy between 20 and
30 cm. The distinction was reliable, since there was a sufficiently large distance between the
two closest ECUs so that the probability of a misclassiĄcation was negligible.
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Fig. 2: Propagation delay for two different ECUs using an echo signal.

3.2 Voltage-based Sender IdentiĄcation

Existing differences in the analog signals, caused by manufacturer-related imperfections of
electronic components and the structure of the present CAN topology, can be utilized to
identify the sender of received frames. As an example, Figure 3 shows a segment of the
signals of six ECUs from a Fiat 500.
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Fig. 3: CAN signals of several ECUs from a Fiat 500.

Comprehensive Signal Characteristics This subcategory considers approaches which
are based on the complete or a segment of the analog signal. The idea itself was introduced by
Murvay and Groza [MG14] and further developed by Choi et al. [Ch18a] by using machine
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learning for identiĄcation. The two most advanced approaches are VoltageIDS [Ch18b]
and Scission [KH18], which consist basically of three phases. In the Ąrst phase, the analog
CAN signals are recorded and preprocessed. By using the differential signal, potential
electromagnetic interferences are compensated, necessary to provide a robust identiĄcation.
While the sampling rate of VoltageIDS is between 250 and 2500 MS/s, Scission operates
with a lower sampling rate of 20 MS/s. In order to provide data-independence, utilizable
voltage level changes of the recorded signals are then divided into individual sets. In the
second phase, the feature extraction, different characteristics are extracted from the prepared
signals, which represent the Ąngerprint of the sending ECU. Here, the approaches differ
with regard to the selected features. Subsequently, the Ąngerprint is processed in the third
phase, the identiĄcation and intrusion detection. Here, machine learning algorithms are
used in order to determine the sender, resulting in a probability per ECU. The VoltageIDS
makes use of Support Vector Machines and Bagged Decision Trees, while Scission uses
Logistic Regression for classiĄcation. Whereas VoltageIDS marks the ECU with the highest
probability as the sender, Scission uses a two-stage threshold procedure to reduce the number
of false positives. Only if the probability of the expected sender undercuts a Ąrst threshold,
the probabilities of the remaining ECUs are calculated. In case one of these probabilities
exceeds a second threshold value, the corresponding ECU is labeled as unauthorized sender
and the frame is determined to be malicious. The use of comprehensive signal characteristics
was analyzed on various prototype structures and four vehicles, whereby Scission shows an
identiĄcation rate of 99.85 % while all false alarms were prevented.

Voltage Level Compared to the previous category, the approach considered here, Vi-
den [CS17], uses only isolated points of the signal. First, the dominant voltages of CANH
and CANL are measured separately with a low sampling rate of 50 kS/s. A voltage instance
is then derived from a deĄned number of measurements, consisting of the most common
voltages and various percentiles. Thereby, the deviations of the measured voltages from
the expected standardized voltages are calculated and summed up in order to compensate
transient deviations as much as possible. This value, which remains approximately constant
during operation, is then cumulatively summed up. Using Recursive Least Squares, a voltage
proĄle can be calculated per message identiĄer, which allows the identiĄcation of the
sending ECU. Since Viden is designed to complement higher-level IDSs, Viden is used
after an attack has been detected in order to identify the attacking ECU. For this purpose, an
attacker voltage proĄle is created for the unauthorized used identiĄer. As soon as sufficient
voltage values have been measured for its calculation, the ECU with the most similar voltage
proĄle is marked as the sender. Since ECUs may have similar proĄles, or an attacker may
has adjusted his proĄle to imitate a speciĄc ECU, a further step is taken for identiĄcation.
For this purpose Viden utilizes a 200 Random Forest classiĄer, which receives the voltage
instance as input. The approach was also evaluated on a prototype structure and two vehicles
with an attacker identiĄcation of up to 99.8 %.
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4 Evaluation

This section assesses the different approaches in terms of purpose, resource needs and
unresolved issues. An overview of the assessment can be seen in Table 1.

Tab. 1: Assessment of the sender identiĄcation methodologies.

Maturity Hardware Computational Robustness Security Restrictions Aperiodic

level Requirements Requirements Architecture Frames

Clock Skew + + ◦ ◦ - + -

Propagation Time - - + + + - +

Signal Characteristics + - - + + + +

Voltage Level + ◦ ◦ ◦ ◦ + ◦

4.1 Time-based Sender IdentiĄcation

Clock Skew The most signiĄcant disadvantage of the procedure is that due to the manner of
the clock skew extraction, counterfeiting cannot be completely excluded as demonstrated by
the attack of Ying et al. [Yi19]. Since the skew can also be observed via a compromised ECU
and the transmission frequency can be adjusted via software, the CIDS can be circumvented.
Thus the system can only reliably detect missing or additional frames, which can also be
achieved by analyzing the transmission schedule [MGF10]. Another disadvantage of the
offset extraction is the exclusive consideration of periodic frames as well as a possible shift
of frames, shown in the right part of Figure 1, which can lead to Ćuctuations. However, the
software-based approach and especially the methodology is a good demonstration that the
clock skew can be used for anomaly detection. Should an alternative source for the extraction
of the clock skew be found, the system offers a good and cost-effective way to detect attacks.
A method that makes it independent of aperiodic frames would be ideal in order to extend the
scope of detection. Furthermore, more detailed investigations are necessary here with regard
to changes in the clock skew in Ćuctuating environmental conditions, such as temperature.

Propagation Time Even though a detailed evaluation of this variant has not yet been
carried out, MorenoŠs [MF19] work indicates that the propagation time is a robust quantity.
Especially since the propagation time should be less affected by Ćuctuations, it might be
suitable to falsify malicious frames, however, requiring a much deeper analysis. Since this
characteristic is deĄned by the cable lengths respectively the topology, there is no possibility
for a remote attacker to adjust the characteristics of the compromised ECU according to the
device to be impersonated. Accordingly, neither complex calculations nor a full update of
the time models are necessary, as long as the hardware has not been changed. In addition,
the propagation time is not limited to periodically transmitted messages. However, the
implementation is not trivial in terms of hardware. For the timely transmission of the echo
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signal used by Biham et al. [BBG18], the measuring unit and the repeater must reliably
recognize and analyze the individual edges within a frame, which exceeds the capabilities
of standard CAN devices. Besides, the echo signal must be viewed critically with regard
to the CAN speciĄcation. Basically, a high clock frequency respectively a high sampling
rate is necessary for the accurate measurement of the timings, which represents a high
demand on the measuring unit. For example, Biham et al. [BBG18] specify a resolution of
1 GHz for an accuracy of 15 cm and 100 MHz for 1.5 m, respectively. If a low frequency
is used, only longer distances can be distinguished, which limits the electrical/electronic
architecture of the vehicles. However, Moreno et al. [MF19] show that even with a low
resolution it is possible to make precise predictions. Another limitation is that the location
of the implementing devices is restricted. This means that either a device must be placed at
both ends of the bus or, if implemented in a single ECU, the already large wiring harness
will be further enlarged.

4.2 Voltage-based Sender IdentiĄcation

Comprehensive Signal Characteristics Although there has been progress in these
approaches in the last years and reliable identiĄcation has been demonstrated, they still
require a considerable amount of resources due to the high sample rates. Accordingly, high
demands are placed on the processing ECU with regard to computing performance for the
processing of large amounts of data, the calculation of machine learning algorithms and
the recording of signals. This is illustrated by the fact that no demonstration has yet been
shown on a resource-limited platform. Basically, for a CAN with 500 kB data rate, a payload
of 8 bytes and a maximum bus utilization, it can be assumed that the entire classiĄcation
must be completed in roughly 200 `s in order to be able to react in real time and prevent a
buffering of the Ąngerprints. Although high identiĄcation rates have already been achieved
in production vehicles, longer investigations are necessary for a reliable assessment. This
also includes more concrete information regarding the life cycle of the models, i.e. how
to react to possible variations in the signals. In particular, training a classiĄer is very
computationally intensive, which is why it must be shown that this is feasible on the target
platform.

Voltage Level Viden is designed for attacker identiĄcation only and therefore requires
a high-level IDS for the detection of attacks. Only when an attack has been detected, the
approach is used to identify the compromised ECU. Due to the methodology and the low
sample rate, Viden is designed for periodic messages. Thus, several messages are necessary
per iteration, i.e. per creation of a voltage instance. Accordingly, the applicability could be
extended to aperiodic messages by increasing the sampling rate to perform the necessary
measurements within a single frame. However, just as with the approaches of the previous
section, further investigations would be necessary to assess the suitability of Viden as an
IDS. At the same time, the assumption made about the equal changes in the voltage levels
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among all ECUs should be evaluated, as our measurements show different Ćuctuations for
different ECUs. The deviations of two ECUs during a drive are shown in Figure 4, whereas A
has a deviation of 12.2 mV and B of 4.8 mV on average. If it is not possible to simply adjust
the voltage signal on the basis of a single value, the model must be regularly retrained, for
which the integrity of the vehicle must be ensured. Although the main part of the approach
requires few resources, a 200 Random Forest classiĄer is used for the veriĄcation and thus
has comparable requirements to the approaches of the previous chapter. In order to beneĄt
from the performance advantage, a solution is required which makes the veriĄcation step
obsolete.
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Fig. 4: Plateau voltage Ćuctuation of two ECUs from a Fiat 500.

5 Comparison and Challenges

Overall, the voltage-based approaches have been evaluated more fully and comprehensively,
but further investigations are necessary, particularly regarding robustness. Further vehicles
and a longer observation period have to be considered, ideally with different climatic
conditions. Even if the evaluations of Scission and Viden show a robustness against
Ćuctuations, the performance of VoltageIDS decreases considerably with temperature
changes, unless the models are continuously updated. Considering that the temperature
ranges depend on the positioning of ECUs, the performance must be evaluated at least
between −40◦C and 85◦C [Au07]. Furthermore, due to the high production volumes it
is essential that especially the methods based on comprehensive signal characteristics
are optimized with regard to hardware requirements. Considering available automotive
microcontrollers, e.g. STM SPC [ST17] or InĄneon TriCore [In19], the implementation of
one of these approaches is not realizable due to their high data rates. In terms of reliability,
however, these methods offer an advantage over voltage level methods due to the use of
numerous characteristics.

In comparison, the time-based procedures require a more extensive evaluation, modiĄcation
and optimization. The clock skew procedure can be considered broken and therefore requires
rework or a new and immutable way to extract clock skews. In addition, an optimization for
the monitoring of aperiodic messages would be desirable. Also the temperature dependence
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of the clock skew has to be examined in detail, as Ćuctuations affect the clock rate of the
ECUs. In comparison, the propagation time can be assumed to be less Ćuctuating, since
the speed of a signal is assume to vary less. Furthermore, it must be clariĄed how the
positioning of the monitored ECUs, the resolution or sampling rate and potential Ćuctuations
interact in order to be able to conĄgure the system accordingly. Here, questions regarding
the implementation on automotive hardware are still open, as the evaluation of the existing
approach was carried out offline. However, in view of the current results, the propagation
time is also a promising method for implementing sender identiĄcation.

Furthermore, it has not yet been clearly elaborated how IDSs should be used in general, i.e.
how they can react in the event of a detected intrusion. An interesting possibility for the
sender identiĄcation systems is that a detection is possible during the actual transmission,
which, with a correspondingly fast calculation, allows the invalidation of the message, e.g.
by overlaying with the dominant state. Here, extensive research as well as enhancements in
robustness and detection rates are necessary, so that wrong reactions are compliant with
safety requirements. The reduction of false alarms is particularly important due to the high
number of messages, as otherwise, depending on the reactions, the usability of the vehicle
could be restricted. Therefore, especially the propagation time approaches and Scission
show potential, due to the lack of false alarms.

6 Conclusion

This paper presents the methods for sender identiĄcation using physical characteristics
for CAN. They provide a reliable detection of impersonation attacks and complement
existing IDSs, but still require further research. Open questions have been identiĄed in this
paper, representing a starting point for future work. The methods were also compared in
order to show the respective advantages and disadvantages, which allows a fast assessment.
Generally, the hardware requirements must be further reduced and the robustness must be
analyzed in greater detail by extending the evaluation to several vehicles while observing
them for a longer duration. In addition, a suitable method for updating the models must be
found, especially for the voltage-based methods, as changes of the signal characteristics
during the life time of a vehicle are expected. In summary, sender identiĄcation offers a
considerable beneĄt with regard to the security of connected vehicles, if the open challenges
can be solved.
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