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ABSTRACT
Privacy Assistants (PAs) are a promising method to support users
in making and communicating privacy-related decisions. In this
work in progress paper, we present a study design to investigate
users perspective on PAs in the context of mobile apps in an explo-
rative user-centric workshop. The participants are asked to provide
1) which information they are comfortable sharing with their PA,
2) how the PA learns this information, 3) how the PA should assist
and how it should communicate with the participants, and 4) which
entity should provide the PA. Participants are encouraged to think
aloud during the workshop and are interviewed as debriefing. The
initial results of a pilot study indicate that there may be a great
variety of requirements and ideas of a PA between users.

CCS CONCEPTS
• Security andprivacy→Privacy protections; •Human-centered
computing → Empirical studies in HCI.
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1 INTRODUCTION
Three in four (78%) global citizens are concerned about their online
privacy [2]. At the same time, users also express a lack of control
over their personal information online [2]. A promising way to
mitigate these concerns and facilitate control are so-called Privacy
Assistants (PAs) [3, 6]. PAs can support users in making privacy
decisions and communicating privacy intentions. Different possibil-
ities for realizing PAs have been demonstrated in specific domains,
such as Online Social Networks [12, 23], the Internet of Things
[6, 9], and mobile apps [3, 34].

In this work-in-progress study, we first developed a concept for
a PA. In particular, our PA aims to support users in matching the
permissions of mobile apps to their privacy preferences. Next, we
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designed a user workshop. The goal of our workshop is to explore
the user’s perspective on the PA and the user’s requirements for
different aspects of the PA. In four workshop stations, the partic-
ipants get the opportunity to create their personal PA to support
protecting their privacy when interacting with mobile apps. During
the workshop, we encouraged participants to think-aloud [4] and
interviewed them to gain a deeper understanding of: Which infor-
mation are users comfortable sharing with the PA? How should
the PA learn about the user? How should the PA assist the user
and how should it communicate with the user? And finally, which
entity will provide the PA?

We report first results from a pilot study (N = 2), giving first
insights on the user perspectives on different aspects of interaction
with a PA. The results indicate that there may be a great variety of
requirements and ideas of a PA between users. Finally, we discuss
the methodological implementation of the workshop and give an
outlook on how further data collection can proceed. Furthermore,
we show how other researchers can build on this work in progress.

2 RELATEDWORK
Research on Privacy Assistants (PA) can be clustered into four dif-
ferent areas: Privacy Assistants for 1) Websites, 2) Online Social
Media, 3) Internet of Things devices, and 4) mobile apps. This sec-
tion will give an overview of different approaches within these
categories.

2.1 Website Privacy Assistants
To avoid the unwanted storage of information (e.g. tracking cook-
ies), users have to locate a website’s privacy policy, read it, and
configure the setting according to their preferences. However, doing
this for each visited website places a big burden on the user. To miti-
gate this problem, PAs were designed to support users with reading
and comprehending these policies [5, 8, 16]. The main function
of these PAs is summarizing privacy policies and showing users
their most relevant aspects. A different approach was developed
by the German telecommunication agency Deutsche Telekom [11].
They deployed a data cockpit for their website, to provide their
costumers with an interface to gain information about the com-
pany, data usage, and their contracts, as well as data management
settings.
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2.2 Online Social Networks Privacy Assistants
Online Social Networks (OSNs) are a considerable threat to user
privacy as their main purpose is sharing information. In this con-
text, Wisniewski et al. showed that users prefer achieving a level
of privacy that matches their preferences rather than sharing as
much as possible [37]. However, the choice of privacy settings and
deciding which information should be shared can be difficult [21].
Thus, many users struggle in managing their privacy settings. To
mitigate this problem Fang et al. developed a framework for a PA
that automatically adjusts privacy settings [12]. They built a pro-
totype that asked users whether they would be willing to share
their personal information, e.g. their birthday, with a selected set
of friends. Based on this information the PA was able to predict
a user’s privacy preferences. Another way to protect users from
oversharing their data is a PA specifically developed for the OSN
Facebook [23]. When interacting with this PA users are asked to
define rules to determine which recipients can see status updates.
If a user posts a status update, the PA highlights privacy-sensitive
parts, like locations and provides a list of friends with whom the
status update can be shared. This enables users to select an audience
for their status update based on its content.

2.3 Internet of Things Privacy Assistants
Internet of Things (IoT) devices are everyday devices with com-
puting and networking capabilities, such as smartwatches, smart
speakers, or smart fridges. IoT devices can be used to continuously
monitor their users and, in case of smart homes, also their house-
mates and guests [22]. This comes with the potential of various
privacy threats. However, many users lack concerns about privacy
risks [20], as well as knowledge about data collection and storage
[6], or are overwhelmed by the number of privacy decisions [6].
This suggests the need for IoT PAs but due to the heterogeneity
of IoT devices, different approaches might be needed. Colnago et
al. described three possible types of IoT PAs: 1) PAs, which inform
users about data collection, 2) PAs, which provide recommenda-
tions for information disclosure, and 3) PAs, which automatically
act on behalf of the user [6]. Past research on IoT PAs focused also
on public spaces. For instance, Pappachan et al. developed a frame-
work for a PA that manages privacy preferences in smart buildings
[25]. Langheinrich describes a framework for a PA, which informs
the users about the data collection and provides the possibility to
change settings [19]. Das et al. developed an app to inform users
of nearby cameras and give them the opportunity to obscure their
face [9]. Raber et al. addressed the problem of data collection by
smart retail stores, like Amazon Go, by building a privacy manager
that can help users with their privacy settings [29]. Further papers
deal with data collection within smart homes. Hereby, He proposes
a prototype for a privacy settings interface that allows users to
configure the settings of multiple smart assistants [15]. Seymore
further extended this idea and developed a PA that not only informs
users about data collection of their IoT devices and gives the option
to set a firewall to prevent data leakage but also gives lessons about
network privacy [31].

2.4 App Privacy Assistants
Several research projects are concerned with privacy in the con-
text of smartphone apps. The cause of this lies in the fact that
smartphones are commonly used devices and that apps often col-
lect various sensitive user data, like the users location or identity
information. These data is not only gathered for the purpose of
app functionality, but it is also often used for targeted advertising
and sold off to third parties [13]. It is therefore vital to support
users with managing their data as many do not read End User Li-
cense Agreements before installing an app [32] and are therefore
unaware of the specific information requested by the apps. Differ-
ent approaches to mitigate this problem include PAs, which notify
users when data is collected [1, 3, 30], PAs, which automatically set
permission settings [34, 36] and PAs, which give recommendations
for app settings either in the form of ratings [1, 14, 27] or in the
form of a personalized set of recommendations [3].

2.5 Research Gap
The approaches described above evaluated one part or specific con-
cept of a PA, or focus on very specific aspects, such as personalized
recommendations [18], information about permission purposes [3],
or gamification [14]. Therefore, in this study, we build upon this
findings and introduce the PA Workshop as a method to explore
how users would design different aspects of a their personal PA.

3 CONCEPT OF A PRIVACY ASSISTANT AND
RESEARCH QUESTIONS

The basis for the user workshop is a concept of a PA. A PA can
support users in different contexts where the user wants to enforce
privacy preferences (e.g. IoT, Smart Home devices). The PA concept
presented in the following is a general one. For our study, we used
the use case app permission. Therefore, we understand a PA as
a program that learns about the privacy preferences of the user
regarding different app permissions, implements them, and might
also notify the user. In our concept, the user provides input to the
PA (e.g., privacy preferences) and receives the output generated by
the PA (e.g., settings). The PA in turn enforces the user preferences
against all entities that allow the user to adjust privacy settings
(e.g., IoT devices, OSNs). This means that the PA passes the user’s
preferences as input to the privacy settings but also receives output
from the settings, e.g. if new settings are available. In addition, the
PA is connected to a provider. There can also be exchanges between
the PA and provider of the PA, for instance, the provider can inform
the PA about changes in the law.

We divide the use of the PA into the three stages of 1) input,
2) process, and 3) output (see Fig. 1). This idea is based on work by
Xiao and Benbasat who applied and investigated this division in the
field of advice-giving systems (AGS) [39]. They defined the input
stage "where users’ preferences or needs are elicited". In our concept
the PA in the stage Input User receives all the information it needs
from the user. This can be demographic data, the user’s level of
expertise in the area of data protection, or information from social
media accounts. Especially social media postings are a valuable
source of information, as it was shown that a person’s privacy
measures and therefore their privacy concerns can be inferred from
this kind of data [28]. However, it is unclear what kind of data users
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Figure 1: Model of the communication from a PA to the neighbouring entities

are comfortable providing to the PA, as the tendency to provide
personal information is not a unidimensional construct [17]. This
means that people differ in their disclosure behavior depending on
the type of requested information. This leads to the question

Q1:Which information are users comfortable sharing
with the PA?

In the context of advice-giving systems, the "process stage is where
advice is generated based on users’ preferences or needs." [39]. In
our context, the Process Stage means that the PA processes the in-
tentions of the user and transfers them into privacy settings (of
devices, apps, websites). In this study, we focus on the interac-
tion between the user and PA and therefore are interested in the
following question

Q2: How should the PA learn about the user?
For advice-giving systems, "the Output stage is where systems
present the generated advice to users." [39] In our concept, the
question of communication of the PA with the user is central in
the Output Stage. This includes 1) the interface or design of the PA,
2) what information the PA communicates to the user 3) how often,
and 4) in what way the communication occurs. In our study, we
examine the user perspective on different variants of these four
aspects to answer the following question:

Q3:How should the PA assist the user and how should
it communicate with the user?

Behind every PA is a provider. The choice here ranges from device
or software manufacturers (e.g., Apple, Google), to research institu-
tions (e.g., a university), to non-governmental organizations (e.g.,
the Chaos Computer Club), and public authorities (e.g. a ministry).
With our last question, we would like to shed light on the user
perspective on:

Q4: Who will provide the PA from the users point of
view?

4 METHOD
To investigate the user perspective on different aspects of a PA and
shed light on the previously formulated questions, we conducted
a workshop study combined with an interview. With our study
design, we aimed to create a trustworthy and open atmosphere to
achieve a holistic and detailed reception of the user perspective.
Open answers were implemented to address the creativity of the
user. In a written introduction, the concept of a privacy assistant for
smartphone apps was explained to the participants and a problem-
based scenario was presented in which the support of a PA would
be helpful. In four stations (see Fig. 2), participants were asked
to create their personal PA. They were guided through the four
stations by a workshop assistant and encouraged to express their
thoughts out loud [4]. In order not to influence the respondents
in the decision-making process, communication was reduced to a
minimum. After a demographic questionnaire, finally, the partici-
pants summarized and discussed their thoughts on their personal
PAs in a semi-structured interview.

4.1 Procedure
The procedure of our workshop was as follows:

4.1.1 Station 1: Which information are users comfortable sharing
with the PA?. In the first station, a questionnaire was used to de-
termine the data the user is willing to disclose to the PA. Based on
that, the PA can create a privacy profile. The items were created,
based on literature research on factors for previous PAs. The fea-
ture awareness of privacy controls, as well as sharing tendencies in
OSNs, are partially related to privacy management strategies and
can be used to create privacy profiles of the users [38]. Also, the
knowledge about privacy and the motivation can be used to assign
users to privacy profiles[10]. Users’ personality traits, as well as
demographics, were used to suggest accurate personalized privacy
settings in the context of OSNs [24].
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Figure 2: Procedure of the user workshop

We used the following eleven items to assess the extent to which
participants are willing to disclose the data to the PA. Using a 4-
point Likert scale (disagree absolutely to agree completely), we
assess the extent to which participants are willing to disclose the
following data to the PA: demographic variables, identity, e-mail
address, age, knowledge of data protection, previous experience
with privacy violations, personality traits, and information from
OSN profiles.

Furthermore, there was a text field for qualitative answers to
add further sources of information.

While realistic scenarios offer an opportunity to capture context-
based privacy behavior without distortion [33], an exemplary noti-
fication is less abstract. Conalgo et al. showed that users differed in
the degree of desired automation of PA recommendations [6] and
unlike an automated approach, are choosing a profile to determine
preferences commonly used in mobile applications. Thus, in the
second station, the participants explored ways how the PA could
learn about their privacy preferences and how it could create a
privacy profile. Participants could choose between the following
six options or create their own version (example see Fig. 3):

4.1.2 Station 2: How should the PA learn about the user? While
realistic scenarios offer an opportunity to capture context-based
privacy behavior without distortion [33], an exemplary notification
is less abstract. Conalgo et al. showed that users differ in the degree
of desired automation of PA recommendations[7] and unlike an
automated approach, choosing a profile to determine preferences
is commonly used in mobile applications. Thus, in the second sta-
tion, the participants explored ways how the PA could learn about
their privacy preferences and how it could create a privacy profile.
Participants could choose between six different options or create
their own version (example see figure3):

• Data: The PA determines the profile based on the information
provided in Station 1.

• Automatically: The PA automatically determines the profile
based on the existing permissions for the user’s apps.

Figure 3: Example station 2

• Questions: The PA determines the profile based on questions
regarding personal settings.

• Fictitious scenarios: The PA provides ten fictitious scenarios
with decision options, which are used to determine the user’s
profile.

• Select profile: The PA presents three profiles to choose from
(Fundamentalist, Pragmatist, Unconcerned) [35].

• Notifications: The PA sends ten exemplary notifications with
decision options to determine the profile.

4.1.3 Station 3: How should the PA assist the user and how should
it communicate with the user? Station 3 included four parts: 1) in-
terface, 2) type of notification, 3) frequency of notification, and 4)
the format of notification. An example is given by Fig. 4).

Interface. In the first part of Station 3, the participants were asked
to determine their preferred interface of a PA. The various design
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Figure 4: Example station 3

implications were drawn up on the basis of Gerber et al. [14]. The
goal is to determine whether different gamification elements are
preferred over a simplified presentation of the PA recommendations.
The participants could choose from a selection of four interfaces:

(1) Online ranking list: Users can earn points by completing
challenges, for example changing three questionable access
permissions of applications. The earned points are displayed
in an online ranking list together with the points of other
users of the PA.

(2) Avatar: Similar to the online ranking list, users can earn
points by completing challenges. The points can be spent to
customize an avatar.

(3) Achievements: Specific achievements could be earned for
completing challenges.

(4) Information only: An overview of all apps, containing the
information about the access permissions of the respective
apps.

Notification. Considering the notification, the participants could
choose aspects in which they wish a notification from the PA. These
aspects are:

• Privacy threats: Potential threats to the user’s privacy
• Preference violations: about access rights of apps that contra-
dict the user’s preferences

• App permission: notifications about permissions of all apps
• App permission + privacy lesson: notifications about permis-
sions of all apps with an offering of a lesson on how to better
protect privacy.

Frequency of Notification.While push notifications can increase
mobile app engagement, they can result in the opposite effect, if
they are used too frequently [26]. Therefore, the following options
for notification frequency were provided:

• several times per day
• once per day
• several times per week
• once per week

• once per month
• never

Format of Notification. The participants could choose from three
notification formats:

• full screen
• half screen
• notification bar

4.1.4 Station 4: Which entity will provide the PA?. In the fourth
station, 13 different manufacturers who could possibly produce the
PA were presented to the participant (including a short description).
Since the mission statement of a provider always allows possible
conclusions to be drawn about further data processing and inten-
tions, a broad selection of providers with different features was
made. Therefore, transparency as well as the possibility to choose
the source of the PA recommendation, are desired by users [7]. The
selection consisted of Google, Apple, Chaos Computer Club, GNU
General Public License, a university, Facebook, the German Gov-
ernment, Android, Samsung, Huawei, Telekom, Vodafone, and 2121
Atelier Inc. First, the participants categorized them as trustworthy
or not trustworthy. Then, the participant chose a manufacturer that
offers the PA and explained their choice.

4.1.5 Final Interview. Finally, a semi-structured interview was con-
ducted to clarify ambiguities or incomplete answers and gain more
detailed information on the cause of the decision made. This en-
sured that the precise meaning of the think-aloud-comments was
not distorted by interpretation along with the consideration of fac-
tors that might have been disregarded. It was also an opportunity
for the participant to view the PA in context, reconsider decisions
already made, and address the priority of different features. In ad-
dition, a ten-point scale was used to assess the likelihood of using
and recommending the self-developed PA to check the accuracy
of the information given and the discrepancy between the attitude
and behavior intention.

4.1.6 Data collection. The study was initially planned as an offline
laboratory study and has already been tested as such. Later the
concept was transferred into an online study, that should meet the
following criteria:

• Accessibility: In principle, participation in the study should
be possible for all persons, regardless of previous technical
experience.

• Positive Atmosphere: A pleasant and trusting situation should
be created in which the participants feel comfortable.

• Creativity: The study design should be interactive and allow
room for the participant’s creativity to maintain motivation.

The offline version of the study took place in a laboratory. All
materials were printed on paper and could be attached to a pinboard
by the participants. In the online study, thematerials were presented
as a survey. We used the provider soscisurvey.de. During the whole
process, the participants and the interviewing person participated in
a video conference service. We used the German Research Network
available underwww.conf.dfn.de. In both variants -offline and online-
the conversations were audio-recorded and transcribed for analysis.
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Table 1: Demographic data of the participants

Demographics P1 P2

Age 31 20
Gender male female
Education university

degree
high school

Profession business
engineer

law student

Operating System Android Android
Data protection knowledge advanced advanced
Motivation medium high
Privacy concerns medium high

4.2 Data Analysis
We started by transcribing the audio recordings of the study into
written form. For the purpose of this work-in-progress study, single-
case-analysis of the transcripts was performed. Qualitative content
analysis is planned for the analysis of further interviews.

4.3 Recruitment and Participants
In the preliminary study, two participants were recruited from the
author’s personal environment. Participant 1 (P1) participated in
the offline version of the study, participant 2 (P2) in the online
version. Table 1 shows the demographic data of the participants.

4.4 Ethical Considerations
The study follows the guidelines of the ethics committee of our
institution. To protect participants’ privacy, we limited the collec-
tion of personal data to a minimal amount. Prior to the study, all
participants received a consent form (contained data protection pol-
icy), which they had to agree to. Our study, furthermore, complied
with national privacy regulations and the European General Data
Protection Regulation (GDPR).

5 PRELIMINARY RESULTS
In this section, we report results from our pilot study (N = 2), giving
first insights on the user perspectives on different aspects of a PA.
First, we give an overview of the personal PAs that the participants
have created in the course of the study. Then, we detail the results of
the different stations of the study, providing participant comments
when meaningful.

5.1 Participants’ Final Privacy Assistant
Two people (P1 and P2) created their personal PA while they went
through the four stations of the workshop. Their final choices are
shown in Table 2. Both participants also gave a final statement about
their personal PA, in which they formulated their understanding of
the PA and emphasized what is important to them.

For P1, the PA is an app "that simply analyzes which apps with
which settings I already have on my phone and (...) notifies me if
there’s an anomaly in it, or if I download something new, it gives me
a hint or even makes the settings completely for me.". The participant
also pointed out that "it works as automatically as possible and that I

Table 2: Participants’ final PAs

P1 P2

Station 1 9 of 11 1 of 11
Station 2 fictitious scenarios data
Station 3
Part 1: Interface avatar information only
Part 2: Notification privacy threats app permission +

privacy lesson
Part 3: Frequency several times / day several times / day
Part 4: Format half screen full screen
Station 4 Chaos Computer

Club
university

don’t have to spend somuch time with it and can still feel secure. Every
now and then he wants to receive a notice from his PA to check if
"it is still alive?". P1 also states that it is important to him that the
PA evolves and adapts to new knowledge or changed behavior and
does not force him "into a rigid profile of 2 years ago."

For P2, on the other hand, it is important that the PA "always
indicates as soon as a new change or a request for a private matter
occurs." She wants to have a say in "whether the PA should allow any-
thing". The actions of the PA should be as conspicuous as possible
"should be displayed on my whole display". P2 goes on to say that it’s
important to her that the PA "shows me which app wants something
and that it shows me what exactly that is and that I can definitely
change that. And that I am warned". It’s also important to her "that
it’s displayed neutrally and that I’m not being pushed into anything."
A "creatively designed" PA, she would find "just confusing".

5.2 Station 1: Which information are users
comfortable sharing with the PA?

P1 would give the PA access to 9 of 11 types of information ex-
cluding email-address and phone number. The choice is justified by
saying that the PA needs this information "to do its job. [...] with the
things, [...] - where it seemed strange to me - I said: no, not that.". P2
only allows the PA access to her email-address and says "actually I
don’t want to give away any of my data".

5.3 Station 2: How should the PA learn about
the user?

P1 opts forfictitious scenarios because "I can easily be asked how
I would act in a certain situation". Also, they are not as rigid and
boring as a questionnaire. Furthermore, he suggests that the PA
should rather ask for scenarios that it has not yet been able to learn
from past behavior.

P2 is unsure whether the indirect methods really select the cor-
rect settings and therefore opts for the variant that the PA takes
the data from station 1. "Therefore I would probably rather take the
second picture, where I then accept exactly what I have specified."
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5.4 Station 3: How should the PA assist the user
and how should it communicate with the
user?

Part 1 - Interface. P1 rates the possibility that the PA includes
achievements or rankings as positive. But "this is not the first thing I
want to see when I open the app". That is why he chooses the Avatar.
"I think if there’s like my avatar up there, with my name and stuff, it
feels like that’s my assistant".

P2 selects "information only": "I think it looks neutral." She rates
the avatar as "a little creepy". And about the achievements she says:
"Your achievements sound very commendable, for yourself somehow.
But I don’t know if that would fit in with a privacy assistant telling
me what I’ve done well."

Part 2 - Information. P1 decides to be notified when a vulnera-
bility occurs because "that would be the most important thing" and
"not too often".

P2 chooses to be notified about permissions of all apps with an
offering of a voluntary lesson on how to better protect her privacy.

Part 3 - Frequency. P1 indicates to be informed by the PA several
times a day and specifies that he wants to be informed immediately
in case of a threat without getting "totally bombed."

P2 also wants to be informed several times a day. In fact, "as soon
as there’s any question of what to access.".

Part 4 - Format. P1 prefers the "Half Screen". Because "especially
in case of danger, I think it’s good if there is an explanation.".

P2 thinks "it is good if it is eye-catching and you notice it as much
as possible" and therefore chooses the whole screen.

5.5 Station 4: Which entity will provide the PA?
P1 says that it is "always important for him that it is not a provider
who would trade the data commercially on the other side. In other
words, a provider that uses a privacy manager to cannibalize its own
business model elsewhere. I would rather not trust that provider.". He
chooses the Chaos Computer Club as the provider because "it is
more likely to position itself as a consumer protector, which means
as extremely critical. [...] They are even more critical than I am. And
that’s why this might be a good source to give me some guidelines on
how I should behave."

P2 chooses the university as the provider and explains her choice
by saying that she would probably take something "that seems
trustworthy to me, and if I was going to study at university now, I
would probably take a university."

6 DISCUSSION
The aim of our pilot study was to create a basis for a discussion
on the further development of the study design. Furthermore, the
results of the two interviews can provide possible first indications
of how users envision a PA. Since the sample is very small (N = 2),
we will not discuss the results in detail here, but rather give an
overview and a possible general direction. Finally, the methodolog-
ical implementation will be discussed.

6.1 Discussion of the Results
The PAs developed by the participants in the study differ greatly
in terms of which information participants are willing to share
with the PA (Q1), how it should learn about them (Q2), how the
PA should assist, and how should it communicate (Q3). It should
be noted that both participants report a different level of privacy
concerns and motivation to protect their privacy. These might be
a hint that different user types have different ideas about what
actions a PA should perform and how it should communicate with
them. It may be useful to design PAs for a specific user group with
similar requirements or think about how different user needs can
be integrated in a PA.

6.2 Discussion of the Method
Our proposed method should make it possible to explore how users
imagine their personal PA. For this purpose, the participants de-
signed their PA in a workshop. With the help of think-aloud tech-
niques and an interview, an insight into their perspective and de-
cisions was captured. With our study design, we tried to create
a balance between an open and concrete approach. On the one
hand, we wanted to explore the user’s view of a PA with an open
mind. On the other hand, the questions and tasks should not be too
abstract, so that the participants knew what they should relate to.
The fact that there is still a need for adjustment here is particularly
evident in the first station, where one participant initially states
that she has almost no intention of disclosing personal data to the
PA. This could be an indicator that participants find it difficult to
estimate which data a PA needs in order to be functional. As a
consequence, we will check all stations of the workshop to what
extent an inexperienced participant can give a realistic assessment.

With the design of the study, we wanted to create a positive at-
mosphere in which participants feel encouraged to get creative with
the design of their personal PA. In the offline study, the participant
had both visual and haptic stimuli as well as a spatial dimension
through the paper materials he could place on a pinboard. In addi-
tion, personal contact enabled the workshop assistant to create an
atmosphere of trust. With the transfer to online studies, we wanted
to continue to meet these requirements. This raises the question of
how successful this has been and what other options are possible
to implement the study design online. A possible indicator that the
study design needs to be adjusted is the fact that the participant in
the offline study answered in much more detail than the person in
the person in the online study. Especially in times of the corona
pandemic, the question arises on how innovative online studies can
be designed that at the same time, ensure both the accessibility of
the study and the privacy of the participants.

7 OUTLOOK
With our workshop approach, we provide a method to explore how
users imagine their personal PA for app permissions. This study
design can serve as a basis for further research, such as PAs for other
contexts or with a focus on a certain aspect. We plan to implement
the findings from the discussion on this work in progress paper
as far as possible in the study design. Subsequently, a sample of
N = 20 - 30 will be collected. The responses will be considered both
quantitatively (number of options selected) and qualitatively by
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means of content analysis. With this study, we hope to provide
valuable insights on users’ perspective and their wishes for a PA.
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