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Abstract: Since biometric characteristics are not revocable and biometric data is sensitive, privacypreserving methods are essential to operate a biometric recognition system. More precisely, the
biometric information protection standard ISO/IEC IS 24745 requires that biometric templates are
stored and compared in a secure domain. Using homomorphic encryption (HE), we can ensure permanent protection since mathematical operations on the ciphertexts directly correspond to those on
the plaintexts. Thus, HE allows to compute the distance between two protected templates in the encrypted domain without a degradation of biometric performance with respect to the corresponding
system. In this paper, we benchmark three post-quantum-secure HE schemes, and thereby show that
a face verification in the encrypted domain requires only 50 ms transaction time and a template size
of 5.5 KB.
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Introduction

Nowadays, biometric authentication is widely used in applications ranging from convenient smartphone unlocking to high-security border control. On the other hand, we can
also observe an increase in cybercrime and databases leakages. Due to the fact that biometric characteristics are unique and cannot be changed unlike e.g. passwords, unprotected
databases can be exploited to reveal enrolment data and track individuals. Hence, biometric
data, amongst others, are classified as sensitive data by the European Union in the General
Data Protection Regulation 2016/679 [EU16]. Furthermore, research has proven that biometric samples can be reconstructed from unprotected templates, for instance face [Ma18],
iris [Ga13], or fingerprint [Ca07]. The ISO/IEC IS 24745 standard [IS11] defines three
requirements for biometric template protection (BTP): i) unlinkability, two protected templates cannot be linked to the same subject, ii) renewability, new templates can be created
without the need to re-enrol and old templates can be revoked, and iii) irreversibility, it
is impossible to retrieve original samples given only protected templates. Furthermore,
the biometric performance should be preserved in the protected scheme. Therefore, BTP
mechanisms are able to handle these privacy issues since templates are stored and compared in a secure domain.
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Fig. 1: Pre-processing pipeline in order to extract templates from facial input images.

By fulfilling the aforementioned requirements, the data subject’s privacy is protected during the comparison as well as for leaked templates. In this context, different BTP schemes
have been developed [BDL15, RU11]. One trend utilises homomorphic encryption (HE)
in order to compute the biometric comparison score directly on the ciphertexts. For instance, Sadeghi et al. [SSW09] combine HE with garbled circuits to achieve protection in
a face identification scenario. Using two HE schemes for face identification, Drozdowski
et al. [Dr19] additionally discuss technical considerations and challenges. In order to speed
up the execution for face verifications, Boddeti [Bo18] explores fully HE in combination
with batching, which allows to reduce the number of homomorphic multiplications for
the distance calculation. Likewise, Yasuda et al. [Ya15] present a specific packing method
for their HE scheme to gain efficiency. Therewith, they apply template protection for different biometric modalities with feature vectors of 2,048 bit. Following the multi-modal
idea, Gomez-Barrero et al. [Go17] propose a general framework for verification of fused
modalities in the homomorphically encrypted domain.
However, a lot of publications applying HE for BTP assign the secret key to the client,
thus discarding the advantages of using biometrics in general and generating a two-factor
authentication system with biometrics and a secret-based knowledge. In contrast, our contribution keeps the secret key on the server side. We build upon the iris BTP scheme in
[Ko19] to protect binarised face templates and benchmark recognition performance, transaction time, template size, and cryptographic security with two state-of-the-art HE BTP
systems [Dr19]. The focus is on post-quantum-secure cryptography [BL17] to achieve
long-term security for biometric data.
The rest of this paper is structured as follows: Section 2 describes the proposed system
including the necessary pre-processing. The experimental setup and results, including the
benchmark, are presented in Section 3. Finally, Section 4 concludes the paper.

2
2.1

Proposed System
Baseline system

Before we can encrypt face templates, we need to extract the features from the input images. The pre-processing pipeline for this purpose is shown in Fig. 1. Given the facial input
images, two deep feature extraction algorithms, ArcFace [De19] and FaceNet [SKP15],
were used to create templates of 512 floating-point values. Additionally, we applied quantisation and encoding to transform the float templates into integer and binary templates in
order to be able to use additional HE schemes. Following the analysis in [Dr18], the feature

Efficient Post-quantum-secure Biometric Face Template Protection

3

space is divided into four segments of equal size. For the integer encoding, the float values
are simply mapped to the corresponding number of their sequence area. In order to have
the lowest distance for adjacent areas in the binary representation, the linearly separable
subcode (LSSC) [LT12] transforms each integer value into three binary digits. Float and
integer templates can be compared by computing the squared Euclidean distance, while
the Hamming distance is used on binary templates.

2.2

Homomorphic encryption

Homomorphic encryption schemes [Ac18] implement asymmetric cryptography with the
property that specific mathematical operations on the ciphertext directly affect to the plaintext. Those additive or multiplicative homomorphic properties can generally be defined as:
Enc (A + B) = Enc (A)  Enc (B)

(1)

Enc (A · B) = Enc (A) ◦ Enc (B)

(2)

Hence, we have an operation  that results in the sum of two plaintexts when it is applied
to both corresponding ciphertexts. Another operation ◦ is used to achieve a multiplication. The specific operations depend on the selected HE scheme. Moreover, not all HE
schemes support all operations. Therefore, depending on the used biometric templates and
the required distance computations, different HE schemes [Ac18] should be utilised.
With the focus on post-quantum-security [BL17], the following three crypto schemes
are selected. In order to compute the squared Euclidean distance in the encrypted domain, two HE schemes are utilised. The encryption scheme by Cheon-Kim-Kim-Song
(CKKS) [Ch17] supports homomorphic operations on floating point templates and the
Brakerski/Fan-Vercauteren (BFV) [FV12] scheme is applied on the integer templates.
On the other hand, the computation of the Hamming distance in the encrypted domain
can efficiently be done with the N-th degree truncated polynomial ring (NTRU) [HPS98]
scheme, if the parameters are selected in a way that the decryption automatically performs
a modulo-2 operation. Then one addition directly results in the XOR of probe and reference. The security of all three schemes is based on the ring-learning-with-errors problem,
which, using a quantum algorithm, can be reduced to the shortest vector problem over
ideal lattices [LPR10]. Thus, granting long-term security for biometric templates.

2.3

Protected system

Based on the aforementioned considerations, we can build our HE protected system. Since
we are not interested in a two-factor authentication, where the secret key is assigned to the
client, the secret key needs to be stored at server-side. However, placing the decryption key
next to the encrypted templates in the database server (DB) threatens the whole purpose.
Hence, we need an additional authentication server (AS) in our infrastructure, which works
as a trusted third party. The structure of this system and a verification transaction are
illustrated in Fig. 2.
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Fig. 2: Verification transaction of the BTP system using homomorphic encryption.

1.

The client captures the biometric characteristics and pre-processes the data, resulting
in a probe feature vector v.

2.

The client encrypts v with the public key to get the protected probe p.

3.

The encrypted probe p is sent to the database server (DB). In a verification scenario,
the client additionally transfers an ID claim.

4.

DB computes the distance d between probe p and reference(s) ci in the encrypted
domain.

5.

This encrypted distance d is forwarded to the authentication server (AS).

6.

AS decrypts d using the secret key and compares the result with a decision threshold.
Alternatively, AS could also sort all computed distances in identification mode.

7.

The final accept/reject decision is revealed to the client.

This architecture assumes the honest-but-curious model, where the parties stick to the protocol, but may try to learn as much information as possible. This implies that DB and AS
do not collude in order to decrypt the database or incoming probes. The client encrypts its
probe before sending it to the DB, which only operates on encrypted templates to compute the encrypted distance. The AS, which possesses the secret decryption key, receives
only protected distance values and thus does not learn sensitive information from neither
the probe nor the reference. The transmission channel between parties can additionally be
protected by TLS. For higher privacy, the decision (in 7.) could be returned to the DB,
which forwards it to the client in order to conceal the identity of the client device from AS.

3
3.1

Experimental Evaluation
Experimental Setup

The experiments were run on a frontal image subset of the FERET database [Ph00] comprising 6,963 samples of 563 subjects. Both feature extraction methods use their freely
available pre-trained model, which allows for reproducibility of our research. Furthermore,
our BTP systems are implemented based on the open-source crypto implementations in
the Microsoft SEAL HE library3 (CKKS and BFV) and the NTRU iris template protection
system [Ko19].
3
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Fig. 3: DET plot showing the false match rates and false non-match rates for different template types
in the verification scenario. The performance is identical for unprotected and protected systems.
Tab. 1: Rank-1 identification rates in % for different feature types.
Rank-1

float

integer

binary

ArcFace (%)
FaceNet (%)

99.03
98.50

98.98
98.42

99.03
98.36

In order to compare the biometric performance of different template representations, verification scores as well as rank-1 mated identification scores are computed. For the genuine
verification, all mated samples are compared and for the impostor scores, only the first
sample of each subject is compared with the first sample of all other subjects. Furthermore, the rank-1 identification scores include all mated comparisons.
The timing of relevant functions was conducted within a virtualised (single-core) Linux on
a commodity notebook running an Intel Core i7 2.7 GHz CPU and 16 GB DDR4 RAM.
While the SEAL library is written in C++, the Python3 code of the NTRU implementation
is executed with PyPy34 for an additional speed-up.
3.2

Results

Biometric performance evaluation. Fig. 3 shows that biometric verification performance
is preserved across the different template types. Especially for a false match rate below
2%, the DET curves for all types are almost identical. However, looking at the rank-1
identification rates of all mated comparisons in Tab. 1 reveals minor variations for the
different template types due to the quantisations. In general we can conclude, that the
biometric performance remains stable across different face template representations.
Execution time and file size. Generally, we could observe that execution times and file
sizes slightly increase for higher security levels. However, the relative speed-up between
different template representations stayed the same and hence only results for a security
level of 128 bits are presented.
4
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Tab. 2: Median execution time and standard deviation of relevant functions. The comparison includes
distance computation, decryption, and deriving the final decision.
128 bits Security
Key generation (ms)
Encryption (ms)
Comparison (ms)

CKKS (float)

BFV (int)

NTRU (bin)

779 (±4)
6 (±2)
3391 (±10)

255 (±5)
76 (±1)
618 (±26)

362 (±84)
27 (±5)
23 (±3)

Tab. 3: File size of keys and a single template for the evaluated encryption schemes.
128 bits Security
Keys
Template

CKKS (float)

BFV (int)

NTRU (bin)

99 MB
516 KB

12 MB
132 KB

6 KB
5.5 KB

The execution times for relevant functions are depicted in Tab. 2. The key generation of
all encryption schemes is done in less than one second and is negligible since it is a one
time effort at enrolment. The encryption times refer to a single template and need to be
multiplied with the number of references in the database during the system setup. An
encryption takes about 6 ms for float features, 76 ms for integer features, and 27 ms for
binary features. Analogously to the encryption, we need to multiply the comparison times
with the number of references for each performed identification. A comparison in BFV
(618 ms) is five times faster than CKKS (3,391 ms) and 25 times slower than NTRU (23
ms). Additionally, for both identification and verification, the probe needs to be encrypted
before the comparison. Thus, this single encryption affects the verification much more
than the identification scenario. It occurs that the CKKS encryption is faster than the other
encryptions, while it needs much longer on other operations. The NTRU encryption relies
on new random polynomials for each block and their generation takes apparently more
time than its corresponding function within CKKS. Comparing the file sizes, as shown in
Tab. 3, reveals intuitive results. The keys of CKKS are with 99 MB the biggest, while BFV
requires 12 MB and NTRU 6 KB. The same order holds for the template sizes; 516 KB
for CKKS, 132 KB for BFV, and 5.5 KB for NTRU.
Simulating a company database with 1,000 employees would require a database storage
of around 500 MB for CKKS, 130 MB for BFV, and 6 MB for NTRU. Using the same
system in identification mode would take around one hour in the CKKS scheme, nearly 12
minutes in the BFV scheme, and 50 seconds with NTRU.
Security analysis. Finally, all three HE schemes are based on ideal lattices and hence
found to be post-quantum-secure [BL17], which grants us irreversibility. The encryption
functions utilise a random factor with the effect that encrypting the identical plaintext
twice, results in two unlinkable ciphertexts. Renewability can be achieved by exchanging
the key pair and re-encrypting the database. Since clients only operate with the public key,
no re-enrolment is required.
Summary. These results show that real time verifications in the encrypted domain are possible for integer and binary face templates. However, when it comes to identification, only
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the comparison of binary templates is fast enough to support a reasonable transaction time.
As demonstrated, the biometric performance remains largely unaffected for all presented
template representations.

4

Conclusions

This work showed that the most important requirement for efficient template protection,
transforming float templates into integer or binary templates, has negligible impact on the
biometric recognition accuracy. Furthermore, the three ISO/IEC IS 24745 requirements
irreversibility, unlinkability, and renewability are fulfilled by the evaluated HE schemes,
CKKS, BFV, and NTRU. Additional long-term template security is granted by their postquantum-secure design. Since we worked with a public database and only used opensource software, all results from this paper are reproducible. Most importantly, using binary face templates, a verification in the encrypted domain is done within 50 ms on an
ordinary notebook, which also allows to apply NTRU HE in limited identification scenarios. Those results demonstrate the practicability of biometric template protection for face
verification even on off-the-shelf hardware. Future work will evaluate efficient biometric
identification in the homomorphic domain including computational workload reduction
methods [DRB19].
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