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Flexible Method for Supporting OAuth 2.0 Based Security 
Profiles in Keycloak 

Takashi Norimatsu1,2, Yuichi Nakamura1 and Toshihiro Yamauchi3  

Abstract: Keycloak is identity and access control open-source software. When used for open 
banking, where many OAuth 2.0 clients need to be managed and a different OAuth 2.0-based 
security profile needs to be applied to each type of API, the problem of increasing managerial 
costs by the Keycloak administrator occurs because Keycloak's security profile logic depends on 
the client settings, and the logic cannot be changed for each client's request. This paper proposes 
its solution by separating the security profile logic from the client settings, and by changing the 
security profile for each client's request based on the content of the request, and actual security 
profiles Financial-grade API (FAPI) are implemented to Keycloak. The paper calculates 
managerial costs in both the existing and proposed methods in scenarios managing FAPI, and 
compares the results. The comparison shows that using the proposed method reduces costs. Our 
implementations are contributed to Keycloak. 

Keywords: OAuth 2.0, Security Profile, FAPI, Open Source, Keycloak, Open Banking 

1 Introduction 

OAuth 2.0 [Ha21] is a widely used web-based authorization protocol. It is defined as a 
framework, so it can be used flexibly in a wide range of use cases. This flexibility, 
however, might introduce security holes if it is used incorrectly or inappropriately. To 
prevent such problems, detailed methods for using OAuth 2.0 securely have been 
developed. These are called security profiles.  

Some organizations have standardized and published security profiles. Examples of such 
security profiles are Financial-grade API Security Profile 1.0 Baseline (FAPI1-baseline) 
[Fi21a] and Advanced (FAPI1-advanced) [Fi21b] by the OpenID Foundation (OID-F). 

The security profiles of several in-service open banking systems are based on FAPI1-
advanced. Examples of such security profiles are Open Banking Security Profiles 
[Op21a] in the UK, Consumer Data Right (CDR) security profile [Co21] in Australia, 
and Open Banking Brasil Financial-grade API Security Profile 1.0 [Op21b] in Brazil. 
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In systems supporting security profiles based on OAuth 2.0, the authorization server is a 
key component because it plays a central role in OAuth 2.0. A variety of proprietary and 
open-source identity and access management (IAM) software support the functionality 
of authorization server. Keycloak4 is one example of such IAM open-source software. It 
is written in Java and is used widely for authentication and authorization purposes 
[NK20]. Keycloak can be used free-of-charge but there are some charged services5. 

Keycloak manages several kinds of entities. Figure 1 shows some of the relationships 
among them. The figure only depicts the entities and relationships that relate to the topic 
of this paper. 

 
Fig. 1: Some of the relationships among entities managed by Keycloak 

Keycloak creates realms that are separated and not accessible to each other. Keycloak 
manages clients, users and other entities within a realm. Each realm has its own settings.   

Keycloak manages a client application (“Client” in Figure 1 and generally referred to as 
just “client”), which provides some services to end users, and treats this client as an 
OAuth 2.0 client. A client has several kinds of settings. Some are defined by OAuth 2.0 
and called Client Metadata [Jo21] while others are defined by Keycloak. A client can 
send several kinds of requests to Keycloak, and these requests (for example, 
authorization requests and token requests) are defined by OAuth 2.0. When a client 
sends a request to Keycloak, Keycloak processes the request based on the client settings 
in Keycloak. 

Keycloak manages each end user (“User” in Figure 1) of a client. For example, in an 
authorization code flow of OAuth 2.0, Keycloak needs to authenticate a user and get 
consent from the user to allow the client to access the user’s own resources. 

Applying a security profile by Keycloak means that Keycloak processes a request from a 
client and judges whether the request satisfies the requirements of the security profile. If 
the requirements are satisfied, Keycloak returns a normal response. If they are not 
satisfied, Keycloak returns an error response. 

Existing open banking systems need to manage many clients because the systems are 
applied nation-wide. Open banking systems also need to support multiple types of APIs 
that require different security levels because the systems need to apply a different 
security profile for each type of API. 

 
4 https://www.keycloak.org, accessed: 06/07/2021. 
5 https://access.redhat.com/products/red-hat-single-sign-on, accessed: 16/12/2021. 
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When Keycloak is used as an authorization server in open banking, two problems 
increase the managerial costs of a Keycloak administrator. The first problem is that the 
Keycloak administrator needs to manage many client settings to apply security profiles. 
The second problem is that the Keycloak administrator needs to create a realm for each 
security profile and needs to manage the realm and entities included in the realm. The 
cause of these problems is that Keycloak's security profile logic depends on the client 
settings and cannot be changed for each client's request. 

To resolve these problems, we designed a flexible method for supporting several security 
profiles and implemented it with Keycloak. To resolve the first problem, the method can 
separate the logic related to security profiles from the client settings in Keycloak, so that 
the client settings of all clients do not need to be set up in Keycloak to apply a security 
profile. This separation reduces the costs for managing clients. To resolve the second 
problem, the method can change the security profile dynamically for each client request 
based on the content of the client request, so that a realm does not need to be created for 
each security profile. Making such changes dynamically reduces the costs for managing 
realms and entities included in the realms. 

To show that the proposed method can resolve the problems, we calculated the 
managerial costs needed to apply several security profiles for many clients, and 
compared the resulting costs with costs from before implementing the proposed method. 
The comparison shows that the proposed method reduces managerial costs. 

The implementations were contributed to Keycloak, reviewed by Keycloak maintainers, 
and successfully merged into Keycloak’s main branch. 

The rest of this paper is structured as follows: Section 2 describes, in detail, the problems 
that occur when Keycloak is used for open banking. Section 3 gives details on the 
proposed method for resolving the problems. Section 4 shows the evaluation of the 
proposed method to show that it can resolve the problems. Section 5 describes the results 
of submitting the implementation to the upstream Keycloak repository. Section 6 gives 
works related to the proposed method. Finally, Section 7 gives a conclusion. 

2 Problems related to applying security profiles 

In open banking, an appropriate security profile should be applied to protect APIs. As 
Figure 2 shows, the straightforward method (the client settings-based method) of 
applying a security profile with Keycloak is to find the values of the client settings (in 
Keycloak) relevant to the security profile, set such values to the client settings, and 
process the client’s request by following the values. If existing client settings cannot 
cover a security profile, adding new client settings and logic becomes necessary. 
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Fig. 2: Applying a security profile to a client by the client settings (in Keycloak) 

Requirements for deploying an authorization server in open banking are the following: 

• Requirement 1: An authorization server needs to manage many clients and end 
users, because open banking is applied nation-wide. For example, 319 clients have 
been registered for Open Banking in the UK6. 

• Requirement 2: In open banking, an authorization server needs to manage several 
security profiles to protect several types of APIs that require different security 
levels. For example, one type of API (a read API) is used to retrieve an end user’s 
bank account’s balance and transaction history. Another type of API (a write API) 
is used to initiate a payment service on behalf of the end user. Protecting each type 
of API requires different security levels. In these examples, FAPI1-baseline is 
intended to be used to protect a read API while FAPI1-advanced is for a write API. 

However, applying security profiles by the client settings-based method for open 
banking is difficult due to the following two problems. 

• Problem 1: The client settings of every client need to be set up appropriately for a 
security profile. The amount of managerial operation for managing clients 
increases when there are many clients. 

• Problem 2: Only one security profile can be applied to one client in a realm. If 
multiple security profiles need to be managed, one realm needs to be created for 
each security profile. The amount of managerial operations for managing realms 
and entities included in the realms also increases when there are multiple security 
profiles. 

These problems cause difficulties. Increasing the required operations increases costs. In 
addition, the increase in operations increases the risk of operational mistakes, which 
often cause security incidents. 

3 Policy-based method for applying security profiles 

To resolve the problems described in section 2, a flexible method (the policy-based 
method) for applying a security profile was designed. Its design principles are as follows. 

 
6 https://www.openbanking.org.uk/fintechs/, accessed: 09/01/2022. 
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• Design principle 1: To resolve problem 1, the logic related to security profiles is 
separated from client settings so that the client settings of every client do not need 
to be configured to be appropriate for a security profile.  

• Design principle 2: To resolve problem 2, a security profile applied to a request 
from the same client in a realm can be changed dynamically so that another realm 
does not need to be created for each security profile.  

Figure 3 shows a schematic diagram of the policy-based method. “Request Context” 
indicates a request’s content and context, such as the HTTP header’s value. “Security 
policy” determines which security profile is applied to a client’s request based on the 
request context and client setting. To apply a security profile, the policy-based method 
executes its logic to judge whether the request satisfies a security profile’s requirements 
regardless of the client settings. 

 
Fig. 3: Applying a security profile to a request from a client regardless of the client settings 

By following the above design principles, client policies, the framework for processing a 
request from a client, are implemented as an implementation of the policy-based method. 

Figure 4 shows logical components of the client policies. As shown below, four types of 
components are defined for client policies: executor, profile, condition. and policy. 

 
Fig. 4: Logical components of client policies 

An executor is a component that includes the logic needed to apply part of a security 
profile. By following design principle 1, the logic does not depend on client settings. 

A profile is a component that includes all the logic needed to apply a security profile 
itself. A profile consists of several executors. FAPI1-baseline, FAPI1-advanced, and 
FAPI-CIBA security profile (FAPI-CIBA) are implemented as executors and profiles.  

A condition is a component that includes the logic determining whether a profile is to be 
applied to a client’s request. By following design principle 2, the condition can use the 
context data of a client’s request (for example, parameters including a request and the 
HTTP context) to determine whether a profile is to be applied to a client’s request. 
Therefore, based on the content of the request, Keycloak can change the security profile. 
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A policy is a component that includes all the logic needed to determine whether a profile 
is to be applied to a client’s request. A policy consists of several conditions. If all 
evaluation results of the conditions are positive, the policy applies a security profile.  

Figure 5 shows how client policies work. The example has two policies, the FAPI1-
baseline policy and the FAPI1-advanced policy. There are also two profiles, the FAPI1-
baseline profile and the FAPI1-advanced profile. The FAPI1-baseline policy decides to 
apply the FAPI1-baseline profile if a client’s request includes the “read_account” scope 
value of OAuth 2.0. The FAPI1-advanced policy decides to apply the FAPI1-advanced 
profile if the client’s request includes the “bank_transfer” scope value. Then: 

• When a client sends a token request with a scope including “read_account”, the 
FAPI1-baseline policy decides to apply the FAPI1-baseline profile to the request, 
but the FAPI1-advanced policy decides not to apply the FAPI1-advanced profile.  

• When a client sends a token request with a scope including “bank_transfer”, the 
FAPI1-baseline policy decides not to apply the FAPI1-baseline profile to the 
request, but the FAPI1-advanced policy decides to apply the FAPI1-advanced 
profile to the request. 

 
Fig. 5: An example of how client policies work 

4 Evaluation 

The policy-based method was evaluated to confirm that it can resolve the problems 
described in section 2. Using Keycloak 15.0.2, we derived the theoretical costs for 
managing security profiles by a Keycloak administrator in both the client settings-based 
method and the policy-based method. We calculated the managerial costs in scenarios 
managing FAPI for both the client settings-based method and the policy-based method 
and compared the costs. 

4.1 Assumptions 

To focus the discussion on managing security profiles, only entities related to security 
profiles (namely, realms, clients, and client policies) are considered. To simplify the 
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discussion, it is assumed that the managerial cost for manually specifying any setting for 
one entity is the same and is considered to be 1. 

As described in section 2, it is assumed that a security profile can be applied by setting 
valid values for the client settings (in Keycloak) of a client managed by Keycloak. 
However, to apply FAPI1-baseline, FAPI1-advanced, and FAPI-CIBA used afterwards 
in the examples, some logic in Keycloak’s body code becomes necessary. Such 
additional coding is ignored in the evaluation. 

4.2 Theoretical Costs 

The calculations consider the following three task patterns for managing security profiles. 
In each pattern, the theoretical cost is derived from the number of settings that need to be 
managed. 

1. Initializing the Keycloak environment that supports security profiles. 

2. Adding new security profiles to existing the Keycloak environment. 

3. Modifying security profiles of existing the Keycloak environment. 

The following variables are defined. 

Figure 6 shows which entities the variable corresponds to in both the client settings-
based method and the policy-based method.  

 
Fig. 6: Numerical relationships among security profile related entities 

NSREL ≡ The number of realm settings 

NCLI ≡ The number of clients 

NSCLI ≡ The number of client settings 

NSPF ≡ The number of security profiles applied to the same client 

NSSPF ≡ The number of settings for a security profile 

N ≡ The number of settings for managing security profiles 

 



 
94    Takashi Norimatsu, Yuichi Nakamura and Toshihiro Yamauchi 

In the client settings-based method, NSSPF is the number of client settings relating to a 
security profile; however, in the policy-based method, NSSPF is the number of executors 
for a security profile. 

Table 1 shows the managerial cost for each task pattern. 

Tab. 1: Theoretically derived managerial costs for security profiles 

In pattern 1, if the client settings-based method is used, the Keycloak administrator 
needs to create a realm for each security profile, and create clients and set up their client 
settings for the security profile for each realm. If the policy-based method is used, the 
Keycloak administrator needs to create only one realm, create clients in the realm and set 
up executors for each security profile. 

In pattern 2, if the client settings-based method is used, the Keycloak administrator 
needs to perform the same tasks as in pattern 1. If the policy-based method is used, the 
Keycloak administrator needs to only set up executors for each added security profile. 

In pattern 3, if the client settings-based method is used, the Keycloak administrator 
needs to set up client settings for all clients for a modified security profile. If the policy-
based method is used, the Keycloak administrator needs to only set up executors for each 
modified security profile. 

4.3 Calculating the Costs in the Examples 

Three examples for the above task patterns are suggested: initializing the Keycloak 
supporting FAPI1-baseline, adding FAPI1-advanced, and modifying FAPI1-advanced to 
FAPI-CIBA. Keycloak has 117 realm settings (NSREL = 117) and 110 client settings7 
(NSCLI = 110), and it is assumed that this security profile is applied to requests from 1000 
clients (NCLI = 1000). 

 
7 https://www.keycloak.org/docs/15.0/server_admin/index.html#_oidc_clients, accessed: 09/01/2022. 

Pattern N (client settings-based) N (policy-based) 

Initializing Keycloak for 
security profiles 

NSPF × (NSREL + NCLI × 
(NSCLI + NSSPF)) 

∝ NSPF ×  NCLI 

NSREL + NCLI ×NSCLI + 
NSPF × NSSPF 

∝  NSPF  +  NCLI 

Adding new security profiles 
NSPF × (NSREL + NCLI × 
(NSCLI + NSSPF)) 

∝  NSPF ×  NCLI 

NSPF × NSSPF 
∝  NSPF 

Modifying security profiles NSPF × NCLI × NSSPF 
∝  NSPF  ×  NCLI 

NSPF × NSSPF 
∝  NSPF 
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Using the client settings-based method, 13 client settings (Proof Key for Code Exchange 
Code Challenge Method, Client Authenticator, Root URL, Admin URL, Base URL, 
Web Origins, Backchannel Logout URL, Valid Redirect URIs, JWKS URL, Valid 
Request URIs, CIBA Client Notification Endpoint URL, Consent Required, and Full 
Scope Allowed) need to be set up properly (NSSPF = 13) to support FAPI1-baseline. 

Using the policy-based method, 6 executors8 (Secure Session Enforce, PKCE Enforcer, 
Secure Client Authenticator, Secure Client URIs, Consent Required, and Full Scope 
Disabled) need to be set up (NSSPF = 6) to support FAPI1-baseline. 

Using the client settings-based method, 21 client settings (Access Type: bearer, Access 
Type: public, Client Authenticator, Root URL, Admin URL, Base URL, Web Origins, 
Backchannel Logout URL, Valid Redirect URIs, JWKS URL, Valid Request URIs, 
CIBA Client Notification Endpoint URL, Use ID Token as a Detached Signature, User 
Info Signed Response Algorithm, ID Token Signature Algorithm, Access Token 
Signature Algorithm, Request Object Signature Algorithm, Signature Algorithm, 
Consent Required, Full Scope Allowed, OAuth 2.0 Mutual TLS Certificate Bound 
Access Tokens Enabled) need to be set up (NSSPF = 21) to support FAPI1-advanced. 

Using the policy-based method, 11 executors (Secure Session Enforce, Confidential 
Client Accept, Secure Client Authenticator, Secure Client URIs, Secure Request Object, 
Secure Response Type, Secure Signing Algorithm, Secure Signing Algorithm for Signed 
JWT, Consent Required, Full Scope Disabled, and Holder of Key Enforcer) need to be 
set up (NSSPF = 11) to support FAPI1-advanced. 

Using the client settings-based method, 22 client settings (21 of them are the same for 
FAPI1-advanced, and CIBA Backchannel Authentication Request Signature Algorithm) 
need to be set up properly (NSSPF = 22) to support FAPI-CIBA. 

Using the policy-based method, 14 executors (11 are the same for FAPI1-advanced, 
Secure CIBA Authentication Request Signing Algorithm, Secure CIBA Session Enforce, 
and Secure CIBA Signed Authentication Request) need to be set up (NSSPF = 14) to 
support FAPI-CIBA. 

Table 2 shows managerial costs for managing security profiles. In the example, “client” 
means the client settings-based method and “policy” means the policy-based method. 

Tab. 2: Calculated managerial costs for security profiles based on the examples 

 
8 https://www.keycloak.org/docs/15.0/server_admin/index.html#_client_policies, accessed: 09/01/2022. 

Example NSSPF 
(client) 

NSSPF 
(policy) 

N 
(client) 

N 
(policy) 

Initializing Keycloak for FAPI1-baseline 13 6 123117 110123 
Adding FAPI1-advanced 21 11 131117 11 
Modifying FAPI1-advanced to FAPI-CIBA 22 14 22000 14 
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4.4 Discussion 

Considering the theoretically derived managerial costs and their examples shown in 
Table 1 and Table 2, we can conclude that using the policy-based method is a good 
option from the perspective of managerial costs for the following usage situations while 
the client settings-based method is an acceptable option in other cases. 

• When different security profiles need to be applied to requests from the same client 

• When many clients need to be supported 

• When security profiles need to be added or modified frequently 

5 Contribution to the Keycloak Upstream Repository 

To contribute the implementation of client policies and security profiles (FAPI1-baseline, 
FAPI1-advanced and FAPI-CIBA) to the Keycloak upstream repository, we needed to 
confirm that the implementation for security profiles complies with the FAPI 
specifications. To validate the implementation, we used OpenID Conformance Suite 
provided by OID-F9 and confirmed that Keycloak code including the implementation 
could pass the conformance tests for both FAPI1-advanced and FAPI-CIBA. After this 
validation, the implementation was contributed to the Keycloak project, reviewed by 
Keycloak maintainers, and merged into Keycloak’s main branch in Keycloak 1510.  

6 Related work 

The policy-based method introduces the idea of Attribute Based Access Control (ABAC) 
to change the security profile applied to a client’s request based on the content of the 
request. [EY05] established ABAC’s formal model and proved that this model can 
represent the Mandatory Access Control (MAC) and Discretionary Access Control 
(DAC) model. Generally, ABAC’s access control part can be achieved by the policy-
based method. [PRR16] categorized the access control part into a logic-based policy and 
enumerated policy. [PRR16] proposed Label Based Access Control for enumerated 
policies and established its formal model. [XRR12] derived the minimum requirements 
of ABAC for representing MAC, DAC, and Role Based Access Control (RBAC) and 
formalized the minimum ABAC model satisfying these requirements.  

OAuth 2.0 itself is so flexible that it has been used in a wide range of use cases for web-
based authorization. [Fe17] applied OAuth 2.0 to accessing data collected by IoT devices. 
They modified the OAuth 2.0 protocol by considering a situation where IoT-device 

 
9 https://openid.net/certification/about-conformance-suite/, accessed: 06/07/2021. 
10 https://www.keycloak.org/docs/latest/release_notes/index.html#financial-grade-api-fapi-improvements-fapi-

ciba-and-open-banking-brasil, accessed: 09/12/2021. 
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resources are limited and constrained. [Fe17] used RBAC to access such data. [ZRS19] 
applied OAuth 2.0 to access services provided by microservices in a container-
orchestrated platform. [AAM19] applied and modified OAuth 2.0 for user centric 
identity management. All these studies use OAuth 2.0 to control access to resources 
provided by resource servers via APIs in OAuth 2.0’s context by using ABAC. Unlike 
these studies, the proposed policy-based method in this paper utilizes the idea of ABAC 
for access control at OAuth 2.0’s endpoints to determine whether an authorization server 
like Keycloak accepts a request from a client at these endpoints.  

7 Conclusion 

For Keycloak to support security profiles based on OAuth 2.0 and meet large-scale use 
cases such as open banking, the problem of increasing Keycloak managerial costs must 
be resolved. To resolve the problem, a policy-based method was proposed and 
implemented as client policies to enable flexible management of security profiles. Actual 
security profiles like FAPI1-baseline, FAPI1-advanced, and FAPI-CIBA have been 
implemented using client policies. 

To confirm that the proposal resolves the problem, three scenarios of initializing, adding, 
and modifying security profiles were considered. Costs were calculated for these 
scenarios, and the results show that managerial costs of the Keycloak administrator 
decrease compared with the existing client settings-based method. 

To validate the implementation of FAPI security profiles, we proved that it complies 
with the FAPI security-profile specifications by passing FAPI conformance tests. All 
implementations were contributed to Keycloak and merged into Keycloak’s main 
branch. In the future, other security profiles like FAPI 2.0 [Fe21], the next major version 
of FAPI 1.0, will be implemented and contributed to Keycloak. 
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