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Abstract: Especially in the area of Intrusion Detection, the concept as well as the understanding of
the term "risk" is of fundamental importance. Generally, risk assessment represents an important
means of evaluating certain situations, plans, events or systems in a systematic and comprehensive
procedure. As in other areas, within the field of IT security, the systematic assessment process (risk
analysis) also aims at recommending how to allocate available resources. Referring to this, both, the
categorization of traffic (whether traffic has to be classified as an attack or not - “benign vs. malicious”)
as well as a corresponding estimation of the expected damage (severity) are of central importance.
Therefore, within this publication, the authors address the following questions in detail: (1) To what
extent are the detection results of different IDSs comparable - with regard to the assessment of the
risk / extent of damage - or are there strong deviations? (2) How do both vendor-dependent and
vendor-independent alerts address the topic of risk assessment and enable the implementation of
a comprehensive risk concept? To this end, at the heart of this paper, an overview as well as an
evaluation of important representatives of open source IDSs is presented, focusing on methods for
risk assessment resp. risk rating including cross-vendor risk rating and the Common Vulnerability
Scoring System (CVSS). Furthermore, the paper also contains a brief demise of the most important
representatives of commercial IDSs.
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1 Introduction

Generally, risk assessment represents an important means of evaluating certain situations,

plans, events or systems in a systematic and comprehensive procedure. As in other areas,

within the field of IT security, the systematic assessment process of risk analysis also aims

at recommending how to allocate available resources to perform in-depth analyzes or to

develop appropriate counter-measures in order to minimize total exposure. With regard to

Intrusion Detection Systems (IDSs)/Intrusion Prevention Systems (IPSs) risk assessment is

particularly important as it represents an important means of evaluating the current situation

wrt. IT security and to focus on important alerts rather than to treat all alerts in the same way

(especially if the resources are insufficient to investigate all alerts in depth). Following these

considerations, the various methods of important representatives of IDSs are presented and

differentiated from each other within this paper. To this end, this paper is structured as

follows: Section 2 contains an overview of important representatives of open source IDSs

as well as vendor-independent approaches. Section 3 then briefly deals with commercial

IDSs in the same way, before the paper is concluded in Section 4.
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2 Risk Rating in Popular Open Source IDSs

Selection Criteria

In the field of open source IDSs, a wide variety of systems and procedures are present.

Unlike commercial systems, that are subject to various market analysis, an overview of

important representatives of open source IDSs is, for the lack of generally accepted data,

far more difficult. Nevertheless, due to the page limitations of this paper, we are obliged to

reduce the range of systems, especially in terms of their number. Table 1 briefly illustrates

the reasons/motivations for the systems selection.

Tab. 1: Popularity of Open Source IDSs

SOURCE SNORT SURICATA BRO PRELUDE

Debian Popularity Contest (higher

numbers represent greater popular-

ity)

914 83 not included 25

Alienvault Blog: Open Source

Intrusion Detection Tools: A

Quick Overview

This investigation only covers

Snort, Suricata and Bro

"The de-facto

standard for IDS"

"What’s the only

reason for not

running Snort? If

you’re using

Suricata instead"

"Starting to gain

a larger

community

following"

not mentioned

Pathan: The State of the Art in In-

trusion Prevention and Detection

Only those 4 open source NIDS are

listed

"Snort is

considered as the

de facto standard

of the IDS/IPS

with millions of

downloads and is

the most

extensively

deployed IDS

worldwide"

"The high-

performance

Suricata IDS

[. . . ] has been

advanced as an

open-source

improvement for

the popular

Snort"

"widely used as

an intrusion

detection system"

"distinguishes

itself from Snort

by offering

high-speed

network

capability"

"Prelude is a

security

information

management

system [... and]

can collect alert

data from other

security

applications or

generate its own

alert data"

Intrusion Detection Case Study

Only those 4 open source NIDS are

listed

included included included included

Comparison of Open Source Net-

work Intrusion Detection Systems

Investigation was limited to Snort,

Bro, Suricata

included included included not included

Evaluation studies of three intru-

sion detection systems under vari-

ous attacks and rule sets

"The open source IDS commonly used are Snort, Suricata,

and Bro"
not included

For the sake of clarity, within this Section, we divided the systems into single-IDSs (Snort,

Suricata and Bro) and cross-manufacturer approaches (Prelude and Common Vulnerability

Scoring System (CVSS). As it will be shown later, CVSS is not a system per se. Instead, it

is a cross-systems/cross-vendor approach, which, due to its importance, has to be covered

in this paper, too.

Individual Open Source IDSs

Snort

Snort is an open source NIDS originally written by Martin Roesch. Although the first version

was focussing on signature-based detection only, the current version of Snort also includes

other detection techniques (protocol-based as well as anomaly-based Intrusion Detection).
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Snort is generally considered as the de facto standard for Intrusion Detection [Pa14].

Snort is a packet sniffer and logger that features rule-based logging to perform content

pattern matching and is capable of detecting a variety of attacks and probes, such as buffer

overflows, stealth port scans, CGI attacks, SMB probes, OS fingerprinting attempts etc.

Snort has real-time alerting capabilities and a detection engine, which is programmed using

a simple language that describes per packet tests and actions. See Figure 1 for an impression

of a Snort rule. By default, alert messages of Snort typically include a priority level with a

dynamic tcp !$HOME_NET any -> $HOME_NET 143 (activated_by:1; count:50;)

content:“|E8COFFFFFF|/bin“; activates:1;  \

msg:“IMAP buffer overflow!“;)

activate tcp !$HOME_NET any -> $HOME_NET 143 (flags:PA; \

activate IMAP Connection	from outside	to inside

(Source	Port:	any)

Indication of

Buffer Overflow

Activate	next rule if

appeared once

Log	file entry

Dynamic	=	activation if

necessary
Apply this rule to the first 50	packets

Fig. 1: Example of a Snort Rule (with minimum explanation)

gradation in four categories (high, medium, low, very low). For this, an integer value called

Priority is used. A value of 1 (high) is the most severe and 4 (very low) is the least severe.

Listing 1 shows an example of a Snort alert (with a priority of 2).

List. 1: Example of a Snort alert

[∗∗ ] [ 1 : 4 9 7 : 1 1 ] ATTACK−RESPONSES f i l e c o p i e d ok [∗∗ ]

[ C l a s s i f i c a t i o n : P o t e n t i a l l y Bad T r a f f i c ] [ Priority: 2 ]

03 /09 −20 :34 :00 .379435 2 0 5 . 2 0 6 . 2 3 1 . 1 3 : 8 0 −> xxx :61607

TCP TTL: 4 3 TOS: 0 x0 ID :54613 IpLen : 2 0 DgmLen :1492 DF

∗∗∗A∗∗∗∗ Seq : 0xD8357B2D Ack : 0x49F73C5E Win : 0x 2220 TcpLen : 20

[ Xref => h t t p : / / cve . m i t r e . o rg / cg i−b i n / cvename . c g i ?name =2000−0884][ Xref => h t t p : / / www.

s e c u r i t y f o c u s . com / b i d / 1 8 0 6 ]
✆

In principle, the priority of Snort allows to use numbers greater than 4 as well. Snort itself

describes the priority by means of an integer value, hence also allowing values greater than

4. For this, the default priorities assigned by Snort can be overwritten locally by the user.

This can, for example, be useful to adapt Snort to the local environment. As Snort, for

instance, by default assigns a priority of 3 to Telnet activities, using a higher priority level

may be wise, if telnet connections are not a rarity in the investigated network [OBB05].

However, it can be assumed that only a few users are making use of this. With the help of

attack taxonomies such as Common Vulnerabilities and Exposures (CVE), an even more

detailed prioritization can be made, e.g., by using the CVSS. This is described in more

detail at the end of this Section.

Suricata

In contrast to Snort, which is per default limited to use rule sets written in a specific format,

Suricata is capable of using additional formats, too. Suricata uses multithreading, which

makes it faster than other IDSs. With regard to risk rating, Suricata provides a range of

values from 1-255, which is almost exclusively reduced to the values 1-4 in practice. This
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is mainly due to the fact, that - while Suricata is able to use rules from different sources (to

provide the best rule set possible) - the Suricata developers intended to support the same

rule language used in the Snort rules [Al11], which, in practice, is often the case. Listing 2

illustrates some examples of Suricata alerts.

List. 2: Examples of Suricata alerts [Se13]

03 /10 /2011 −13 :58 :00 .924783 [∗∗ ] [ 1 : 2 0 0 9 7 0 2 : 4 ] ET POLICY DNS Update From E x t e r n a l n e t

[∗∗ ] [ C l a s s i f i c a t i o n : P o t e n t i a l C o r p o r a t e P r i v a c y V i o l a t i o n ] [ Priority: 1 ] {UDP}

1 9 2 . 1 6 8 . 1 0 0 . 3 7 : 5 3 −> 1 9 2 . 1 6 8 . 1 0 0 . 3 5 : 5 3

03 /10 /2011 −13 :58 :30 .921484 [∗∗ ] [ 1 : 4 1 0 : 5 ] ICMP Fragment Reassembly Time Exceeded [∗∗ ]

[ C l a s s i f i c a t i o n : Misc a c t i v i t y ] [ Priority: 3 ] {ICMP} 1 9 2 . 1 6 8 . 1 0 0 . 3 5 : 1 1 −>

1 9 2 . 1 6 8 . 1 0 0 . 3 7 : 1

03 /10 /2011 −13 :58 :47 .715668 [∗∗ ] [ 1 : 2 0 0 9 7 0 2 : 4 ] ET POLICY DNS Update From E x t e r n a l n e t

[∗∗ ] [ C l a s s i f i c a t i o n : P o t e n t i a l C o r p o r a t e P r i v a c y V i o l a t i o n ] [ Priority: 1 ] {UDP}

1 9 2 . 1 6 8 . 1 0 0 . 3 7 : 5 3 −> 1 9 2 . 1 6 8 . 1 0 0 . 3 5 : 5 3
✆

Bro

From its origin, Bro is a traffic analyzer, which can also be used as an IDS. Bro has gained

its reputation mainly due to its stateful protocol capabilities [Pa14]. Bro detects intrusions

by first parsing network traffic to extract its application-level semantics and then executing

event-oriented analyzers that compare the activity with patterns deemed troublesome.

The detection includes specific attacks: Those defined by signatures (knowledge-based

detection), but also those defined in terms of events and unusual activities (behavior-based);

e.g., certain hosts connecting to certain services, or patterns of failed connection attempts.

The important feature of Bro that differentiates it from other IDSs, such as Snort (at least

from the initial version of Snort), is that Bro scripts can be written to understand application

semantics and could be trained to look for anomalies (behavior) [Ba06]. As actions to

alerts, Bro supports a whole series of options, such as logging, email notification, dropping

the traffic or adding geo data to the message. For the actual risk assessment, however, there

are no mechanisms (neither a proprietary model nor a manufacturer-independent method

such as CVE/CVSS).

Cross-Vendor Approaches

Prelude/Intrusion Detection Message Exchange Format (IDMEF)

The Prelude Intrusion Detection System differs from the approaches described so far as it is

a Security Information Event Management (SIEM) system. Prelude collects, normalizes,

sorts, aggregates, correlates, and reports all security-related events independently of the

product brand or license [CS14]. Prelude can either make use of different types of sensors

(other security applications, such as Snort) or use own components for evaluation. Similar

to Snort and Bro, an open source version with limited performance (called Prelude OSS) as

well as a commercial version (Prelude Pro) is available. Sensors feed their data to the Prelude

Manager with the use of the Intrusion Detection Message Exchange Format (IDMEF). As

the “Lingua Franca” for Security Incident Management [Co03], IDMEF and its associated

protocols enable a common language used to discuss Intrusion Detection events as a basis

for cross-product event correlation. For that purpose, the manager collects and normalizes

IDMEF data and makes it available to output plugins. Essentially, normalization allows all

collected events to be stored in the same database in the same format [Ya09]. With regard
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to risk rating, IDMEF in turn uses 4 Severity Levels (info, low, medium, high). However,

IDMEF may also include a reference to a vulnerability database (such as the Open Source

Vulnerability Database), and thus, ultimately, to the Common Vulnerability Scoring System

(CVSS). For a summary and an overview of the mutual interdependencies, see also Figure

2.

1-4

Source

Target

Classification

AdditionalData

...

<consists of>Assessment

Action

Confidence

Impact

Bugtraq

Common Vulnerabilities 

and Exposures (CVE)
Open Source Vulnerability 

Database (OSVDB)

...

Vendor Specific 

Risk Model

Common 

Vulnerability

Scoring System 

(CVSS)

[0.0; 10.0]

<optional 

but 

common>

Vendor 

Specific 

Alert 

Message

<
co

n
si

st
s 

o
f>

Intrusion 

Detection

Message

Exchange

Format

(IDMEF)

Low 

Severity

Information

Activity

Medium 

Severity
High 

Severity

<used in Snort and

in Suricata (in practice)>

..
.

Bro

Snort

Suricata

NIDS

Prelude

Fig. 2: Relationship between Bro, IDMEF and CVSS, in particular with regard to Risk Assessment

Common Vulnerability Scoring System (CVSS)

CVSS was commissioned by the National Infrastructure Advisory Council (NIAC), a

working group of the U.S. Department of Homeland Security, in 2005 and is currently

managed by the Forum of Incident Response and Security Teams. In the development

of CVSS among others, the following entities have been involved: CERT, Cisco, DHS

/ MITRE, eBay, IBM, Microsoft, Qualys, or Symantec. As depicted in Figure 3, CVSS

consists of different groups: Base, Temporal and Environmental, each comprising a numeric

score ranging from 0 to 10, with 10 being the most severe.

Global Criteria Local Criteria

Common Vulnerability 

Scoring System (CVSS)

Base Metrics

 qualities intrinsic to a 

vulnerability

 constant with time and 

across user environments

Temporal Metrics

 characteristics that evolve 

over the lifetime of 

vulnerability

 current state is measured

Environmental Metrics

 depend on a particular 

implementation or 

environment

 allows customization

Fig. 3: Main areas of CVSS

The Base group represents the intrinsic qualities of a vulnerability [MSR17]. The Temporal

group reflects the characteristics of a vulnerability and may change over time. Generally,

base as well as temporal metrics are specified by vulnerability bulletin analysts, security

product vendors, or application vendors [MSR17] and therefore can be considered as global

criteria. In contrast to this, the Environmental group represents the characteristics of a

vulnerability with regard to the user’s environment (local criteria). Each group consists of
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multiple separate categories. Base Metrics consists of: Attack Vector, Attack Complexity,

Privileges Required, User Interaction, Scope, Confidentiality Impact, Integrity Impact and

Availability Impact. Temporal Metrics consists of Exploitability, Remediation Level and

Report Confidence. Environmental Metrics consists of Security Requirements (to customize

depending on the importance of the affected IT asset, measured in terms of confidentiality,

integrity, and availability) and Modified Base Metrics (enable to adjust the Base metrics).

Overview of Risk Rating Models of Open Source IDSs and Cross-Vendor Approaches

For the sake of clarity, the four considered IDSs are listed and distinguished within Table 2.

Tab. 2: Overview of Open Source Risk Rating Models

PRELUDE/

SNORT SURICATA BRO IDMEF CVSS

by default, sim-

ple model with 4

classifications:

• high (1),

• medium (2),

• low (3),

• very low (4)

simple model:

• theoretical classifi-

cation area:

1-255

(1 = high,

255 = low)

• in practice:

1-4

(see Snort)

Bro itself offers no

mechanisms for risk

rating (neither a

proprietary model

nor a manufacturer-

independent method

such as CVSS)

simple model with 4

classifications:

• info (0),

• low (1),

• medium (2),

• high (3)

complex model con-

sisting of 3 main

classes of severity:

• Base Metrics

• Temporal Metrics

• Environmental

Metrics

Overall scoring has

an interval from 0 to

10.

3 Risk Rating in Commercial IDSs

Similar to Section 2, this Section presents commercial IDSs, whereby often much less

information is available on how these systems evaluate alerts (in terms of motivation etc.).

There are also no generally accepted cross-manufacturer approaches.

Selection Criteria

With regard to the risk rating of commercial IDSs, a restriction has been made to those

systems that have been evaluated in the current study of Gartner called "Magic Quadrant

for Intrusion Prevention Systems" as particularly outstanding (leaders and challengers;

see [HYD13]). Figure 4a depicts the latest version. Other studies such as the well-known

NSS-study (see [NS16] and Figure 4b) have not been taken into account. For the latter,

“irregularities”, such as the very high detection rates (> 99%) were the reasons. In general,

the fact that (i) the Gartner study has also acquired considerable importance outside the

“pure scientific area” and (ii) the Gartner study is also free to obtain (in some parts) - which

is often not the case with many other analyses (these costs quickly 5,000 USD or more) -

were the driving factor.

Individual Commercial IDSs

Cisco

In contrast to simple models (like the one of Suricata/Snort, in which, by default, only
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visionariesniche players

a
b

ili
ty

 t
o

 e
x
e

c
u

te

Intel
Security
(McAfee)

Cisco

IBMHP

NSFOCUS

Huawei

Wins

completeness of vision

challengers leaders

(a) Magic Quadrant for IDSs (b) NSS Labs’ 2016 Security Value Map for Data Center Intrusion

Prevention System

Fig. 4: Overview of important Commercial IDSs

four values are used), Cisco uses a slightly more complex risk rating model, realized as an

integer value in the range from 1 to 100 [Ci09]. Here, the greater the security risk, the higher

the value [Ci09]. Three subcomponents are used within the overall risk rating formula:

Signature Fidelity Rating is a variable, which in turn can contain values from 1 to 100,

measuring the accuracy of the signature. The Signature Fidelity Rating is assigned by

Cisco, but can be modified by the user depending on the environment, such as the OS,

service, application, or patch level. With regard to applications, it may also occur that a

legitimate application produces traffic that mimics the behavior of an exploitation of a

network vulnerability.

Alert Severity Rating describes the damage if the attack succeeds. Its value is again pre-

defined with four degrees: Information (25, generally poses no immediate threat), Low

(50, somewhat unusual on most networks), Medium (75, should generally not be seen on

the network) and High (100, indicative of an active attack or an obvious precursor to an

attack).

Target Value Rating is used to modify the risk rating based on the target of the attack and is

therefore user-defined. This allows the user to increase the risk of an event associated with

a critical system and to deemphasize the risk of an event on a low-value target [Ci09]. A

Low Asset Value corresponds to a score of 75, a Medium Asset Value to 100, a High Asset

Value to 150 and a Mission Critical Asset Value is assigned a scoring of 200.

The corresponding overall risk rating formula is as follows:

Risk Rating =

Signature Fidelity
Rating ∗

Alert Severity
Rating ∗

Target Value
Rating

100∗100∗100
(1)

with the final results that exceed 100 being rounded down to 100 [Ba11].

Intel Security/McAfee

The Network Security Platform of McAfee assigns a default severity to every attack using

a numbering score from 0 to 9, based on the immediate effect, or impact, on the target
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system [Mc15]. The guidelines in assigning severity levels are very similar to those used

in many open security forums [Mc15]. Table 3a describes the numbering scheme as well

as the mapping to indicate Informational, Low, Medium, and High. Table 3b illustrates

McAfee’s attack categories and corresponding severity ranges.

Tab. 3: McAfee’s risk assessment perception

(a) Alert numbering scheme of McAfee’s

Network Security Platform [Mc15]

INFORMATIONAL LOW MEDIUM HIGH

0 1-3 4-6 7-9

(b) Excerpt from McAfee’s attack categories and corresponding

severity ranges [Mc15]

RANGE USED IN

CATEGORY THREAT TYPE NETWORK SECURITY PLATFORM

Reconnaissance Host sweep 4-4

Port scan 4-4

OS Fingerprinting 6-6

Exploits Buffer Overflow 7-9

Bot 7-9

DoS 3-5

DDoS Agent Activity 7-9

Worm 6-9

Policy Violation Unauthorized IP 5-5

Covert Channel 5-5

Command Shell 4-4

IBM

At IBM, the individual security events also receive a severity level; here, in the categories

of High, Medium and Low [IB17]. Integrated into the IBM Network IPS is also a Snort

system. The severity of these rules is also specified in terms of the categories High, Medium

and Low. The corresponding Network IPS appliance provides alerts with the use of the

categories Low, Medium and High as well.

Trend Micro

Trend Micro’s TippingPoint has a classification mechanism, which for instance serves as

a basis for the ability to color code the security reports. Table 4 illustrates the different

severity levels.

Tab. 4: Severity Levels of TippingPoint

SEVERITY DESCRIPTION COLOR USED

LEVEL FOR THE REPORTS

Critical attacks that must be looked at immediately Red

Major attacks that must be looked as soon as possible Yellow

Minor attacks that should be looked at as time permits Cyan

Low traffic that is probably normal, but may have security implications Gray

Overview of Risk Rating Models of Commercial IDSs

Table 5 summarizes the various commercial risk rating models.

4 Conclusions and Outlook

Today, numerous IDSs and IPSs are available, sometimes tailored to special scopes of

application. Although risk rating approaches are integrated (partially) in some of the major
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Tab. 5: Overview of Commercial Risk Rating Models

CISCO JUNIPER TIPPINGPOINT MCAFEE IBM

complex model

consisting of:

• accuracy of the

signature (Signa-

ture Fidelity Rat-

ing)

• damage if the

attack succeeds

(Alert Severity

Rating)

• target impact

(Target Value

Rating)

aggregated risk rat-

ing model, realized

as an integer value

in the ranging from

0 to 100

• 1 = very low

• 100 = very high

simple model rep-

resented by five

groups:

• Critical (Severity

1)

• Major (Severity

2)

• Minor (Severity

3)

• Warning (Sever-

ity 4).

• Informational

(Severity 5)

simple model con-

sisting of:

• Critical (Number

4)

• Major (Number

3)

• Minor (Number

2)

• Low (Number 1)

simple model con-

sisting of a rating

from 0-9 and 4 su-

perclasses:

• High (Number 7-

9)

• Medium (Num-

ber 4-6)

• Low (Number 1-

3)

• Informational

(Number 0)

simple model con-

sisting of 3 severity

levels:

• High

• Medium

• Low

IDSs, their current functionality and exploitation is not sufficient. In the paper, we presented

and compared different well-known open source as well as commercial IDSs including

cross-vendor approaches and their respective risk rating capabilities. In this respect, there

is a notable deviation, in particular with respect to the graduation (scale) as well as the

underlying motivation. Besides those syntax-related differences, there are also differences

in the area of semantics. It thus may happen that manufacturer A classifies an incident

as serious and manufacturer B as medium. CVE/CVSS only partly changes this, since an

CVE/CVSS-evaluation must first be made by a person and thus is only available with a

certain time delay after the first occurrence.

Currently, we are working on the design of a generally applicable risk rating component

which is able to process alert information of all major open source as well as proprietary

IDSs presented based on IDXP, the Intrusion Detection Exchange Protocol (IDXP), the

recommended transport protocol for IDMEF. In a further step, we also aim to assess their

criticality wrt. the monitored network and pre-defined risk patterns. By that, intrusion

alarms can be prioritized and evaluated based on, e.g., pre-defined SLAs or risk values.

This enables multi-layered and more sophisticated Intrusion Detection reactions: e.g., an

alarm which may be a false alarm can be dropped, if an incorrect decision based on it would

generate a higher financial damage than missing a true alert would do (e.g., because the

penalty that has to be paid when a service is deactivated (as part of a counter-measure) - by

far - exceeds the expected damage).
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