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Abstract

The appearance of multithreaded, multi- and manycore systems has led to another advance in performance. Such sys-
tems are denoted as integrated, as long as there are electrical dependencies between functional units, i.e. multiple cores 
integrated on a die. With the appearance of such integrated systems, several questions concerning fault propagation 
arose. First, if one component fails, how likely is a faulty behavior of other components, how likely is the fault going to 
propagate between components? Second, what is the overall reliability of such a system? It is important to answer these 
questions prior to implementation, because the total costs of the final product shall be as small as possible. There are 
numerous fault models, especially on the physical level, dealing with propagation and development of electrical current. 
Computation time is essential when considering fault simulation of large systems. Our approach combines different ab-
straction levels in one fault model, allowing the generalized modeling of faults. Hence every fault can be modeled if its 
effect can be defined by an analytical function. The first level is the physical level, covering the physical effects of a 
fault, second a component and routing model and the last the behavioral modeling of components by finite state ma-
chines. The model can cover the whole range of parallel devices. It can help to improve reliability of current and future 
parallel fault-tolerant systems by identifying the underlying bottlenecks. The function of the model is exemplarily 
shown by applying it to an FPGA, identifying switchboxes as the main reliability bottleneck. 

1 Introduction
The nature of modern integrated parallel systems such as 
multi- or manycore systems does not only offer the poten-
tial to increase computing performance but also increase 
reliability. NoCs or SoCs are examples of integrated pa-
rallel systems. They can help to increase the overall relia-
bility of an n-modular redundant system, but only if the 
reliability of a single component is increased. Usually it is 
not known prior to an implementation which components 
have to be harnessed against faults and how high the 
MTTF is. Therefore, a model has to be developed. One of 
the biggest problems when constructing a fault model is 
to validate it. The second issue is abstraction and exact-
ness. While an abstract model can be quickly simulated 
and implemented, its precision will suffer. If the model is 
too complex, simulation time will increase. Normally, a 
fault model is specified according to the underlying anal-
ysis or problem. The described model implements general 
fault and value functions which gives the ability to gene-
ralize. Furthermore, the analyst is able to tune the model 
after the specification.  
This work is structured as follows. Section 2 discusses 
related work. Section 3 introduces the fault model. Sec-
tion 4 summarizes and concludes the paper. For the con-
venience of the reader, a list of acronyms is provided in 
Table 1. 

Table 1: List of Acronyms and Symbols
Acronym Meaning 
� Size of area, physical layer 
AVF Architectural Vulnerability Factor 
ci Masking factor, component layer  
CLB Configurable Logic Block 
f Fault function 
FIT Failure in Time 
FPGA Field Programmable Gate Array 
FSM Finite State Machine 
ft Flip-to 
IOB IO-Blocks  
NoC Network on Chip 
SA Stuck-At 
SEU Single Event Upset 

2 Related Work 
Most fault models try to abstract from the physical effects 
of a fault. Transient faults in the form of Single Event Up-
sets [3][4][5][6] can be simulated through flipping single 
bits in memory elements. According to Karlsson et al. [7] 
they can be separated in flip-to-0 (ft0) and flip-to-1 (ft1), 
data-, control-flow- and other faults. The transition prob-
abilities P{0�1} and P{1�0} are assumed to be equal, 
proved by Karlsson et al. [8] as realistic. We do not re-
strict ourselves to bridge, open, delay, stuck-at or tran-
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sient faults, since these consider one fixed location and 
area of a fault. For an extensive description of these faults 
and effects, please see e.g. [12]. E.g. a fault in form of an 
electric charge can exist in different time intervals and in 
different areas. Another approach to represent any general 
delay defect is the work of Patel et al. [13]. Although this 
abstraction brings many advantages, e.g. a reduced testing 
time for the circuit, it does not consider that a fault in an 
electronic circuit is much more analogue in such a way 
that a certain amount of unwanted current is produced or 
current is not forwarded or forwarded too late, e.g. due to 
masking effects.  

With shrinking minimum feature sizes, the need to com-
pute the vulnerability factor of a circuit arose. Mukherjee 
et al. [1] first introduced the term architectural vulnerabil-
ity factor (AVF). The AVF is the probability that a visible 
failure will occur and corresponds to the effective fault 
rate. Unfortunately, a complete implementation (at least 
on a behavioral level) is needed to conduct an analysis. 
Recently, Li et al. [2] proposed a way to estimate the 
AVF online by using marginal modifications to the hard-
ware. The method does not require any offline simulation 
or calibration for different workloads. The method pre-
sented here differs from both methodologies, since it is a 
more abstract and generic way to model faults. It is nei-
ther limited to a specific implementation, nor dependent 
on the execution of benchmarks, since our aim was to 
compute an average bound concerning the masking capa-
bility. The model does not differentiate strictly between 
permanent and transient faults, since the only difference is 
the duration. For the convenience of the reader we stick to 
the usual naming.  

3 Fault Model 

3.1 Physical Layer 
First, fault effects on the physical layer are modeled. This 
bottom-up approach enables us to omit validation, since 
the physical effects are already validated through empiri-
cal studies.  

On the physical layer, a die A is divided in different sec-

tions � � �
���� � �	��
 � 
���� � �	��. We are considering mul-

tiple layers, used in modern CMOS designs. Figure 1 
shows these layers by indicating a third dimension, for-

mally with a third parameter, z with �
������ � �	����
 � 
������ � �	����


. As granularity, we take the size of the areas ai,j,k. It must 
be equal on all levels. The smallest granularity is the size 
of a transistor. Figure 1 shows the physical (implicit) and 
the component layer, consisting of components and the 
routing. To model layer interconnection faults, additional 

layers can be inserted. A component Ci can be as large as 
or be a multiple of a region ai,j,k.

Chip area

an,1,1a1,1,1

a1,m,1 an,1,1

...

...

.. ...

C2

ComponentRouting
Dimension

C1

C3

C4

Figure 1: Fault model, physical and component layer 

3.2 Fault and Value Functions 
A fault function f models current over time. Transporta-
tion of current cannot occur in zero time. Thus, f is conti-
nuous and limited. If a fault is masked, a change at the 
inputs will not change the output behavior of the circuit. 
However, the inner state of the system can be faulty, e.g. 
maybe resulting in erroneous computations afterwards. 
For each area ai,j,k, a function f, e.g. ���� � �� ���������� �� ��� ������  !" is applied. Multiple 
faults can be easily modeled by applying multiple func-
tions to different areas. The properties of the exemplary 
fault function are listed in Table 2. The area � a fault can 
affect is dependent on the strength, duration, routing, 
latch masking effects etc.  

Table 2: Fault Function Properties 
Symbol Meaning 

� (�a,�b) Duration in ns 

Ip(t) Strength (current in mA over time t) 

I0 Starting current in mA 

� Area of ai,j in nm2 (�a�b)

� Clocking probability (duty period) 

Fault function properties like duration and strength can be 
used to model delay/ jitter faults, e.g. by limiting the dura-
tion of a (correct) signal. How can Ip(t) be defined?  
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Example fault function – transient (SEU) fault 

This depends on the technology and the fault scenario. In 
[6] the slow component �� of the current collecting dy-
namic of a SEU is active >0.5 ns in the substrate (maxi-
mum 0.5 mA), the quick component �� �0.2 ns with over 
3 mA for a 0.6 	m-CMOS-process. We model this dy-
namic according to [9] with  

#$�%� � &' ()* +
,- . )* +

,/0.

The propagation of current is limited by many factors 
such as area, temperature and resistance. 

Example fault function – permanent fault 

The propagation of a fault is not always propagation of 
current, e.g. if we have a line stuck-at-0/1 fault. With I0=0
or ��=
, we can also simulate such faults including tim-
ing behavior. Another simple function to model a perma-
nent fault is &1�%� � 2"3456"7 8 �.
A value function models the uninfluenced way to propa-
gate current. It is used to model logic ‘0’ and ‘1’ (and 
states in between). A fault function can be applied to 
every value function using appropriate operations, e.g. 
addition.  

3.3 Component Layer 
Each physical layer has one component layer. The ele-
ments on a component layer are components and routing, 
e.g. defined in the floorplan of the system. A system con-
sists of 9 8 : multiple components Ci, 1�i�n and connec-
tions between them. More formally, a net connects the 
individual components, where as a net is a triple ;" �"�<� =�>�, where C and R are disjoint sets of components 
and routings, and >? �< @ =� A �< @ =� is the flow rela-
tion. We first apply a masking model and define a mask-
ing factor BC�D�E 8 FG�HI for each area element ai,j,k, signal-
ing if we have an element placed in the area ai,j,k (ci,j,k=1)
or not. Only these areas are considered during simulation. 
The values for every fault function distribute equally in 
each direction but can be e.g. changed by different sheet 
resistances. The fault will propagate only if (ci,j,k=1). How 
much current will be produced/ propagated is determined 
on the physical layer by the fault and value functions. The 
maximum current is reduced by the sheet resistance in 
different regions. 

3.4 Behavioral of components, case study 

We consider discrete events for simulation [11]. The be-
havior of a component is modeled with a regular language 
that can be simulated with a FSM. We consider one beha-
vioral example, a Field Programmable Gate Array 
(FPGA). We first regard within-die-variations (intra-
process) on the physical layer which can be sub-divided 
into two main categories [10]: random and systematic. 
Random variations are small changes from transistor to 

transistor and are typically modeled with a normal distri-
bution. Systematic variations exhibit high degrees of spa-
tial correlation. Random variation causes changes in elec-
trical parameters such as sheet resistance and threshold 
voltage. We consider the resistance since then the varia-
tion can be easily modeled. Figure 2a shows the result. In 
our case the smallest unit is �=1. The advantage of using 
� is that variations can be stretched over relevant units. 
The disadvantage is that if � is chosen inappropriately 
(too large or to small) the simulation results can be either 
be too detailed or inaccurate. Table 3 shows the simula-
tion parameters and their association to the fault model 
level in detail. 

Table 3: Simulation Parameters
Model Parameter Value 
Physical, L1 Die size 81�81 �
Physical, L1 � 1
Physical, L1 Process varia-

tion 
Random  

- Device FPGA, SRAM based 
Component, 
L2

Simulation unit CLB, switchboxes1

Component, 
L2

Layers 1 

Physical, L1 Fault, time unit ns 
Physical, L1 Fault duration [0…20] (ns) 
Physical, L1 Simulated faults  Transient, perma-

nent, see Figure 2 
Physical, L1 Fault location Random on die 
Physical, L1 Simulation 

memory 
Faults deleted after 
occurrence 

- Distribution Exponential 
- #Input vectors 106

Physical, L1 Fault rate 10-5

Physical, L1 Clock duty 50% 
Physical, L1 Clock cycle 1 ns 

To keep the analysis simple, a die size of 81�81 � and a 
random process variation were considered. The compo-
nent mask was applied. Figure 2b shows the results for a 
section of 8�16 �. The darker areas are sections where no 
components are placed. Remember that we regard the raw 
FPGA – therefore the function of the CLBs is not confi-
gured and switchboxes are always connected with their 
neighboring CLBs. According to [14] fully segmented 
interconnections are uncommonly used in an FPGA with 
a high number of CLBs, because performance (in terms of 
propagation delay) is dependent on the number of tra-
versed switchboxes. Thus, this assumption is realistic.  

1 “Switchbox” is used synonymously for “Programmable Interconnect 
Points”.
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