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Summary / Abstract 
 
Model-based testing attempts to generate test cases from a model focusing on relevant aspects of a given system under 
consideration (SUC). When SUC becomes too large to be modeled in a single step, existing design techniques usually 
require a modularization of the modeling process. Thereby, the refinement process results in a hierarchical decomposi-
tion of the SUC in several hierarchical layers. Conventional testing requires the refined components be completely re-
placed by these subcomponents for test case generation. We present a new test case generation strategy based on the 
different layers of the model to reduce (i) the number of test cases, and thus (ii) the costs of test case generation and test 
execution. A case study based on a complex application component of a large web-based commercial system validates 
the approach and discusses its characteristics regarding the number of test cases and their fault detection ability. Sur-
prisingly, most of the faults could be detected by a considerably reduced test case set. 

1 Introduction 
Software testing is the process that aims to increase con-
fidence in the quality of software by checking whether the 
software does what is expected to do or not. In recent 
years, many approaches have been developed that are ad-
dicted to software testing. Model-based testing (MBT) 
has several advantages: it enables testers to concentrate on 
the relevant aspect of the given system under considera-
tion (SUC) and, depending on the underlying model fea-
tures and the test criterion considered, the ability of auto-
matic generation of test cases (forming test suites) even if 
the source code of SUC is not available as well as update 
and reuse of these test cases with evolving requirements. 
MBT creates a model of SUC’s behavior out of the speci-
fication to generate test cases. Most of these models are 
graph-based, as collected in UML [1]. A common prob-
lem with deriving tests from the model is that the com-
plexity of SUC can cause a state space explosion. There-
fore, most of the existing techniques enable refinement of 
the starting model by additional models resulting in a hi-
erarchical decomposition of the SUC (Figure 1). For test-
ing, the refined components have to be resolved com-
pletely before test sequences are generated (Figure 2).
Very often, a complete resolution of the refined vertices 
results in a large model where test case generation and 
test execution will take much longer since the generation 
and execution effort raises with increasing number of ver-
tices. Thus, the deeper the model hierarchy, the more ex-
pensive becomes the test generation and execution pro-
cess. 
Our previous work analyzed the effect of test sequence 
length on the fault detection capability of model-based 

testing for a single layer model, i.e., we did not consider 
model refinement [2]. This paper suggests a new test gen-
eration technique to further reduce test costs if modeling 
process produces a hierarchical set of models. 
The next section summarizes related work. Section 3 in-
troduces the terminology and notion used in our approach 
and describes the new test case generation strategy for 
hierarchical models. Section 4 validates the approach and 
determines its characteristic features over a case study 
based on a commercial web-based software system. Sec-
tion 5 concludes the paper summarizing the results and 
outlines our research work planned. 

Figure 1 ESG where the compound vertex b of ESG1 is 
refined by ESG2.

Figure 2 Resolved version of ESGs given in Figure 1.
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2 Related work 
A broad variety of formal or informal models exist for 
modeling and testing software as recommended in stand-
ards such as UML [1] or TTCN-3 [3]. Depending on user 
needs, those models describe SUC at different levels of 
granularity and preciseness. Graph-based models consist 
of nodes and arcs that connect the nodes. The semantics 
associated with these nodes and arcs determine the level 
of granularity of SUC description. Event sequence graphs 
(ESG) [4], similar to the concept of event flow graphs [5], 
can be used for modeling, analysis and validation of sys-
tem behavior and user interface requirements prior to im-
plementation and testing of the code. The present paper 
chooses ESG notation because it intensively uses formal 
notions and algorithms known from graph theory and au-
tomata theory, which are relevant to the approach intro-
duced in this paper.  
Memon et al. [6] use an automatic planning system to 
generate test cases from GUI events and their interactions 
called Planning Assisted Tester for graphical systems 
(PATHs). Paiva et al. [7] presented an approach for mod-
eling with Hierarchical Finite State Machines (HFSMs) 
and to generate test cases from those models in an opti-
mized way taking advantage of the hierarchical structure. 
Andrews et al. [8] proposed a system-level testing tech-
nique that combines test generation based on FSMs with 
constraints. Reza et al. [9] use a high level Petri nets 
known as Hierarchical Predicate Transition Nets 
(HPrTNs) to model the behavior of SUC and to generate 
adequate test cases using this model. Memon et al. [10]
define a new class of coverage criteria using event se-
quences.  
All of the mentioned approaches focus on hierarchical 
structures. However, none of them is comparable with our 
approach that makes use of this hierarchy for producing 
optimized test suites.  

3 Test generation and minimization 
This section summarizes the technique used for graph-
based modeling of SUC and introduces the new strategy 
to generate and select test cases. 

3.1 Event Sequence Graphs 
Belli et al. introduced an event-based approach based on 
modeling with event sequence graphs (ESG) for testing 
human-computer systems [4]. Vertices of the ESG repre-
sent externally observable phenomena (“events”), that is, 
an environmental or a user stimulus, or a system response, 
punctuating different stages of system activity. Directed 
edges connecting two events define allowed sequences 
among these events. 
The semantics of an ESG is as follows. Given two verti-
ces a and b in V, a directed edge ab from a to b indicates 
that event b follows event a, defining an event pair (EP)
ab. The remaining pairs Ē that can be constructed by all 
combinations Ê=V	V of the nodes given in the alpha-

bet 
, but not in the ESG, that is, Ē= Ê\E, form the set of 
faulty event pairs (FEP). The set of FEPs constitutes the 
complement of the given ESG, which is symbolized as 
ESG . 
As a convention, a dedicated start vertex, e.g., [, remarks 
the entry vertices � of the ESG whereas a final vertex, 
e.g., ], represents the exit vertices �. Note that [ and ] are 
not included in 
.
A vertex representing a single, self-contained event is 
called atomic event/vertex. Besides, vertices can be re-
fined by another ESG (Figure 1) resulting in a hierarchy 
of models, i.e., they are compound events/vertices consist-
ing of atomic events and/or even other compound events.  
A sequence of n+1 consecutive events that represents the 
sequence of n edges is called an event sequence (ES) of 
length n+1, e.g., an ES of length 2 is an EP. An ES is 
complete if it starts at the initial event of the ESG and 
ends at the final event; in this case it is called a complete 
ES (CES). Occasionally, CES are also called walks (or 
paths) through the ESG given. Accordingly, a faulty event 
sequence (FES) of length n consists of n-2 concluding, 
subsequent EPs and ends with an FEP. An FES is com-
plete if it starts at the initial vertex of the ESG; in this 
case it is called faulty complete ES, abbreviated as FCES.
An FCES must not necessarily end at the final event. 
FESs that are not complete, can be completed by ESs 
(starters) that start at the entry and end at the first node of 
the considered FES. 

3.2 Test case generation 
CESs and FCESs form the test sequences (as test cases). 
Note that a CES is supposed to lead to the exit vertex. If 
this is not feasible, the corresponding CES is marked as 
failed (positive testing). In contrast, an FCES is not sup-
posed to lead to the final event since it ends with an FEP 
which should not be executable (negative testing). If this 
is feasible, the corresponding FCES is marked as failed. 
For a thorough positive testing of ESGs, all EPs of a giv-
en ESG are to be covered by CESs of minimal total length 
and/or minimal number. This problem is a derivation of 
the Chinese Postman Problem (CPP) that attempts to find
the shortest path or circuit visiting each arc in a directed 
or even undirected graph [11].
As already mentioned before, hierarchical models are 
supposed to be resolved completely before CESs are gen-
erated. The run-time complexity of finding a minimal so-
lution is O(|V|3), where |V| denotes the number of vertices 
[11]. The number of FCESs for negative testing increases 
with increasing number of vertices since |FCES| = |V|2-|E|. 
For enabling the solution of the CPP, the given graph is to 
be extended by additional edges until it forms an Eulerian 
graph. A directed graph is Eulerian if it is strongly con-
nected and each of its vertices vV has the same number 
of incoming and outgoing edges. The resulting Eulerian 
cycle, which can be obtained by a standard algorithm in 
O(|V|*|E|) time [12], is a minimal solution to the CPP if 
the set of added edges is minimal. 
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Determining the set of minimal edges leads to a solution 
of the assignment problem [13] which attempts to answer 
the question of how to assign n items (agents) to n other 
items (tasks), incurring some cost that may vary depend-
ing on the agent-task assignment. It is required to perform 
all tasks by assigning exactly one agent to each task in 
such a way that the total cost of the assignment is mini-
mized. 
Formally, an assignment problem minimizes the objective 
function (1) for a given n	n cost matrix cij which fulfills 
the given constraints (2), (3) and (4) at the same time. 

min 
1 1

n n

ij ij
i j

c x
� �
�� � ����

s.t.  
1

1 ( 1,..., )
n

ij
j

x i n
�

� �� � ����

������
1

1 ( 1,..., )
n

ij
i

x j n
�

� �� � ����

������ {0,1} ( , 1,..., )ijx i j n � � ����

In our case, cij defines the number of edges of the shortest 
path (as costs) between vertex i with |incoming edg-
es|>|outgoing edges| and a vertex j with |incoming edg-
es|<|outgoing edges|. After minimization, xij=1 indicates 
that edges along the shortest path from vertex i to vertex j
have to be added.  
Example 1: Table 1 shows the resulting cost matrix to be 
solved for Figure 2. According to Table 1, following 
shortest paths (indicated by dark grey boxes) have to be 
added to the ESG given in Figure 2 to create a minimal 
Eulerian cycle: ]�[, ]�b2, b3�c.   �

Table 1 The resulting cost matrix out of Figure 2 

cij [ b2 c 
] 1 4 5 
] 1 4 5 
b3 4 7 1 

One of the most well-known solutions of the assignment 
problem, Hungarian algorithm, provides a solution with 
O(n3) time [13]. Other O(n3) solutions are given by Dinic-
Kronrod [13] or Cycle Canceling [14].

3.3 Minimizing the generated test case set 
Example 1 is intentionally constructed in such a way that 
the determination of test cases becomes very simple. In 
large hierarchical models the determination of test cases 
can become considerably more complex. Therefore, we 
suggest (instead of resolving compound vertices) to gen-
erate test cases for each ESG on its own, i.e., we suggest a 
layer-centric (LC) test generation method instead of a full 
resolution (FR) test generation method. In other words, 
we leave the compound vertices unresolved within LC-

testing. This will reduce the effort of finding a minimal 
solution since  
O(|Vresolved|3) > O(|V1|3)+…+ O(|Vk|3)
where k is the number of single ESGs forming the hierar-
chy, that is k=2, for Figure 1. This strategy will reduce 
also the number of negative test cases significantly since 
FEPs between different ESG layers are not considered. 
Example 2. Consider ESG1 and ESG2 of Figure 1. The 
optimization algorithm given in [4, 11] generates for 
ESG1 and ESG2 following CESs: 
ESG1:   ESG2: 
T1=[ x y z c d ] T4=[ b1 b2 b3 ] 
T2=[ a b c e ] T5=[ b1 b2 b4 b3 ] 
T3=[ a b c f ] 
Thus, we have 5 test cases for positive testing. The num-
ber of resulting FCESs (negative testing) for ESG1 is 72 
and for ESG2 this number is 12.   �
Analysis of Example 2 reveals following problem: Com-
pound vertices, e.g., b in Example 4, have more nodes 
than the atomic ones do. This implies, if there are many 
test sequences that include compound vertices, test length 
will very likely increase, and accordingly, also test costs 
will increase. Therefore, there is a need to weight the 
compound events based on the number of events of the 
shortest ES through the graph since this will be the mini-
mum effort to execute the compound vertex. 
Example 3. The weight of ESG2 of Figure 1 is 3, be-
cause the shortest ES possible is "[ b1 b2 b3 ]".
Note that the pseudo events do not contribute to the 
weight.      �
Example 4. If we take the weight of the compound event 
into account, the test set of Example 3 modifies as fol-
lows. 
ESG1:   ESG2: 
T1=[ x y z c d ] T4=[ b1 b2 b3 ] 
T2=[ x y z c e ] T5=[ b1 b2 b4 b3 ] 
T3=[ a b c f ]    �

Emerging Problem 
Now, another problem has to be considered: How can test 
sequences be executed that contain compound vertices? 
A straightforward strategy is to replace the compound 
vertices by test case(s) generated from the lower-layer 
ESG. If also this lower-layer ESG contains compound 
events, one has to move down to the next lower-layer 
ESG, etc., and propagate test cases generated in these lay-
ers to upper layers. 
Example 5. In Example 4, replacing b in T3 by T4, fol-
lowing test sequences can be constructed: 
T1=[ x y z c d ] 
T2=[ x y z c e ] 
T3’= [ a b1 b2 b3 c f ] 
T4=[ b1 b2 b4 b3 ]   �
Note that T1, T2, and T3' can be executed at the top layer,
using ESG1. T4 is to be executed at the next lower layer,
using ESG2. This can be seen as inconsequent. A solution 
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is needed in which the minimal coverage of ESG1 con-
tains node b as many times as test cases exist for the 
compound vertex b. This is achieved by an extension of 
the cost matrix of ESG1 by additional columns and rows 
for each vertex that is needed more often. Table 2 shows 
the resulting cost matrix extended by vertex b. 

Table 2 The extended cost matrix for ESG1 

cij [ c b 
] 1 5 5 
] 1 5 5 
b 3 1 8 

Example 6. Taking Table 2 into account results in the fol-
lowing test sequences for ESG1 and ESG2: 
ESG1:   
T1=[ x y z c d ] 
T2=[ a b c e ]  
T3=[ a b c f ]

ESG2: 
T4=[ b1 b2 b3 ] 
T5=[ b1 b2 b4 b3 ]

Replacing vertex b in T2 and T3 by T4 and T5, respec-
tively, following test sequences can be constructed for
ESG1 and ESG2: 

Combined test case set: 
T1=[ x y z c d ]   
T2’=[ a b1 b2 b3 c e ]   

T3’=[ a b1 b2 b4 b3 c f ]  �
In contrast to generating CESs, calculating FCESs for 
negative testing is considerably easier. FCESs of ESGs of 
lower layer are generated first and then returned to next 
higher layer where the shortest ES from start vertex [ to 
the corresponding compound vertex vV is calculated and 
concatenated with the given FCESs of the lower layer 
model. The shortest ES can be constructed in O(|V|2)
time, using, for example, Dijkstra's shortest path algo-
rithm [15].  

3.4 Generating event sequences of length>2 
A phenomenon in testing of interactive systems is that 
faults can be frequently detected but reproduced only in 
specific context(s). Coverage of event sequences of length 
>2 can help here. To achieve such coverage(s), the origi-
nal graph will be transformed to enable the usage of algo-
rithms [4, 11] that are introduced in Section III.C. Fig-
ure 3 shows the transformation of ESG1 of Figure 1 to 
achieve a coverage of sequence length 3. As it can easily 
be seen in Figure 3 for (indexed) vertex c, a vertex might 
be contained more than once in the resulting graph. 

 

Figure 3 ESG1 transformed for length 3 coverage

If the transformed graph includes a vertex vV more than 
once in the original graph and if a multiple occurrence of 
that vertex v is needed, it is then not obvious which vertex 
v will minimize the assignment. A solution is to extend 
the assignment matrix by all occurrences of v and redefine 
the matching constraints. Formally, following set of equa-
tions described as a linear program has to be solved in 
such a case: 

min�
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n n
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Example 7. Table 3 shows an example where col-
umn/row 4 and 5 have been added and only one of both 
should be put to the solution w.r.t. minimization purposes. 
In this case, column/row 5 minimizes the assignment and 
column/row 4 has to be skipped. According to Table 3,
k=3, l=1, s(1)=4, e(1)=5. Thus, l defines the number of 
matrix intervals from which only one should be selected 
(here only one consisting of column/row 4 and 5), s(y) de-
fines the first index of interval y<=l and e(y) defines the 
last index of interval y<=l. k defines the last index of col-
umns/rows which do not belong to an interval.  �

Table 3 An assignment Matrix 

j
1 2 3 4 5

i

1 5 6 5 4 5
2 5 6 5 4 5
3 5 6 5 4 5
4 7 8 7 6 �
5 7 1 7 � 7

The given equation system (5)-(11) cannot be solved by 
the Hungarian method. An optimal solution (abbreviated 
as LCopt) can be calculated using linear programming, but 
current algorithms like the simplex method have exponen-
tial runtime complexity. 
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Figure 4 Screenshot of ISELTA

 
 

Figure 5 Hierarchical structure of the ESG used in the case study

In case that a solution cannot be found in appropriate 
time, a heuristic approach is given by solving the assign-
ment problem first and then adding the shortest self-cycle 
for the given vertex v as many time as needed; this strate-
gy is abbreviated as LCsimple. LCsimple is straightforward 
and feasible, but not necessarily minimal. 

4 Case study 
This chapter analyzes and validates the LC testing ap-
proach presented in Section 3. SUC is a large commercial 
web portal with 53K LOC (lines of code): ISELTA 
(“Isik’s System for Enterprise-Level Web-Centric Tourist 
Applications”). ISELTA enables travel and tourist enter-
prises e.g., hotel owners, to create their individual search 
& service offering masks. These masks can be embedded 
in an existing homepage as an interface between custom-
ers and system. Potential end users can then use those 
masks to select and book services, e.g., hotel rooms, rent-

al cars, etc. A screenshot of ISELTA can be seen in Fig-
ure 4. 
For testing a large sub-system of ISELTA, 7 ESG with 
totally 73 vertices and 207 edges have been constructed. 
Figure 5 shows the hierarchical structure of the model of 
ISELTA. The main (or top) ESG contains three vertices 
that are refined by ESGs of the 2nd layer. One of these 
ESGs, "provider account", is also a compound vertex and 
contains two sub-vertices, “edit profile” and “edit hotel”, 
as its refinements. 

4.1 Results of the case study 

On the basis of this model, CESs and FCESs have been 
generated covering event sequences of length 2, 3 and 4. 
The results of the case study are summarized in Table 4.
It can easily be seen that the number of CESs of our LC 
approach is lower than the number of CESs of the con-
ventional FR approach. In total, the number of test cases 
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is reduced by ~80 %. Surprising is the fact that still 80 % 
of the faults could be detected by the test cases generated 
by a test suite the test case number of which has been re-
duced by 80%! Some of the faults detected during the 
case study are listed in Table 5.

Table 4 Results of the test process 

 FR LC 
length CES FCES ∑ Faults  CES  FCES ∑ Faults 
2 5 2668 2673 35 2 585 587 29 
3 22 9474 9496 35+4 4 1735 1739 29+2 
4 93 38768 38861 39+0 77* 7005 7082 31+0 
∑ 120 50904 51024 39 83 9325 9408 31 
* LCsimple 

Table 5 Excerpt of faults detected 

No. Fault Description
1 missing "back" button
2 "back" button available where it is not allowed
3 welcome page is shown instead of the list of ho-

tel page after insertion of an hotel
4 the quick login form in the navigation was 

shown on the regular login page

4.2 Threats to validity 
In general, testing a system by a model-based technique 
assumes that the underlying model is correct and com-
plete with respect to the considered features. The same 
holds for ESGs. We can just draw a conclusion about 
faults that can be detected by analyzing our model, that is, 
on faults in executing events and their order but not, e.g., 
on faults in database interactions. To keep the example 
easy to understand, the underlying ESG model we use is 
very simple in its fault modeling; it solely visualizes se-
quences of events that are considered. Data dependencies 
are not considered. This can be seen as restrictive; how-
ever, this view is straightforward which explains the 
strength of the approach (for further explanation and fault 
detection effectiveness of ESG approach see [16] and 
[4]). In spite of its simplicity, also ESG used in the case 
study revealed numerous faults. We believe that the sim-
plicity of the underlying ESG concept does not influence 

the validity of the new test case generation approach but 
rather underlines its characteristic features. 
Another concern is about the generalization of the results 
achieved which heavily depend on the given SUC, its de-
velopment process and on many more factors. In our case, 
a web application (ISELTA) is tested on the basis of one 
large hierarchical model. But we are not able to conclude 
that the same results hold for other systems or models. In 
contrast, we believe that the test suite reduction capabili-
ties will not change substantially. 

4.3 Test process and tool support 
The case study is supported by a test tool called Test-
SuiteDesigner (TSD) which can be seen in Figure 6. TSD 
allows creating hierarchical ESGs on the basis of a graph-
ical user interface. The hierarchical structure of an ESG 
can be seen in Figure 6 on the left side. The outline of the 
structure can also be used to navigate through the ESG 
given. TSD is extended by the LC testing approach de-
scribed in Section 3.3 and 3.4 to generate test cases. The 
linear equation system (5)-(11) is solved using the open 
source lp_solve library [17]. An implementation on the 
basis of the GNU Linear Programming Kit (GLPK) [18] 
also exists but it turned out that the library could not reli-
ably provide a valid solution. This is due to the fact that 
the solution contained values between 0 and 1 in some 
cases although the domain of the variables has been set to 
binary (i.e., 0 or 1). But if a valid solution was generated, 
GLPK was much faster compared to lp_solve although 
both libraries promise to implement the same algorithm. 
The results of Table 4 show that a great number of test 
sequences had to be executed. Manual execution of these 
test sequences would be a time-consuming and an error-
prone task. To enable automatic execution of these test 
sequences, TSD allows to annotate pieces of code to eve-
ry node according to a given test script language. This en-
ables to generate test scripts automatically along the gen-
erated test sequences. These test scripts can be loaded into 
a separate test execution environment.  
In our case we used the freely available web test tool Se-
lenium [19]. The user interface of Selenium can be seen 
in Figure 7. The right side of Figure 7 shows an excerpt 
of the generated test script. 

 

Figure 6 Screenshot of TestSuiteDesigner
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Figure 7 Screenshot of Selenium

 
 
Figure 8 Test process

To conclude, Figure 8 shows the overall test process for 
the case study. The first step was to develop a hierarchical 
ESG out of the given specification. Note that step 1 is the 
only step which has to be done by hand. Step 2 was to 
generate the test sequences and test scripts out of the giv-
en ESG model. Step 3 was to load the generated test 
scripts into Selenium and execute them against our SUC, 
namely ISELTA. The result is a list of test sequences 
which could be executed successfully or not. 

5 Conclusions 
This paper introduced a new strategy called layer-centric
testing (LC) based on event sequence graphs (ESG) to 

overcome the problem of time consuming and labor-
intensive test case generation and execution. LC makes 
use of the hierarchical structure of the model by generat-
ing test cases based on the single models so that the test 
generation and execution effort is reasonably be reduced. 
A case study validated and demonstrated the approach 
and analyzed its characteristics. Compared to the FR test-
ing, the LC testing reduced the test suite by 80 % at a 
fault detection rate of 80 %. This fact shows that especial-
ly in cases where a smaller number of test cases is needed,
the new strategy will achieve good results. 
Nevertheless, generating sequences of higher length ac-
cording to the new approach is still not satisfactory w.r.t. 
to its runtime complexity. Therefore, future work will 
concentrate on the generation of test cases of length >2. 
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