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Abstract: Container security systems including electronic seals play an important role
in securing container logistics. Nevertheless, a lack of standards prevents devices by
different vendors from effective interoperability. Hence, this paper proposes an inter-
disciplinary perspective incorporating the agent paradigm of computer science. In this
approach interaction between different autonomous entities is based on standardised
communication protocols. In addition, for container security systems a cryptographic
concept must be applied in order to secure communication.

1 Introduction

The terrorist attacks of September 11, 2001 led to an increased demand for security in lo-
gistic processes. A special focus lies on shipping containers due to their high throughput in
the intercontinental transport of packaged goods. An important step towards more secure
logistics is to seal containers in order to protect them from thieves but also from terrorists
trying to smuggle dangerous goods. Conventionally, this is accomplished by mechanical
seals, e. g., numbered bolts. A more sophisticated approach makes use of electronic seals
which notice tamper immediately and alert the cargo owner [Hic04]. Additionally, con-
tainer security systems can also comprise sensors that continuously monitor the interior of
the respective container [Sch04].

Containers, and therewith their security systems, are applied all over the world. The envi-
ronment of each container changes dynamically on the way from its origin to its destina-
tion. The demand for flexible interaction with other entities often arises during transport.
For instance, consider customs personnel wirelessly requesting security information with
hand-held devices. As another example multiple containers from one company might
cooperate in their security efforts in order to save their bounded resources. Although a
great many vendors of container security solutions exists, their interoperability currently
remains an open issue due to a lack of standards [Hic04].

This paper argues in favour of an interdisciplinary perspective, integrating experiences
from the agent paradigm of computer science [Wei99]. The main advantage is that soft-
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ware agents located on different systems and based on completely different standards can
communicate by applying interaction protocols as a standardised interface. The three main
criteria for successfully applying multiagent systems in problem solving (natural distribu-
tivity, flexible interaction, and dynamic environment) proposed by [Mül97] are obviously
satisfied by the container logistics domain.

The remainder of this paper is structured as follows: Section 2 discusses requirements
of container security systems. Subsequently, Sect. 3 presents an agent-based approach
incorporating encryption and trust concerns. Finally, a conclusion follows in Sect. 4.

2 Container Security Systems

The general purpose of seals is to secure the content of containers. Conventional seals gen-
erally comprise a bolt that mechanically prevents the container from being opened [Fie05].
At the destination it has to be validated that the seal is still intact and that it is still the
same [Tir05]. Conventional seals are comparatively cheap and not reusable: if a container
is legitimately opened a new seal has to be affixed [Had05] and its unique number [Fie05]
has to be recorded. Compared to their low purchase price the handling costs are quite high
since the inspection has to be conducted manually and is therefore time consuming [Tir05].
Although mechanical seals increase the effort for tampering with a container their benefit
is still limited. As an example, [Had05] argues that criminals can remove the doors of the
container completely without damaging the seal, cut a hole into another wall, or create a
new seal after having finished. Furthermore, containers are not monitored in real-time.

Electronic seals are intended to overcome some of the limitations of conventional seals.
Apart from mechanically locking the container they also exhibit computation and com-
munication abilities. Therefore, it is possible to verify them by a radio-frequency identi-
fication (RFID) scan [Tir05]. This feature does not only massively decrease the handling
effort, but also enables an almost continuous monitoring as the scanning can be performed
easily and often. Thus, the seal can also act as a surrogate for the container number since
RFID technology enables a recognition rate of over 99% while optical character recog-
nition systems achieve only about 80% under real-world conditions [Had05]. Despite of
their higher purchase price electronic seals might therefore be the better choice regarding
their total cost of ownership [Tir05].

Apart from the seal, container security systems can be enhanced by embedded sensors
which monitor tampering, theft, and placement of unintentional freight. Examples are door
light sensors, gamma ray detectors, as well as chemical sensors [Sch04]. As the applied
sensors depend on the concrete purpose, the participating entities must be equipped with
the ability to establish ad hoc networks. In this context it has to be ensured that access to
the network is restricted to trustworthy entities, e. g., by certification. Otherwise, thieves
or terrorists could corrupt the system by injecting manipulated data.

The security system’s interface to the outside world is another vulnerable point. As an
example, stevedores and truckers are legitimate recipients of some security-related data.
Due to restricted resources it might also be an option to join forces with security systems
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of neighbouring containers. These forms of communication have also to be restricted to
trustworthy partners. As an example, from the perspective of safety it might be desirable
for a container to inform the environment about hazardous content. By contrast, this is
not the case from a security point of view. It is not advisable to broadcast a container’s
attractiveness for terrorist attacks to everyone including the terrorists themselves [Had05].

To recapitulate, electronic security systems can significantly improve container security.
Since they demand flexible cooperation their interaction with the outside world has to be
secured itself. This can be achieved by limiting communication to trustworthy partners.

3 An Agent-Based Approach

In the agent paradigm software agents act on behalf of the (logistic) entities they repre-
sent [KT99]: they are assumed to be embodied in an environment, to act autonomously,
and to be able to sense changes and react appropriately. Multiple agents are organ-
ised within a multiagent system (MAS) which offers essential services to the respective
agents [Wei99]. Regarding container security systems a double-layered approach applies
(Fig. 1). The first level consists of all entities belonging to a container, e. g., electronic
seals and sensors, which jointly form a MAS (the inside view). Here, the main task is to
collect data and to monitor whether all values are within admissible ranges. The second
level encapsulates all internal components by an additional software agent. This agent is
situated within a MAS of all containers and other entities related to container logistics (the
outside view). On both levels, standardisation (Sect. 3.1) helps in enabling communication
and cooperation of different devices (Sect. 3.2). Section 3.3 addresses trust and encryption
which play an important role in this context.

Inside view Outside view

Figure 1: Agents within the container communicate with each other, e. g., the electronic seal as well
as different sensors observing the interior (left). Additionally, the agent representing the container
as a whole can also exchange messages with other containers (right)

3.1 Foundations

The basis for applying intelligent agents is formed by specifications of the IEEE Founda-
tion for Intelligent Physical Agents (FIPA)1. The standards proposed by this group specify
essential parts of MAS which, for instance, manage the life cycle of agents. Another

1http://www.fipa.org/
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part of the system provides a yellow pages service where agents can register the services
they provide to other agents. This paper focusses on cooperative agents that support each
other in solving the problem of ensuring the security of containers during transport. This,
however, requires to reliably exclude competitive agents from the system (see Sect. 3.3).

JADE2, the Java Agent Development Framework, is an implementation in compliance
with FIPA standards [BCG07]. It comes along with LEAP, the Light Extensible Agent
Platform, which is a derivative for mobile devices. It focusses on providing a technical
infrastructure for enabling the transition of agents to platforms with limited resources.
Hence, it is well-suited for an application in container security systems.

3.2 Communication and Cooperation

According to FIPA, communication is conducted with specific interaction protocols. The
conversation flow of interaction protocols comprises unique speech acts, which are de-
fined in the Agent Communication Language (ACL). The purpose of such protocols is,
for instance, to request actions from other agents, or to coordinate purchasing by auctions.
Due to the standardised communication even completely different agents can exchange
messages. Hence, this paradigm also forms a promising approach for container security
provided that additional security functions are implemented (see Sect. 3.3).

Acting autonomously in container security systems, agents are situated in a resource-
bounded environment. This constraint holds for both the inside and outside view of
the container. Examples of such restrictions are bounded computational power as well
as memory restrictions. The mobility of container security systems also influences the
amount of energy available. As a result, these restrictions lead to a need for cooperation
of container agents in order to bundle and delegate common tasks. A general approach
formalising the cooperation between agents is the model for cooperation [WJ99].

The techniques discussed in this section allow to realise a dynamic and adaptive manage-
ment of container functions. Applying an ontology ensures that the semantics of conver-
sation contents can unambiguously be deduced by all communication partners.

3.3 Trust and Encryption

As described in Sect. 2 it is crucial to ensure that only legitimate recipients obtain data
from the container security system (encryption). Hence, it is also important to clearly
identify authorised cooperation partners (signature). Both demands for trustworthiness
can be addressed by applying public key cryptography [Tan03] which is based on pairs
of asymmetric encryption keys. In this approach, the public key of an agent is known to
everyone and is applied in order to encrypt the content of messages for the respective agent
(Fig. 2). Decrypting such contents can only be accomplished by applying the private key

2http://jade.tilab.com/
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which is kept secretly and only known to the agent itself. A sender additionally signing
the message with its own private key enables the receiver to validate its authenticity with
the respective public key.

In order to identify trustworthy communication partners each container security system
agent has to be provided with the public key of the company. The respective private key
can, however, not simply be provided to all participants. Otherwise, the whole system runs
the danger of being compromised if, e. g., a hand-held device with the key is lost. A finder
or thief would then be able to decrypt all messages intended for the company. Instead, a
public key infrastructure [Tan03] has to be established. In this concept each entity gets its
own private key that is signed by the private root certificate of the company. Validating the
respective public keys with the company’s public key then reveals whether a communica-
tion partner is trustworthy. The problem of loss can be approached by demanding keys to
regularly expire and be renewed.

Encryption Decryption

VerificationSigning Transmission

KSprivate

KRpublic KRprivate

KSpublic

Content

Sender: S

Receiver: R

ACL-Message

Content

Sender: S
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Figure 2: The software agent managing container S sends a message to the agent of container R.
Therefore, S signs and encrypts the content of the message before transmission. The received mes-
sage is then validated and decrypted by R

4 Conclusion and Outlook

Container security systems play an important role in securing container logistics. Never-
theless, a lack of standards currently prevents interoperability of components from differ-
ent vendors. This paper argues in favour of an agent-based approach in order to overcome
this limitation. By implementing electronic seals and sensors as agents, standardised com-
munication protocols can be applied for the interaction. In addition, aspects of trust and
encryption must be considered as not every communication partner is trustworthy. In order
to save resources multiple components of one container security system as well as multiple
systems may join forces by cooperating.

However, cooperation may not always suffice to overcome limitations caused by bounded
resources. Some applications in dynamic environments additionally have high require-
ments on the internal management for the respective agents. Hence, an efficient handling
of acquired knowledge and strategies to keep knowledge bases manageable are necessary.
This aspect gains more importance when complex reasoning techniques are considered.
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