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Abstract: Although IPv6 protocol has considered and implemented more security
mechanisms compared with IPv4, there are still many security threatens in IPv6
Networks. Being one of the key protocols in IPv6, the Internet Control Message
Protocol (ICMPv6) suffers from severe security risks. In this paper we construct an
IPv6 attacking test system ATS_ICMP_6 exploiting the ICMPv6 Unreachable
Message, which shows that the security of IPv6 protocol is still very weak. In the
other hand, we has designed and implemented a network forensics prototype
6Foren in IPv6 environment based on the protocol analysis technology, its
functions include packet capture, data reconstruct and messages replay etc. the
6Foren can be used as the online digital forensics which support the online forensic
of HTTP, FTP, SMTP and POP3 protocols.

1 Introduction

As the rapid development of Internet applications, the Internet Protocol version 4 (IPv4)
[10] addresses will soon be exhausted and there are more and more applications running
in the next generation Internet based on the Internet Protocol version 6 (IPv6) which
boosts the deployment of IPv6 networks [5].

IPv6 protocol (RFC2460) [1] inherits all the merits from IPv4 and adds some new
characters, which will greatly improve transmission efficiency. For example, IPv6
changes some fields in the IPv4 main header and extension headers. In IPv4, all nodes
can fragment the packets. In the mean while IPv6 also enhanced security in [Pv6.

But, as the wide deployment of Internet Protocol version 6 (IPv6) [1] networks, its
vulnerabilities have become visible. IPv6 deployment raises security issues for both
those not yet managing IPv6 networks as well as those who are. Network attackers have
successfully used IPv6 to evade the defenses erected against undesired network traffic

(21031[4].

Recently, [11] awareness has been raised about several threats against the TCP [6]
protocol in IPv6. These attacks are based on sending forged TCP segments to any of the
TCP endpoints, requiring the attacker to be able to guess the four-tuple that identifies the
connection to be attacked.
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While these attacks were known by the research community, they were considered
to be unfeasible. However, increases in bandwidth availability, and the use of larger
TCP windows [12] have made these attacks feasible. Several general solutions have
been proposed to either eliminate or minimize the impact of these attacks [13][14][15].
For protecting BGP sessions, specifically, a counter-measure had already been
documented in [16], which defines a new TCP option that allows a sending TCP to
include a MD5 [17] signature in each transmitted segment.

All these counter-measures address attacks that require an attacker to send spoofed
TCP segments to the attacked host. However, there is still a possibility for performing a
number of attacks against the TCP protocol, by means of ICMPv6 [7].

With the Internet Control Message Protocol (ICMPv6) [8], one could extrapolate
the concept of "hard errors" [8] to ICMPv6 Type 1 (Destination Unreachable) codes 1
(communication with destination administratively prohibited) and 4 (port unreachable).
Thus, any of these messages could elicit a connection abort.

For example, ICMPv6 defines the "Packet Too Big" (type 2, code 0) error message,
that is analogous to the ICMP "fragmentation needed and DF bit set" (type 3, code 4)
error message in IPv4. For IPv6 networks, intermediate systems do not fragment IP
packets. Thus, there's an implicit "don't fragment" bit set in every IPv6 datagram sent on
a network. Therefore, hosts do not treat ICMPv6 "Packet Too Big" messages as hard
errors, but use them to discover the MTU of the corresponding internet path, as part of
the Path MTU Discovery mechanism for IPv6 [9].

The Host Requirements RFC [3] states that a TCP instance should be notified of
ICMPv6 error messages received for its corresponding connection.

In order to allow ICMPv6 messages to be demultiplexed by the receiving host, part
of the original packet that elicited the message is included in the payload of the ICMPv6
error message. Thus, the receiving host can use that information to match the ICMPv6
error to the instance of the transport protocol that elicited it.

Neither the Host Requirements RFC nor the original TCP specification [6]
recommends any security checks on the received ICMPv6 messages. Thus, as long as the
ICMPv6 payload contains the correct four-tuple that identifies the communication
instance, an attacker could send a spoofed ICMPv6 message to the attacked host, and, as
long as he is able to guess the four-tuple that identifies the communication instance to be
attacked, he can use ICMPvV6 to perform a variety of attacks, such as DoS, DDoS, Man-
In-The-Middle, Smurf, Redirect attack etc.

This paper aims to raise awareness of the use of ICMPv6 to perform a number of
attacks against IPv6 networks, to show that IPv6 protocol is also not secure, to pay
attention to the security problems of [Pv6.
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The field of computer forensics has become a critical part of legal systems
throughout the world used for detecting attacks in IP networks. As early as 2002 the FBI
stated that “fifty percent of the cases the FBI now opens involve a computer. However,
the accuracy of the methods -- and therefore the extent to which forensic data should be
admissible -- is not yet well understood. Therefore, we are not yet able to make the kinds
of claims about computer forensics that can be made about other kinds of forensic
evidence that has been studied more completely.

Computer forensics can be divided into two types: host based forensics and
network based forensics [18]. The host based forensics is also called Software Forensics,
which is mainly used to trace code to its authors [25]. Some computer scientists focus
largely on the examination of file system data [20], whereas others also include the
collection of data [19] [21][22][23][24] [26].

While in the other hand, there is very few forensic tools for network based
forensics, especially for [Pv6 networks.

As IPv6 protocol (RFC2460) header structure has changed greatly with that of IPv4
protocol, current IPv4 forensic tools could not meet the IPv6 forensic needs. So we need
to design and implement forensic tools for IPv6 network security management.

This paper is organized as follows. In section 2, we describe the basic idea of
ICMPv6 attack. The details on implementation of ICMPv6 attacks are described in
section 3. Section 4 describes the 6Foren: Online Forensics in IPv6 Network. In section
5, we show two cases of I[CMPv6 attacks and display the 6Foren system. Finally we
present our conclusions in section 6.

2 IPv6 Attacking Test and Online Forensics Environment

To verify and test our IPv6 Attacking tools and Online Forensic system 6Foren, it needs
a pure [Pv6 network environment.

As seen in Fig. 1, the left side is the topology of the pure IPv6 attacking test bed
A6TB which is an open attacking test bed. In A6TB we deploy some IPv6 attacking host
and some [Pv6 victim host which is used for the IPv6 attacking test. Both the attacking
hosts and victim hosts are all pure IPv6 machines connected via CERNET2 which is also
pure IPv6 Backbone network connecting all the Chinese educational organizations to
USA, Asia and Europe IPv6 networks.
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Fig. 1 The Topology of IPv6 Attacking Test Bed and 6Foren

As seen in the right of Fig.1, 6Foren is deployed near the key switch of the test bed
AG6TB to capture the attacking flow and then executing online forensic actions.

As seen in Fig. 2, in normal communication, when node V (Victim) want to visit
node T (Target) which is out the V’s LAN, packets from V to T is first delivered to the
default router R1 (Router-1) in the LAN, and R1 will route V’s packets to other routers
and finally to T. in this case, packets from V to T are transmitted along the solid line
shown in Fig. 2.

(A EEEREEE R AN ER" o

Victim Router-1 uter-nfj

Fig.2 Basic Idea and Attacking Test Environment of ICMPv6 Attack

If A (Attacker) want to attack traffic from V to T, he will first detect the activity of
V by sending an ICMPv6 Echo quest packet with bad IPv6 header parameter to T, if V is
alive, A will then send an ICMPv6 Redirect Message to V which will redirect all V’s
packet from R1 to FR (Fake Router) which is illegally constructed by A. Finally, A can
execute any attacking action to traffic from V.

In the following section, we will describe the attacking process in details.
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3 IPv6 Attacking Test and Online Forensics Environment

In this section, we briefly summarize key techniques for IPv6 attacking test using
ICMPv6 messages we combined for this research.

As seen in Fig. 3, the IPv6 Attacking Test System using ICMPv6 Messages (which
is called ATS_ICMP_6) is mainly distributed in two logical hosts (Attacker and Fake
Router), and consists of the following 6 functional modules:

Initialization: this module is mainly used to load some initial information used for
ATS_ICMP_6, which include:

(M
2

3)
“)

)
(6)

(7

MAC Address of current legal default router

IPv6 Addresses of Attacker himself, which includes both of the global IPv6
address and the link local IPv6 address

MAC Address of Attacker himself

IPv6 Addresses of Fake Router, which includes both of the global IPv6 address
and the link local IPv6 address

MAC Address of Fake Router

Interface: network card used for the attacking system ATS_ICMP_6

IPv6 Addresses of current legal default router, which includes both of the
global IPv6 address and the link local IPv6 address

Alive Detection: this module is used to detect whether the specific victim is now
active in the network. In addition, it can also return the list of active hosts in the LAN.

Attacker

Initialization

Fake Router

!

Alive Detection

A

Initialization

> Traffic

y

Traffic
Redirection

Analysis

v

Packet
Forwarding

Attacking
Test

f 3

Fig.3 Structure and Functional Module of ATS_ICMP_6

Traffic Redirection: this module is used to change traffic from legal default router
to the Fake Router further traffic analysis and attacking test. This module takes the key
role in ATS_ICMP_6.
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Traffic Analysis: When Fake Router starts working, this module is listening all
traffic redirected from victims, used to change traffic from legal default router to the
Fake Router further traffic analysis and attacking test. This module takes the key role in
ATS_ICMP_6.

Packet Forwarding: This module is used to modify, drop or relay specific traffic
according to the requirement of specific Attacking Test module.

Attacking Test: Based on the modules described above, this module is used to test
some specific type of IPv6 attacking. Before test, this module will send the attacking
policy such as attacking Type, Code and other parameters which is used for IPv6
attacking test.

Note: we must state that, in most cases the logical hosts Attacker and Fake Router
can be deployed in one physical machine.

In the following sub sections, we will introduce some of the key modules used in
this system.

3.1 Alive Host Detection

Before attacking, the attacker must first detect the activity of the victim host in the
network.

To do this, the attacker can send an ICMPv6 message with bad parameter to the
victim, when receiving this bad message, the victim will send back a Parameter Problem
message to the attacker, according to which, the attacker knows that the victim is now
“alive”. Fig. 4 shows the Alive Host Detection algorithm.

Process Alive_Host_Detection

INPUT: V -- IPv6 Address of Victim, if V=NULL, then V="FF02::1”, the
multicast address

OUTPUT: The alive host list AHL: if V=NULL, AHL include all the active host
in the LAN

BEGIN

Construct an ICMPv6 Ping Request message MS (Type=128, Code=0) with
bad parameter

Send MS to V

Start the Packet Filter Process and set the filter="ip6 and dst V" to capture
packets return from V with Parameter Problem Messages

If return TRUE, then V is alive
Else V is not alive

END

Fig.4 The algorithm of Alive Host Detection
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3.2 Start the Packet Forwarding Function

Before attacking, especially the traffic redirection attacking, the attacker must start
the packet forwarding function in the fake router to forward the redirected traffic to
where the attacker wants it to be.

int Start_Packet_Forwarding(char* interface, char * policy)

{
sprintf(cmd,"echo 1 > /proc/sys/net/ipv6/cont/%s/forwarding" interface);
system(cmd);
system("echo 1 > /proc/sys/net/ipv6/conf/default/forwarding");
system("echo 1 > /proc/sys/net/ipv6/conf/all/forwarding");
Forwarding_traffic(policy);

return 0;

Fig.5 Packet Forwarding Function

Fig. 5 shows the packet forwarding function which can relay the traffic from
victims to the “right” place after being redirected from default router to the fake router.

The first four lines in Start_Packet_Forwarding is used to open the packet
forwarding function in the kernel of the Fake Router to forwarding all traffic flowing
across it.

The function Forwarding_traffic will relay, modify or drop specific traffic
according to the policies defined by the parameter “policy” which is transmitted by
specific attacking test module.

3.3 Traffic Redirection

After the detection of alive host, now the attacker can use ICMPV6 Route Redirect
Message to redirect the V’s traffic to FR which is the faked router constructed by the
attack for further attacking actions.

The algorithm is shown in Fig. 6.

To redirection of the victim, the attacker must first construct some type of ICMPv6
Messages:

(1) ICMPv6 Neighbor Advertisement Message NAM (Type=136, Code=0)
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(2) ICMPv6 Router Advertisement Message RAM (Type=134, Code=0)
(3) ICMPv6 Router Redirection Message RRM (Type=137, Code=0)

Second, these messages must be sent to the LAN in a proper period to notify the
victim that the default router has been changed to the fake router.

To ensure the successful attack, the broadcast period is key factor.

Note: if V=NULL, the fake default route information will be planted in every hosts
in the LAN, which means that all the Traffic in the LAN will be first redirected to
the fake router.

Process Redirect_Traffic_Static_IPv6

INPUT: V -- IPv6 Address of Victim, if V=NULL, then V="FF02::1”, the
multicast address

OUTPUT: The alive host list AHL: if V=NULL, AHL include all the active host
in the LAN

BEGIN

Initial: routerip =get_default_router();// get current default router’s IPv6
address

victimmac =get_mac(V);// get Vs MAC address
Start_Packet_Forwarding();//start the packet forwarding function

Construct an ICMPv6 Neighbor Advertisement Message NAM (Type=136,
Code=0)

Construct an ICMPv6 Router Advertisement Message RAM (Type=134,
Code=0)

Construct an ICMPv6 Router Redirection Message RRM (Type=137, Code=0)
while (1) {

Send NAM to V

Send RAM to V

Send RAM to V

Sleep(period)

END

Fig.6 Redirect Traffic for Host with Static IPv6 Address

We can see from Fig. 7 that, seconds after starting Redirect_Traffic_Static_IPv6,
one more router information:
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€2001:da8:200:9002:21d:9ff:felc:9bff dev ethO lladdr 00:1d:09:1c:9b:ff router
REACHABLE”

has been planted in the victim’s router table, which shows that now the default
router is “2001:da8:200:9002:21d:9ff:felc:9bff” that is the fake router’s IPv6 address
constructed by the attacker.

[root@uictimSS “]# ip -f ineté n
fe80::20f: F7Ff: feb0:5dc® dev eth0 lladdr 00:0F:Ff7:h0:5d:c0 router STALE
fe80::20e:cff:fe32:323e dev eth® lladdr 00:0e:0c:32:32:3e router STALE
[root@uictimS5 “]# ip -f inet6 n

fe80::20f: f7f:feb0:5dcd dev ethd lladdr 00:0f:f7:b0:5d:cO0 router STALE
2001:da8:200:9002:21d:9FF: felc:9bff dev eth® lladdr 00:1d:09:1c:9b:ff router REACHABLE
fe80::21d:9FF: felc:9bFF dev eth0 lladdr 00:1d:09:1¢:9b:ff router STALE
fe80::20e:cff:fe32:323e dev eth® lladdr 00:0e:0c:32:32:3e router DELAY

[root@uictimS5 ~]#

Fig. 7 Route Information Before Traffic Redirection v.s Route Information After Traffic
Redirection in Victim

3.4 Attacking Test

Actually, this module includes two parts: the server side and client side.

The server side is deployed in the fake router, its main function is receiving and
process attacking parameters and policy, then sends them to the Traffic Analysis module.

The client side is deployed in another machine, it is mainly used for attacker(s) to:
(1) fill in the attacking command and relative parameters

(2) control the attacking process

(3) adjust attacking parameters while attacking

(4) stop the attacking process

(5) display the attacking results

4 6Foren: Online Forensics in IPv6 Network Environment

Fig. 8 shows the basic structure and main modules for IPv6 network based forensics
which we called it 6Foren. 6Foren mainly includes the following modules: Data
Collector, TCP Stream Classification, TCP Message Reconstruction, Application
Protocol Parser Manager and Online Evidence Display. We will describe these modules
in detail.
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Fig.8 Structure and Main Module of 6Foren

4.1 Data Collector

To obtain accurate online forensic analysis result, we must first capture proper
packets in which the attacking flow is transmitted.

In our 6Foren, we will take two different data collecting mechanisms to ensure the
accurate data collection.

In normal condition, if we can control the entire network flow which means that the
attacking flow can be “seen” by us, we can just mirror the network flow containing the
attacking packets to a specific interface where we can easily collect the data.

But sometimes, we are not the administrator of the network and do not have the
right get the network flow. In this case, we can redirect the network flow first to our data

collector using the Traffic Redirection module described in § 3.3
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4.2 TCP Stream Classification

When packet is captured, it must first be classified according to its TCP attribution,
and the system needs to maintain a table to save the classification information of the
TCP stream.

The TCP Stream Classification module must consider the following problems:

(1) The TCP stream table must save application layer information for this
connection for further handling.

(2) The TCP Stream Classification should accurately recognize the begin and end
of the TCP connection

(3) During the system running, the TCP stream table should be kept smaller

4.3 TCP Message Reconstruction

The main functions of the TCP Message Reconstruction module include:
(1) Reconstruct the IP packet with error arrival order

(2) Reproduce the session process of the communication sides

4.4 Application Protocol Parser Manager

To distinguish classify different kinds of application protocols, the Protocol
Classification module of 6Foren inspects all captured packets and judge that whether it
belongs to some protocol when transmitting. By adding and deleting elements of the
TCP stream table, 6Foren dynamically obtain data in some TCP connection and then
classify and reconstruct TCP packets to entirely save all the application protocol data.
6Foren will also parse file name, file type and contents etc. according to different
protocol signatures. Fig. 6 shows the Flow Chart of Protocol Classification module in
6Foren.

(1) HTTP Protocol

In HTTP protocol, the client start to transmit session through the GET request
packet in TCP connection, in the meanwhile the contents of the file will be sent to the
client from the server side. 6Foren judge the start of the HTTP file transmission mainly
by the GET signature in the traffic header (seen in Fig. 6), and then add the reverse TCP
stream to the monitored TCP classification list, if the reverse TCP data has the
“HTTP/*.* 200” header, then the TCP Packet Reconstruction module will save all the
reverse TCP data.

(2) FTP Protocol
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FTP protocol has two modes (seen in Fig. 6): PORT and PASV, which possess the
signature PORT and PASV respectively in the starting of the FTP stream. As the FTP
protocol negotiate data connection IP address and port number in the session, we must
continuously listening the controlling connection for some times to get sufficient
information, and also the FTP data can either be upload or download, so the
implementation of FTP Forensic is very difficult.

In PORT mode, the data connection address and port can be directly gotten because
they exist in the PORT command itself, while the RETR or STOR command exist in the
next session of the same direction.

While in PASV mode, the data connection address and port exist in the 227
response packet, and RETR or STOR command is executed by client, so it needs
multiple listening.

(3) SMTP and POP3 Protocol

POP3 packets and SMTP packets are similar. The POP3 packets begin with
“Received”, while the SMTP packets begin with “DATA” (in Outlook Express and
Outlook) or “Data” (in Foxmail). The text and attachment of email will be transmitted in
the same direction of the same TCP connection, so it can be easily captured.

4.5 Online Evidence Display

While the attacking event is detected, it will be recorded in the Attack Event
Database for attack event replay in the law court.

In the mean while, the detected attacking event can be displayed in a new webpage
for the online forensic.

5 Experimental Results

5.1 Start the IPv6 Attacking System ATS_ICMP_6

The IPv6 Attacking System ATS_ICMP_6 is implemented in Linux system with
kernel version over 2.4. To simplify the operation of administrator and other tester, the
server side has been registered as a Linux service, which will be started automatically
when the operating system starting. When ATS_ICMP_6 starts, it will listen on port
8899 (which can be specified as other port).

The client side is implemented via web page. All the attacking test cases can be
operated in browser anytime and anywhere.

In the following sub section, we will take two attacking cases as examples.
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5.2 Case 1 ICMPv6 Error Message for DoS attack

As seen in Fig. 9, to start the Redirection Attack, the attacker execute the following
steps:

(1) fills in the following items:

a) Redirection Source: the source that the packets will be illegally
redirected

b) Redirection Target: the target that the packets will illegally redirected

¢) Older Router: the current legal default router, which in normal case will
forwarding traffic to legal target

d) New Router: the fake router which will execute the redirection attack
(2) click the “Start Attack” button

In this case, packets from victim54.vhost.edu.cn to www.cernet2.edu.cn via the
default router router6.vhost.edu.cn will be first redirected to the fake router
fakerouter6.vhost.edu.cn and then be leading to a fake target which is seen in Fig. 2.

ik (D) [@ http://attacke. vhost. edu. cn/adnin/index. htnl

| Google |G- v W e QYR B ipdE - | & B8 SO tee 4 | 2IEE ~ ST
Attacking Test Redirection Attack
Router Redirection s s | —
victimfd. vhost. edu. cn ‘
Source
Target Unreachable
Redirection
T |www cernetd. edu. en ‘
TPv6 Protocol
Anal}[s is Older Router |rout5r6. vhost. edu. ¢n ‘
New Router |fakerouter6. vhost. edu. cn ‘

Attacking Monitor

Start ttack

Fig. 9 The Redirection Attack

5.3 Case 2 ICMPv6 Destination Unreachable Attack

As seen in Fig. 10, to start the Destination Unreachable Attack, the attacker execute
the following steps:

(1) fills in the following items:
a)  Victim: the IPv6 address or DNS name of the attacked host
b) Target: the IPv6 address or DNS name that the victim will visit

c¢) Unreachable Type: an integer between 0 and 4 (seen in table 1) which
will be used for the attack experiment
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d) Unreachable Target Port: an integer which represents the target’s port
that the victim will connected to in the attack experiment
(2) click the “Start Attack” button

L)) |@ http://attack6. vhost. edu. cn/adnin/index. htnl
i Google |G~ v 4% 0 DEW BIREE - | O B BORE e 4> | JIEE - J4s 0

Attacking Test Target Unreachable Attack

Router Redirection & e
- Victim ‘victimﬁ‘l. vhost. edu. cn

Target Unreachable

Target ‘www kame. net

IPv6 Protocol

- Unreachable Type ‘4
Analysis

Unreachable

Target Port ‘80|

Attacking Monitor

Start Attack

Fig. 10 The Target Unreachable Attack

In this case, before the attack, a user can visit any port of any host from
victim54.vhost.edu.cn. But, after the attack, he will not visit the web service (port 80) in
www.kame.net, but he can visit any other ports of this host and can visit any other hosts
from victim54.vhost.edu.cn

In addition, either Victim or Target can be NULL if the Victim is NULL, it will
attack all the hosts in the LAN, and if the Target is NULL, the Victim can not visit any
other machine in the Internet.

5.4 Online Forensic for HTTP Protocol

As an example seen in Fig. 11, to take the online digital evidence by 6Foren, it
should pass through the following 3 steps:

(3) We first send and IPv6 Route Deceive Attack by executing the following steps
via HTTP protocol:

a) Redirection Source: the source that the packets will be illegally
redirected

b) Redirection Target: the target that the packets will illegally redirected

c) Older Router: the current legal default router, which in normal case will
forwarding traffic to legal target

d) New Router: the fake router which will execute the redirection attack

After clicking the “Start Attack” button, packets from victim54.vhost.edu.cn to
www.cernet2.edu.cn via the default router router6.vhost.edu.cn will be first redirected to
the fake router fakerouter6.vhost.edu.cn and then be leading to a fake target
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Fig. 11 Launch a Route Deceive Attack

(4) Attack Detection

Before the attacking is launched, the Event Detection daemon has been started to
detect any attacks. As seen in Fig. 12, if click the “Event Detection” in the 6Foren

system, it will link to the Event Detection webpage which displays the attacking event
detected by 6Foren.
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Fig.12 Route Deceive Attack Detection in 6Foren

(5) Online Evidence Display

When the the Event Detection module detect the attacking event, it will
automatically open the Online Evidence Display webpage and open the original
webpage that the attacker opened to launch the attacking, which can be seen in Fig. 13.
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Fig.13 6Foren for HTTP protocol

As seen in Fig. 10, all the attacking events are logged into the IPv6 Forensic
Database for Event Replay in courtroom, on the other hand (seen in the bottom webpage
of Fig. 5), while the attack event is going on, the webpage will be displayed
synchronized for Online Evidence Display (seen in the front webpage of Fig. 5).

5.5 Online Forensic for FTP Protocol
(1) Sending message with attacking signature via FTP protocol

As shown in Fig. 14, we send a PDF file named 6Foren_ftp.pdf with some
attacking signature in the Attack Database

S SBREFT — ftp attack6. vhos

D:=~>ftp attackb6.vhost.edu.cn

Connected to attack6.vhost.edu.cn.

228 (usFTPd 2.8.5>

Uzer Cattackté_.vhost.edu.cn:-<nonel?: root
331 Please specify the password.
Paszsword:

238 Login successful.

ftp> mput 6forensic_ftp.pdf

mput 6forensic_ftp.pdf? vy

208 EPRT command successful. Consider using EPSU.
158 0k to send data.

 receive OK
236804 =11, FE @.P2Seconds 14800.25Khytes- sec.
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Fig. 14 FTP attacking
(2) Detect and Online Display the Attacking Evidence in Webpage

While the transmission of the attacking file, the Event Detection module
successfully detected this malicious file and start the Online Forensic module to record
and display the this attacking event, which can be seen in Fig. 15
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Fig.15 6Foren for FTP protocol

5.6 Online Forensic for SMTP and POP3 Protocol

As seen in Fig. 16, we sent some malicious email via IPv6 SMTP email system
Mail6 we specially developed for this project and then receive emails with Mail6.

HB (0

gty Illuwu@attackﬁ. vhost. ed. cn

WSl IEforensic@attackE. vhost. edu. cn |7 TR TP
ittt |

mkdL |

HE{E R ER. ISpam for Bforensic

M | s

etz [ 2%, ]

This is an test email for online forensic!

Fig. 16 Sending Malicious Email via IPv6 SMTP Email System
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Seen from Fig. 17, while the attacker is sending and/or receiving emails, 6Foren
will detect corresponding actions and start the Online Forensic module to record and
display the original email that is being sent and received.

/- X#Hlk — Vindows Internet Explorer ;Hﬂ |
G@ - @ http://attackh vhost. edu. enfipv appfindex hpPpage=2 VHE\ E} [Live Search HE\
P THE BED EFQ dwEe IED EBO

% & [@xenm =l - & - [ FUEE - G TR0 -
1*4 0080623103030  POP3 2001:488:200.9002 21031 fe b T 110 2001:488:225:103:8006:5e138d 18767 1052 1214188219.pop3. ewl
1073 0080623103025 HTTP 2001:4a8.200.8002214:81Ffe .8 8 Span for Gforensic | [ =063 3027 1214186214.indexcphp
1072 2080623103020 HTTP 2001:d8:200:0002210:91: e .90 PukE ®EQ TEQ TAO R0 BHo 4 3023 1214188208 index php.
1071 0080623103015 HTTP 2001:0a3:200:8002216:31fe b T g @ . l} X @ b 118 1214186204, ndexc php
1070 2008-06-23 10:30:10 HTTP. 2001:da8:200:9002:21d:91f-fe 1 ¢:9bff i EL s3Rd i FiLe 2k = 3015 1214188199.index. php

RPAS Liuugattacks. vhost. edu.

1088 20080623103005  HTTP 2001:488:200:8002210:911fe e b 1T B cwsdEsAzaE e n 1214188194 index php
1068 0080623903000 HTT 2001:0a3:200:8002 2101 fe 31T WIEA: Gforensicattackd vhost edn en 3007 1214188189.ndex pp
1067 0080623102955 HTTP 2001:88:200:800221:917 fe 90 T S el 3003 1214188184 index php
1066 0080623102850  HTTP 2001:a8:200.8002210:817 fe1c:3b 2999 1214188178.ndexc php
1085 2008-06-2310:23:45  HTTP 2001:d88:200-8002:21d:91fe 1c:3b This is an test email for online forensic! 295 1214188174 indexc php
1064 2008062102840 HTTP 2001:a3:2008002 210 fe e biF . 2981 1214188169 ndex php
1063 2008-06-23 10:29:35 HTTP. 2001:da8:200:3002:210:9ff:fe 1¢:9b ff +0K 2987 1214188164 .index php
1082 2080623102930 HTTP 2001:488:200900221:97F fe 917 108 2083 1214188159.ndex php
1061 2008062102825 HTTP 2001:0a8:200:8002210:81Tfe b T 279 1214188154 indexcpip
1080 2080623102920  HTTP 2001:488:200:9002210:91 fe e b7 2075 121418814 ndex php
1058 0080623102815 HTTP fffelc:biF - 2971 1214188144 indexcphp
1058 2008-06-231026:10  HTTP e 10:9b1F ) m 297 1214188139, ndex php
L5 20020623 100005 JIIE 2 Shif 20, 0L 2105440 L RiNELS 2963 1214132134 index oo
106 2008062102902 SMTP 2001:4a8:225/103:6006:5e12:8410:67et 1050 2001:0a3:200:3002210:31fec:9bft % 1214186129.smtp e

Fig.17 6Foren for SMTP and POP3 protocol

6 Conclusion

In this paper, we designed and implemented IPv6 attacking test system
ATS_ICMP_6, which can execute IPv6 attacking experiments via ICMPv6 Messages. In
the other hand, we designed and implemented a network forensics prototype 6Foren in
IPv6 environment based on the protocol analysis technology, its functions include packet
capture, data reconstruct and messages replay etc. the 6Foren can be used as the online
digital forensics which support the online forensic of HTTP, FTP, SMTP and POP3
protocols.
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