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B ilding A S a e-Of-The-A Model Checke

Seba ian Wolff1

Ab ac : Ve i®ca ion i he ac i i of p o ing a of a e a efac co ec i h e pec o i peci®-
ca ion. In hi pape e foc on he algo i hmic app oach o e i®ca ion. The efo e, e p e en ho
one can b ild a a e-of- he-a model checke fo ec i e in ege p og am . Since ho e p og am
a e p e en in diffe en en i onmen , man echniq e e ol ed. In pi ed b he d i e e i®ca ion
i h Mic o of SLAM oolki , e ho ho o in eg a e ome of he a ailable echniq e in o a
ingle ool. One of ho e echniq e i p edica e ab ac ion. I allo o handle one of oda co e
p oblem of model checking, namel a in®ni e da a domain hich i in od ced b in ege a iable .
Mo eo e , e in eg a e a eachabili anal i o check he ab ac ion fo co ec ne . Thi anal i
e p oced e mma ie o cope i h ec i e p og am and po en iall in®ni e call ack . To

comple e o ool e al o in eg a e a e®nemen fo he ab ac ion ba ed on C aig in e pola ion.
Al oge he , hi ack of a e-of- he-a echniq e allo o pe fo m a CEGAR loop.

Ke o d : Ve i®ca ion, Model Checking, Rec i e P og am , In®ni e Da a Domain.

1 In od c ion

Ve i®ca ion i a di cipline of comp e cience hich i dedica ed o p o e of a e a e-
fac co ec . The q e ion fo co ec of a e em i impo an a ho e em a e
ide p ead and deplo ed in a a ie of elec onic de ice . Among ho e de ice a e lo

of afe -c i ical one , like con olle ni in ca and ai c af . Q i e na all , e an
ho e em o ope a e p ope l , ha i , he ho ld p eci el mee hei peci®ca ion.
A e ing i e pen i e and no capable of p o ing co ec ne , e an o e abli h ech-
niq e ha a e able o a oma icall p o e em co ec .

Model Checking i an algo i hmic e i®ca ion echniq e hich mee o eq i emen
f om abo e. A i ha been a o nd fo o e ea , a lo of diffe en app oache and
p oced e ha e been de eloped fo a b oad pec m of em and of a e. In hi
pape , e foc on he cla of ec i e p og am i h in ege a iable .

Rec i e in ege p og am a e, ho e e , challenging a he a e comple in o dimen-
ion . On he one hand, he fea e nbo nded-dep h ec ion. On he o he hand, he
allo he age of in ege a iable hich ha e a po en iall in®ni e domain. E en hen
e ic ing in ege o 4 bi , a in mode n p oce o , he ea ch pace i oo big o be
e plo ed en i el [He 4]. One ide p ead app oach o ackle ho e challenge i he o
called Co n e -E ample G ided Ab ac ion Re®nemen (CEGAR) loop [Cl ] depic ed
in Fig e 1. The main idea i o di ca d nimpo an a pec ielding a malle ab ac

em. Thi ab ac em i hen eadil anal ed and e®ned n il i ma be p o en
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co ec o inco ec . Unfo na el , e mina ion of he CEGAR app oach i no g a an eed
d e o ec i e p og am i h in ege a iable being T ing comple e [Mi ].

P og am P

Ab ac ion A of P

A co ec ?
E ac co n e -
e ample T

T p io ? Re®ne A . . . o T

e

no

no

e

Fig. 1: The CEGAR loop.

A p omi ing app oach fo gene a ing a malle em i P edica e Ab ac ion. I o k-
ing p inciple i o e a e of p edica e o de c ibe a b e of a em beha io .
I p o ide m l iple bene® fo a model checke . Fi l , if cond c ed p ope l , i allo
ea oning abo he o iginal p og am ia he ab ac ion [JM 9]. Secondl , he ab ac ion
ha a boolean, hence ®ni e, da a domain ackling one dimen ion of comple i .

The emaining dimen ion of comple i i in od ced b ec ion. To add e hi chal-
lenge, e emplo a echniq e called p oced e mma ie . Thi app oach comp e he
impac of calling a p oced e on a em a e. B combining hi echniq e i h a
eachabili anal i , e a e able o check ®ni e em , like o ab ac ion , fo co ec -
ne .

In pi ed b he Mic o of SLAM oolki fo a ic d i e anal i , e implemen ed he
CEGAR loop in o ool Rocke Science . O con ib ion i o p e en ho o in eg a e
a ailable a e-of- he-a echniq e in o a f nc ioning model checke . The efo e, e go
along an e ec ion of o ool. The inp o o ool i a ec i e in ege p og am P a
de c ibed in Sec ion . Then, a boolean ab ac ion B(P) of he inp p og am i gen-
e a ed ia he p edica e ab ac ion f om Sec ion . Thi ne boolean p og am B(P) i
checked fo co ec ne . The efo e, he p og am i an la ed in o a con ol ¯o g aph and
a eachabili anal i i h p oced e mma ie i cond c ed a p e en ed in Sec ion 4.
A a e l of he eachabili anal i , he p og amma be p o en co ec . If hi i no he
ca e, a co n e -e ample T i gene a ed and checked fo alidi acco ding o he p oced e
f om Sec ion 5. If T e eal o be alid, P i ho n o be inco ec . O he i e, e®nemen ,
hich i de c ibed in Sec ion , i i ed o emo e he p io co n e -e ample f om
he ab ac ion. Thi comple e he CEGAR loop and he p oced e i epea ed.

Rec i e P og am

In he follo ing, e gi e he de®ni ion of a imple p og amming lang age, hich i in-
pi ed b c l b ace lang age , mainl C. Fo a fo mal de®ni ion con ide Li ing 1.
The main fea e a e ec i e f nc ion call , a iable local o f nc ion , global a i-
able and in ege a iable i h an nlimi ed domain. Fo he ake of implici , f nc ion

The o ce code i a ailable a : https://github.com/Wolff09/RocketScience
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Program ::= VarDef* FunDef*

VarDef ::= [int | bool] VarName ;

FunDef ::= void FunName () { VarDef* Statement* }

Statement ::= if ( BoolExpr ) { Statement* }

| if ( BoolExpr ) { Statement* } else { Statement* }

| while ( BoolExpr ) { Statement* }

| FunName () ;

| VarName [, VarName ]* = Expr [, Expr]* ;

| assert( BoolExpr ) ;

| ; // skip

Expr ::= BoolExpr | IntExpr | VarName | Literal

Literal ::= true | false | <integer >

BoolExpr ::= IntExpr [> | < | >= | <= | == | !=] IntExpr

| BoolExpr [&& | ||] BoolExpr

| BoolExpr ? BoolExpr : BoolExpr

| ! BoolExpr

IntExpr ::= IntExpr [+ | - | * | /] IntExpr

| - IntExpr

Li . 1: Lang age de®ni ion.

do no fea e fo mal pa ame e and e n al e . Thi i no limi a ion o he e p e -
ibili of o lang age beca e comm nica ion be een calle and callee can be handled
ia global a iable . To ha end, he calle i e he ac al pa ame e o global a iable
and he callee copie hem in o local a iable . Re n al e can be handled in he ame
a .

Fo he e of he pape e a me ha p og am a i f he follo ing con ain : (a) e -
p e ion and a emen a e p ope l ped, (b) no global a iable i hado ed b a lo-
cal a iable, (c) no a iable appea mo e han once on he lef hand ide of an a ign-
men , (d) he ® a emen of a f nc ion ini iali e all local a iable , and (e) he e i a
main f nc ion hich addi ionall ini iali e he global a iable . The e a mp ion can
be checked ea il a he a e of a a ic kind .

A boolean p og am i a eg la p og am hich i e ic ed o a iable and li e al of
pe bool. Addi ionall , boolean p og am ppo assume a emen hich coincide
i h assert a emen be ide he fac ha he ne e fail, i.e. impl block he con ol

¯o hen hei condi ion e al a e o fal e. F he mo e, e allo boolean p og am
o be non-de e mini ic b adding he li e al nkno n. The e o addi ion o boolean
p og am compa ed o o dina in ege p og am come in hand d ing he ab ac ion
de c ibed in he ne ec ion.

Ab ac ing In ege P og am

A c cial pa of model checking in®ni e a e em i an ab ac ion of he o iginal
in ege p og am in o a boolean p og am. A ell-kno n app oach i p edica e ab ac ion
[GS9 , JM 9]. I di ide he in®ni e a e pace of he in ege p og am in o ®ni el man
eq i alence cla e . The e cla e a e cha ac e i ed b a e of p edica e hich a e a e -
ion abo he a e of he in ege p og am.

Since o lang age i a icall ped e en (a) can be checked a icall .
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In he follo ing, an ab ac ion p oced e i de c ibed hich i d e o Ball e al. [Ba 1].
The inp o he ab ac ion i an in ege p og am P and a e of p edica e P ed . Each
p edica e p 2 P ed i a ® o de logic fo m la and come i h a cope. Thi cope
i ei he global o a f nc ion. Na all , global p edica e ma onl ange o e global
a iable of P, he ea local p edica e ma addi ionall ange o e local a iable of he
co e ponding f nc ion.

The o p of he ab ac ion p oced e i a boolean p og am, deno ed b B(P), hich
ha a boolean a iable p fo e e p edica e p 2 P ed . The ab ac ion B(P) imi a e
he beha io of P b pda ing i boolean a iable in ch a a ha he cap e ho
e ec ing a a emen f om P change he h of he p edica e . The efo e, he o iginal
con ol ¯o i p e e ed and a ignmen o p, p 2 P ed , eplace he a emen f om P.
An e ample ab ac ion can be fo nd in Li ing .

// program ExP

int x;

int y;

void main() {

x, y = 5, 13;

swap ();

assert(x > y);

}

void swap() {

x = x + y;

y = x - y;

x = x - y;

}

// predicates (global)

p = x <= 5;

q = y >= 13;

// abstraction B(ExP) w.r.t. {p, q}

int p;

int q;

void main() {

p, q = true , true;

swap ();

if (unknown) { assume (!p || !q); }

else { assume(true); assert(false); }

}

void swap() {

p = !p && q ? false

: unknown; // act1

q = p && q ? false

: unknown; // act2

p = p && q ? true

: unknown; // act3

}

Li . : E ample p og am and i ab ac ion.

Weake P econdi ion Cen al o he ab ac ion a e eake p econdi ion . The eak-
e p econdi ion p( ,ϕ), fo ome a emen and ome ® o de fo m la ϕ , i he
eake p edica e he h of hich befo e en ail he h of ϕ af e . The eake

p econdi ion fo an a ignmen = e i he eb de®ned a p( = e,ϕ) = ϕ [ 7! e] he e
ϕ[ 7! e] eq al ϕ i h e e occ ence of eplaced i h e.

We al o de®ne a eng hening F(ϕ) of ϕ . I i he eake fo m la impl ing ϕ and ang-
ing o e he e { p : p 2 P ed }. F he mo e, a eakening G(ϕ) ill be ef l and i
de®ned b G(ϕ) = ¬F(¬ϕ). We emplo bo h ho e no ion a he ake fo m la ang-
ing o e p edica e and p od ce fo m la anging o e he co e ponding a iable f om
he ab ac p og am. The in i ion behind hi i an ab ac ion f om fo m la f om he
in ege p og am o fo m la in he ab ac p og am. The e ba ic b ilding block of o ab-
ac ion p oced e a e effec i el comp able and an op imi ed implemen a ion i gi en

in [Ba 1].
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Condi ional Gi en an if(c){...}else{...} con c f om p og am P, e kno a
he beginning of he hen-b anch ha c hold . Th , in he ab ac p og am, e an he
hen-b anch o be e ec ed onl if he ab ac ion doe no impl ¬c. Remembe ha e al-
ead in od ced hi no ion i h G(c) and hence come p i h he follo ing le [Ba 1].

if (c) {

...

} else {

...

}

ab ac ion7−−−−−−!

if (unknown) {

assume( G(c) );

...

} else {

assume( G(!c) );

...

}

No e he e, ha e in od ce a non-de e mini ic choice hich i g a ded i h a me
a emen . We ili e he non-de e mini m a bo h G(c) and G(¬c) migh hold in he

ab ac p og am [Ba 1]. Addi ionall , hi con c allo o e plo e bo h b anche in
he follo ing eachabili anal i . The ame app oach applie o hile loop a follo .

while (c) {

...

}

ab ac ion7−−−−−−!
while (unknown) {

assume( G(c) );

...

}

assume( G(!c) );

A ignmen Con ide an a ignmen = e in P. Thi a emen ma in¯ ence he h
of a hole ange of p edica e , namel ho e con aining . So he ab ac ion of he a -
ignmen i an a ignmen again hich cap e he impac of = e on all p edica e .
The efo e, con ide a p edica e pi hich i modelled b he boolean a iable bi. Then, b
de®ni ion, pi i e af e = e if p( = e, pi) can be ho n o e al a e o e nde
e e po ible a ignmen o he f ee a iable . Tha i , bi = e i a alid a ignmen if
F( p( = e, pi)) hold . Analogo l , bi = fal e i alid if F( p( = e,¬pi)) hold . Ho -
e e , he p edica e migh be o eak o p o e an a ignmen alid. Na all , e a ign
bi = nkno n in ch a ca e.

Acco ding o [Ba 1], he e i al a a mo one alid a ignmen o b. B e ploi ing hi
fac , one can come p i h he follo ing le [Ba 1].

x = e;
ab ac ion7−−−−−−!

b1 , ..., bn =

F(wp(x=e,p1)) ? true

: F(wp(x=e,!p1)) ? false : unknown ,

...,

F(wp(x=e,pn)) ? true

: F(wp(x=e,!pn)) ? false : unknown;

A e An assert(c) i ppo ed o ha e no effec if he boolean condi ion c e al a e
o e and ho ld fail o he i e. Hence, e handle hi a emen in he ame a a an
if. We come p i h he follo ing le.

assert(c);
an la ion7−−−−−!

if (c) {

// skip

} else {

assert(false);

}

ab ac ion7−−−−−−!

if (unknown) {

assume( G(c) );

} else {

assume( G(!c) );

assert(false);

}
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No e he e, ha e in od ced an assert(false) o iden if an a e ion e o in he
ab ac p og am. The ab ac ion, ho e e , i no ec i el con in ed fo he ne l
in od ced a e ion.

Call F nc ion call a e impl copied o he ab ac ion ince he ha e nei he fo mal
pa ame e no e n al e . A f nc ion comm nica e ia global a iable , he comm -
nica ion can be ob e ed ia global p edica e and acked h o gho he en i e p og am.
Hence, o app oach i f®cien fo handling imple f nc ion call .

4 Checking Boolean P og am

The ne ep in he CEGAR loop, af e ab ac ing he inp p og am, i o check he
ab ac ion fo co ec ne . Tha i , in o con e , o check he he he e i an e ec ion
of he ab ac ed p og am hich ai e an a e ion e o . Acco ding o o ab ac ion
p oced e, a e ion in he o iginal p og am a e an la ed in o an if con c he e onl
he failing b anch con ain an assert(false). Th , e onl need o check he he an
assert a emen i eachable. If o, he ab ac ion i con ide ed inco ec .

The abo e eachabili p oblem can be ol ed algo i hmicall on a g aph a he han di-
ec l on he p og am code le el. To ha end, e ® in od ce a an la ion f om code o
con ol ¯o g aph and hen cond c a eachabili anal i on he e l ing g aph. No e
ha , al ho gh he da a domain i ®ni e d e o he p e io ab ac ion, he eachabili
anal i ill need o ackle he challenge of a bi a la ge call ack and po ibl non-
e mina ing ec ion.

Con ol Flo G aph A con ol ¯o g aph G i a ®ni e di ec ed g aph G= (S,V,T,C)
i h a e of node S, a e of boolean a iable V , a e of edge T and ano he dedica ed
e of edge C hich a e ed fo f nc ion call onl . The e of a iable i pli in o local
and global a iable , i.e V = Local Global . T-edge addi ionall come i h a g a d
and a e of ac ion . The g a d i a ® o de logic fo m la and an ac ion ha he fo m
= e i h 2 V and a boolean e m e deno ing he ne al e of . Fo a T-edge f om o
0 i h g a d g and ac ion 1 = e1, . . . , n = en e i e

g/ 1=e1,..., n=en−−−−−−−−−−!T
0.

A con®g a ion i a ple cf =( , al) i h a e 2 S and al : V 7! { e, fal e,⇤} being
a al a ion o he a iable in V . The al a ion al ma map ome a iable o ⇤ deno ing
an a bi a h al e. If ch a mapping e i e call he al a ion pa ial and comple e
o he i e. The e al a ion of a fo m la ϕ ba ed on a al a ion al i deno ed b ϕ al.

Con ide ome an i ion
g/ 1=e1,..., n=en−−−−−−−−−−!T

0 and ome con®g a ion cf = ( , al). The
an i ion can be aken b cf if g i enabled, i.e. if g al = e. The e l of aking he
an i ion i a ne con®g a ion cf 0 = ( 0, al0) i h

al0( ) :=
ei al, if 2 { 1, . . . , n}
al( ), o he i e.
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F om Boolean P og am o Con ol Flo G aph Ne , e p e en he an la ion
p oced e. The efo e, con ide a boolean p og am B(P) and an emp con ol ¯o g aph
G hich i e ended a e p oce B(P) and ed a o p of o p oced e.

Fi l , e gene a e a kele on fo e e f nc ion f om B(P). Tha i , fo e e f nc ion e
add o node o G: an en and an e i node bo h of hich a e niq e. Tho e kele on
a e eq i ed o an la e ec ion p ope l ince a f nc ion migh in oke i elf o ano he
f nc ion hich ha no been (comple el ) an la ed e . Gi en ome f nc ion f , e ma
efe ence ho e node a f.en and f.e i , e pec i el . Secondl , e add a dedica ed e o
node hich e e o iden if a e ion e o . La l , e add f®cien l man a iable
o G ch ha e e a iable f om B(P) can be mapped o a a iable G 2V . Hence, an
e p e ion e f om B(P) can be an la ed b impl eplacing e e a iable occ ing
in e i h i co e ponding g aph a iable G.

Wi h hi ba ic c e e p, he ac al an la ion of he f nc ion bodie f om B(P)
i aigh fo a d and kipped fo b e i . The onl a emen ha need ome pecial
ea men i he f nc ion call. A call o f nc ion f in B(P) in od ce o ne node in G

± he call node and he e n node. Addi ionall , e add a C edge be een he call node
and f.en a depic ed in Fig e . U ing he dedica ed call an i ion ela ion C allo

o diffe en ia e be een eq ence of a emen and f nc ion call hen pe fo ming a
eachabili anal i . Thi ill l ima el allo o e o e local a iable in nbo nded-
dep h ec ion d ing he la e eachabili anal i .

Reachabili Anal i i h P oced e S mma ie Gi en he con ol ¯o g aph G
e l ing f om a an la ion of a boolean p og am B(P), i emain o cond c a eachabili
anal i o check he he an a e ion e o migh occ . B con c ion, e impl need
o check he he he dedica ed e o a e i eachable in G.

Fo ®ni e an i ion em , he e of eachable con®g a ion can be effec i el com-
p ed a a ® ed poin o he eq a ion = [ po T ( ) [Sc 4]. Thi app oach i , ho e e ,
in f®cien fo o p po e a he po image doe no handle local a iable p ope l .
Na all , a f nc ion call ho ld no al e he local a iable . B if e o ld impl com-
p e po image fo he call an i ion , e co ld no e o e local a iable fo e ning
ec i e call 4. Hence, e appl a echniq e called p oced e mma ie [BR ]. I ba-
icall e ec e a epa a e b-anal i and a a e l a gmen he con ol ¯o g aph
i h an addi ional T-edge hich mma i e he effec of he f nc ion call on he global
a iable . Fo an e ample p oced e mma con ide Fig e .

E ample pa h of con®g a ion ( a e omi ed) h o gh he
ab ac e ion of swap() f om Li ing :

p 7! 1
q 7! 1

ac 1−−! p 7! ⇤
q 7! 1

ac−−! p 7! 1
q 7!

ac−−! p 7! ⇤
q 7!

Re l ing mma edge:

call
p↔1^q↔1/
p=⇤, q=−−−−−−−−−!T e n

Fig. : P oced e mma e ample.

4 Memo i ing he local a iable of he call i e i no po ible a he ack of ec i e f nc ion migh g o
be ond all bo nd and o con ol ¯o g aph i eq i ed o be ®ni e.
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call f.en f.e i e n
C implemen a ion

Fig. : Call cena io.

A fo mal de c ip ion i in o de . The efo e, con ide a con®g a ion cf = (call, al ) i h
e pec o Fig e . F he mo e, a me ha al i comple e. Then, comp e he po im-
age of cf ela i e o he call an i ion ela ionC and q an if o all local a iable . Thi
gi e a ne (pa ial) con®g a ion cf1 = ( f.en , al1), i h al1(g) = al (g) fo global
a iable g and al1(l) = ⇤ fo local a iable l. Ne , cond c a eachabili anal i el-
a i e o T , a de c ibed abo e, ielding a e of eachable con®g a ion CF . If he e i
ome cf 2CF i h cf = ( f.e i , al), e can add a mma edge oG de c ibing he effec

of f o he global a iable . Hence, e a gmen T b adding he edge call
g/a−−!T e n

i h
g=

2Global
↔ al ( ) and a= { = al : 2 Global }.

Addi ionall , e migh need o ec i el in oke hi p oced e hen a ne call i e i
fo nd, i.e. if he e i ome cf 2 CF he e he a e of cf de c ibe ome f nc ion call
block and no mma ha been comp ed e . Ho e e , hen ec i el de cen ing,
one m p e en epe i ion . Tha i , hen comp ing he mma fo cf, no b anal i
m be i ed fo cf (again). Thi i beca e a eocc ing con®g a ion in he ec i e
call ack e emble a non- e mina ing f nc ion call in he p og am. Hence, no mma
i comp ed fo ch a call. F he mo e, hi g a an ee e mina ion of o p oced e.

O o e all app oach fo model checking boolean p og am impl in e lea e bo h abo e
echniq e e ha i el . Tha i , e comp e he ® ed poin fo = [ po T ( ), con-
d c p oced e mma ie fo all call i e , and epea hi n il he e of con®g a ion
a a e . La l , i emain o check membe hip of he e o a e.

5 Co n e -E ample T ace
Appl ing he p oced e de c ibed in he p e io ec ion migh e eal ha he ab ac
boolean p og am B(P) can n in o an a e ion e o b ho ing ha he dedica ed e o
a e of he con ol ¯o g aph a ocia ed i h B(P) i eachable. In ha ca e, e ha e o

check if he malicio beha io i al o p e en in he o iginal in ege p og am P. The e-
fo e, e ha e o comp e a o called co n e -e ample ace and check he he hi ace
i alid. A co n e -e ample ace i he eb a eq ence of a emen f om P hich l-
ima el n in o an a e ion e o . In i i el , i i a linea i a ion of P hich doe no
con ain con ol c e like if and hile a emen . La l , checking he alidi of he
ace mean o check he he o no i i a alid e ec ion of P. If o, P i p o en inco ec .

O he i e he ab ac ion B(P) i oo imp eci e a i allo malicio ± o called p io
± beha io hich a e no p e en in P.

Gene a ing T ace In he follo ing e gi e a de c ip ion of a me hod fo gene a ing a
co n e -e ample ace ba ed on he eachabili anal i f om Sec ion 4. The efo e, con-
ide he con ol ¯o g aph G co e ponding o B(P) and he e of eachable con®g -
a ion CF hich e l f om he abo e men ioned anal i . A co n e -e ample ace i
ba icall a lif ing of a pa h h o gh G o a eq ence of a emen f om P. Hence, e ®
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need o comp e a pa h h o gh G. The efo e, con ide ome con®g a ion cf and cfn. A
pa h f om cf o cfn h o gh G con i ing onl of con®g a ion f om CF can be fo nd b
a a ef on -like app oach. We i e a i el comp e he e epk of con®g a ion hich
can each cfn in e ac l k ep . Tho e e can be de®ned ec i el i h ep = {cfn}
and epk+1 = p eT[C( epk)∩CF. Thi eq ence of e i e ended n il e en all ome
e epn con ain cf . Then, a pa h f om cf o cfn h o gh G i gi en b π = π . . .πn i h

π = cf and πi+1 = pickone( po T[C(πi)∩ epn−i−1 )

he e pickone choo e ome a bi a comple e con®g a ion f om a gi en e 5.

Gi en ch a pa h π e can lif i o a eq ence of a emen f om B(P) b impl back-
acking he an la ion p oce f om Sec ion 4. F om he e l ing eq ence, e can gen-

e a e he de i ed co n e -e ample ace b , again, back acking he ab ac ion p oce
f om Sec ion .

Since he comp ed pa h ma con ain mma edge he e l ing ace can con ain f nc-
ion call . A a la ep, e ¯a en he ace f om abo e and eplace e e f nc ion call
f(); i h f(); τ b return; he e τ b i a ec i el comp ed ¯a ace fo f. Fi-
nall no e, hen ec i el de cending one m no e a mma edge ice a hi
indica e non- e mina ion (cf. Sec ion 4). Li ing con in e he e ample f om abo e and
gi e an e ample ace.

// trace for B(ExP)

x, y = 5, 13;

swap ();

// failing assert

assume (!(x > y));

assert(false);

// sub -trace for swap()

swap ();

x = x + y;

y = x - y;

x = x - y;

return;

Li . : Sp io co n e -e ample ace.

Valida ing T ace Gi en a ¯a ened co n e -e ample ace τ e an o check he he
he o iginal p og am P i ac all able o e ec e a emen in ha pa ic la o de . Thi i
he ca e if { e}τ{ fal e} i no alid Hoa e iple [Le 5]. The alidi of hi Hoa e iple
can be checked b comp ing ei he he onge po condi ion of τ ela i e o e o
he eake p econdi ion of τ ela i e o fal e. We choo e o e he eake p econdi ion
a i doe no in od ce q an i®e and end o p od ce a malle fo m la [He 4, Le 5].
Tha i , i emain o comp e he eake p econdi ion p(τ, fal e) acco ding o he le
f om Fig e 4 and check he he i i eq al o e.

p(τ1 τ ,ϕ) = p(τ1, p(τ ,ϕ)) p(a e (c),ϕ) = ϕ ^ c
p( = e,ϕ) = ϕ [ 7! e] p(a me(c),ϕ) = ϕ _¬c

p( 1 . . . n = e1 . . .en,ϕ) = ϕ [ 1 7! e1, . . . , n 7! en]

p( f (),ϕ) = ϕ he e e e local a iable i p e® ed i h ome mbol

p( e n,ϕ) = ϕ he e one p e® i emo ed f om e e local a iable

Fig. 4: R le of he eake p econdi ion calc l , adap ed f om [Le 5].

5 When ing a mbolic encoding, e.g. BDD [Sc 4], m l iple con®g a ion migh be me ged . Th , π co ld
ep e en m l iple pa h i h iden ical leng h if one o ld kip pickone in he de®ni ion of πi+1.
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Ab ac ion Re®nemen
The ab ac ion need e®nemen hen a p io co n e -e ample ace τ f om Sec ion 5
a fo nd. To p oceed checking he o iginal p og am, he ab ac ion need e®nemen
ch ha τ ill no be p od ced a co n e -e ample ace again.

An ini ial idea fo e®nemen o ld add all fo m la ha he e comp ed a eake p e-
condi ion d ing he p io i check f om Sec ion 5. Thi , ho e e , canno be handled
b o ab ac ion p oced e a he eake p econdi ion in od ce copie of local a i-
able . Hence, e need o gene a e ne p edica e ha a e ell- coped and ell- ped. To
ha end, e appl he echniq e p opo ed b Hen inge e al. [He 4] hich i ba ed on
C aig in e pola ion. A C aig in e polan [C 5 ] fo a pai (ϕ−,ϕ+) i a fo m la ψ i h
(a) ϕ− ) ψ , (b) ϕ+ ^ψ i n a i ®able, and (c) ψ doe onl con ain a iable common
o ϕ− and ϕ+ .

The e®nemen i cond c ed in h ee ep . Fi , a con ain ace ϑ i gene a ed. The
con ain ace ϑ i gene a ed f om τ b gi ing e e in e media e n- ime al e a name.
Tha i , a a iable i eplaced i h a mbolic con an ,k hich deno e he k- h
al e of . The fo mal le fo gene a ing a con ain ace a e gi en in Fig e 5. The
p oced e eq i e a f nc ion la hich map a iable o in ege indica ing he la i e
o a a iable. Thi f nc ion i pda ed d ing he p oced e o keep ack of a ignmen
and he mo ecen al e of a iable . Addi ionall , e ili e a f nc ion pd f hich
eplace all a iable i h a mbolic con an , f ( ) .

S a emen Con ain T ace ela i e o ( , f )

S1 S ( 0 00, f 00)
i h
( 0, f 0) = con ain ace ela i e o (S1, f )
( 00, f 00) = con ain ace ela i e o (S , f 0)

= e ( ,k = pd f (e), f [ 7! k])
i h k = f ( )

1 . . . n = e1 . . .en ( 1,k1 . . . n,kn = pd f (e1) . . . pd f (en), f 0)
i h
ki = f ( i)
f 0 = f [ 1 7! k1, . . . , n 7! kn]

a e (c) (a e ( pd f (c)), f )

f ()
τ

e n

(ϑ , f 00)
i h
(ϑ , f 0) = con ain ace ela i e o (τ, f )

f 00 =
f ( ), if i a local a iable
f 0( ), o he i e.

Fig. 5: R le fo gene a ing a con ain ace, adap ed f om [He 4].

S ch con ain ace he e al ead in od ced in [BR ], b he p opo ed e®nemen ffe f om a imila
p oblem a he nai e app oach ba ed on eake p econdi ion . So called mbolic con an a e con ained in
he ne l comp ed p edica e hich canno be handled b o ab ac ion p oced e.
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Secondl , an in e polan fo e e in e media e po i ion in ϑ i comp ed. Tha i , e
comp e he in e polan ψ1, . . . ,ψn he e n i he n mbe of a emen in ϑ and ψi i he
in e polan fo he pai (ϕ−

i ,ϕ
+
i ) i h

ϕ−
i =

i−1

j=

ϑ [ j] ϕ+
i =

n

j=i

ϑ [ j]

he e ϑ [k] i he k- h a emen in ϑ . La l , e po -p oce ho e in e polan b eplac-
ing e e mbolic con an ,k i h i co e ponding a iable and e end he e of
p edica e i h e e a omic p edica e con ained in he po -p oce ed in e polan . The
ne l added p edica e a e ob io l ell- ped and, a he o igina e f om in e polan ,
a e al o ell- coped [He 4]. The la e i d e o he fac ha an in e polan con ain onl
mbol common o ϕ− and ϕ+, i.e. mbol ha a e in cope in ϕ− and ϕ+.

Concl ion and F e Wo k
In hi pape e p e en ed an in eg a ion of a e-of- he-a echniq e fo model checking
eq en ial ec i e in ege p og am . To handle he in®ni e a e pace ca ed b in e-
ge a iable and ec ion, e implemen ed he CEGAR loop. We in an ia ed hi loop
i h p edica e ab ac ion o con c boolean p og am hich fea e a ®ni e da a do-

main. To check ho e boolean p og am , hich ill allo ed ec ion, e ho ed ho
o cond c a eachabili anal i i h p oced e mma ie . He e, e kipped ome de-
ail of o ac al implemen a ion hich e bina deci ion diag am (BDD ) [Sc 4],
an ef®cien da a c e fo handling boolean f nc ion , o encode he gene a ed con-
ol ¯o g aph . Thi ep e en a ion allo ed o implemen a a ia ion of he p oced e
mma ie . In ead of handling a ingle con®g a ion a a ime, o ool i able o com-

p e a p eci e ela ion fo m l iple con®g a ion a once. Wi h he eachabili anal i a
hand, e e e able o ho he co ec ne of a p og am o o e ac a co n e -e ample.
Thi co n e -e ample a hen checked fo alidi i h eake p econdi ion . A alid
co n e -e ample immedia el p o ed he p og am inco ec , hile a p io one i ed
e®nemen . The e®nemen a cond c ed on he ba i of C aig in e pola ion and en iched
he ab ac ion i h ne p edica e .

A o model checke a de eloped d ing a ma e p ojec , e did implif and kip
ome pa . Fi of all, e did no e ha i e benchma king and pe fo mance anal i . Thi
i con ide ed o be f e o k. D ing ch an ac i i bo leneck of o implemen a ion
migh be iden i®ed hich one co ld o c e. C en l , e belie e ha o checke
i mo l b comp ing he ab ac ion he ea he emaining pa eem o ake onl
a mino pa of he comp a ion ime. One p omi ing app oach add e ing hi po en ial
bo leneck i he o called pa imonio ab ac ion f om [He 4].

A f he a pec , hich i con ide ed f e o k, oo, i an imp o ed lang age fea ing
mo e po e f l f nc ion . To ha end, one co ld in od ce fo mal pa ame e and (m l i-
ple) e n al e . The e a e al ead e l fo ab ac ion and e®nemen p oced e fo
ho e kind of f nc ion a ailable in [Ba 1, He 4]. We belie e ha mo e po e f l f nc-
ion co ld ed ce he i e of p og am and h he i e of he gene a ed con ol ¯o
g aph . Thi ed c ion co ld hen lead o pe fo mance imp o emen .
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Ano he a ea of f he imp o emen i he co n e -e ample gene a ion. C en l , co n e -
e ample pa h a e comp ed b a imple b ead h-® ea ch in he k- ep eachabili e .
He e, a e-of- he-a app oache , like p opo ed in [Cl95], migh imp o e o checke .
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