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Physically Unclonable Functions (PUFs) are identical-design integrated cir-
cuits that behave differently on different chips due to manufacturing imperfec-
tions. This device-specific behavior has been extensively studied and can be used
as an authentication mechanism for embedded systems and other cryptographic
applications (Gassend, Lim, Clarke, Dijk & Devadas (2004); Rithrmair, Busch
& Katzenbeisser (2010a); Armknecht, Maes, Sadeghi, Sunar & Tuyls (2010)).

One of the biggest challenges to PUFs is their vulnerability to machine
learning attacks, where an attacker builds a prediction model based on collected
examples of one PUF’s behavior. Although some XOR Arbiter PUF's have been
shown to be vulnerable to this kind of attack (Rithrmair, Sehnke, Sélter, Dror,
Devadas & Schmidhuber (2010b)), it remains unknown if the design can be
improved to make such attacks harder or impossible.

One option to augment the design of XOR Arbiter PUFs is to modify the
given challenge before it is fed into the individual arbiter chains of the XOR
Arbiter PUF, a method that I call input transformation. PUF literature already
contains some input transformations, most notably the Lightweight Secure XOR
Arbiter PUF (Majzoobi, Koushanfar & Potkonjak (2008)).

In this talk, I show results of a novel attack on the Lightweight Secure
input transformation and propose a new input transformation design. The
presentation will also introduce pypuf, my most important tool for studying
input transformations.
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