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F ame o k fo F ing USB ack i h Vi al Machine

Tobia M elle 1

Ab ac : The Uni e al Se ial B (USB) i a idel deplo ed echnolog ha connec pe iphe al
de ice o comp e em . De pi e i pop la i and he a n mbe of e i ing USB enabled de-
ice , a e ing ec i p ope ie of he USB ke -componen in an a oma ed fa hion ha no e
been achie ed b e i ing ol ion . While malicio USB de ice e i , he ill eq i e ph ical
ac ion ch a pl gging he de ice in. A p e en , a bi a USB beha io canno be implemen ed
in of a e fo ea con mp ion i h i al machine , h making i ha d o e USB ack , USB
d i e o applica ion ing he f nc ionali a d i e e po e .

Thi pape p e en a de ign o i e of a e de®ned USB de ice , ing hem o a oma icall
f - e ke componen of a USB enabled em, and o eco d abno mal beha io of em
nde e .

The de ign a p o o picall implemen ed and cce f ll applied o a imple ke nel d i e . The
e l gge ha USB e po e a con ide able a ack face and ha eal a ack a e po ible.
The al o demon a e ha he de ign de eloped i capable of nco e ing ¯a in ke nel le el
d i e a ell a e pace applica ion . I i al o capable of de ec ing USB ack ®nge p in
of a io ope a ing em hich can enable an a acke o b ild a ph ical USB de ice hich,
hen pl gged in o he ic im machine, can be ed o la nch a a ge ed a ack.

Ke o d : ec i , b, f ing

1 Uni e i ä Hamb g
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1 In od c ion

The Uni e al Se ial B (USB) [Co ] i a idel adop ed echnolog hich eplaced
e ial and pa allel IO po in 199 . USB eme ged beca e a aching pe iphe al de ice
o a PC a c mbe ome and e o -p one. Thi a p ima il d e o he adi ional IO
pa adigm hich mapped he de ice in o he CPU IO add e pace and a igned an
in e p line (IRQ). The de ign of USB allo a aching, con®g ing and acce ing pe-
iphe al de ice i h lo co and implici f om he e pe pec i e. O he bene®
incl de one in e face fo man de ice , a oma ic con®g a ion, ho pl ggabili o b il -
in po e ppl fo he de ice [AI9 ]. A mode n PC i eq ipped i h USB po o a ach
ke boa d , mice, came a , p in e , canne , ha d-d i e , mobile phone o o he de ice .
E en embedded em ch a p in e o mobile phone ha e he abili o a ach de-
ice ia USB. Ke fea e of USB incl de i e a ili , i ine pen i ene and ppo
b majo ope a ing em .

When an ope a ing em enco n e a de ice a ached ia USB, i need o load he ap-
p op ia e d i e o e po e he f nc ionali of he de ice o he e . P e en l , al ho gh
no ada ome d i e can be i en in e - pace , man d i e ill e ide in ke -
nel pace, no onl fo legac ea on b al o fo pe fo mance o con enience p po e
[CRK 5].

E en ho gh ke nel de elope a e all e e pe ienced and ke nel code i bjec o
epea ed e ie , a ing code q ali fo USB d i e can be e pec ed fo m l iple ea-
on . No onl do man diffe en de ice e i hich eq i e n me o diffe en d i e ,
b he e de ice ill al o ha e ime- o-ma ke con ain hich do no allo fo d i e
code ec i a di . E amining he hi o of he Lin ke nel o ce code4 ppo ha
claim.

If ho e d i e in ke nel pace e e lne able, an a acke co ld gain ele a ed p i ilege
beca e i can be a med ha he ke nel n i h he highe p i ilege on he em.

Se e al conc e e a ack cena io e i . An a acke co ld manip la e elec ion if a USB-
ba ed o ing de ice [ABS ] a ed. P blicl a ailable comp e i h USB in e face
co ld be a acked b impl pl gging in a malicio de ice. S ch a p blic comp e co ld
be a pho o- e minal ed o load pho o o be p in end f om a pend i e o a digi al came a,
a PC in a lib a o an n pe i ed machine in a hop. E en ome ai c af ha e an in-
¯igh en e ainmen em hich allo USB de ice o be pl gged in o li en o ong
on po able m ic pla e o ie doc men on a pend i e [Th ]. B he a acke doe
no nece a il need o ph icall a ach a malicio de ice he elf. Simpl di ib ing
a ne and e pen i e looking de ice (i.e. a digi al came a o m ic pla e ) ill mo
likel l e he ic im o pl g he de ice in o he comp e and h allo he a acke gain
con ol o e i . I i al o po ible o n USB o e IP ne o k ( ing USB IP [Hi 5]) and
Wi ele USB [Le ] e adio echnolog a he an po la e fo USB. Th , ph ical
acce o he a ge ed machine i no nece a il needed.

U ing lib b, hich p o ide a high le el API o comm nica e i h a USB de ice
4 i.e. b e ec ing ❣✐1 ❧♦❣ ✕❣5❡♣❂✬♦✈❡5❢❧♦✇✬ in he USB d i e di ec o
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c l a USBInDe iceDe c ip o ( Packe ) :
name = ✬❉❡✈✐❝❡❉❡6❝8✐♣5♦8✬

f i e l d d e c = [
LESho F i e l d ( ✬❜❝❞❙❇✬ , ) ,
B eEn mField ( ✬❜❉❡✈✐❝❡❈❧❛66✬ , , CLASS ENUMS) ,
B eEn mField ( ✬❜❉❡✈✐❝❡❙✉❜❈❧❛66✬ , , SUBCLASS ENUMS) ,
B eEn mField ( ✬❜❉❡✈✐❝❡08♦5♦❝♦❧✬ , , PROTOCOL ENUMS) ,
B eF i e l d ( ✬❜▼❛①0❛❝❦❡5❙✐③❡✬ , 4 ) ,
LEXSho En mField ( ✬✐❞❡♥❞♦8✬ , f f f f , VENDOR ENUMS) ,
LEXSho Fie ld ( ✬✐❞08♦❞✉❝5✬ , 1 ) ,
LESho F i e l d ( ✬❜❝❞❉❡✈✐❝❡✬ , 4 ) ,
B eF i e l d ( ✬✐▼❛♥✉❢❛❝5✉8❡8✬ , ) ,
B eF i e l d ( ✬✐08♦❞✉❝5✬ , ) ,
B eF i e l d ( ✬✐❙❡8✐❛❧◆✉♠❜❡8✬ , ) ,
B eF i e l d ( ✬❜◆✉♠❈♦♥❢✐❣✉8❛5✐♦♥6✬ , ) ,

]

Li . 1: P hon code ep e en ing a de ice de c ip o ing Scap

Gi en he pop la i of USB and he e pec ed p i ilege , e ploi ing USB i e a ac i e
o an a acke . Con eq en l , being able o nco e ¯a and o ® hem i impo an .
Finding b g , ho e e , of en i a non- i ial a k, e peciall in he ca e of USB, q i e
impl beca e p o iding a bi a inp fo he USB d i e i no ea il po ible oda ,
i ho a USB de elopmen boa d hich allo deli e of a bi a da a.

Thi o k e end an e i ing app oach hich concen a ed on m a ion-ba ed f ing of
he comm nica ion be een a ph ical de ice and a ho [JJ1 ]. Con a ing ha e i -
ing o k, a me hod o a ach USB de ice o a i al machine and o gene a e a bi a
packe in of a e i p e en ed he e. A he USB de ice a e i en in of a e , e
can be n i ho needing o ph icall a ach eal USB ha d a e. Addi ionall , e a e
cond c ed ing packe i h pa load p od ced b f ing .

The con ib ion of hi pape a e:

• of a e-de®ned USB de ice i h f ing capabili ie ,

• a f ame o k fo e ec ing a oma ed f e , and

• eliable de ec ion of ope a ing em h o gh ®nge p in ing.

Thi pape i c ed a follo . Sec ion de c ibe f ing echniq e and h f ing
i a iable app oach o iden if lne abili ie . Sec ion li he componen in ol ed
a o nd a USB-enabled em. Sec ion 4 di c e ho he componen can be e ed
ing he de c ibed echniq e . Sec ion 5 de ail ho he implemen a ion a pe fo med

and e l ob ained. Sec ion concl de hi pape and gi e an o e ie of f e o k.
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F ing

Thi ec ion de c ibe he f ing echniq e ha ill be ed o ea ch fo lne abili ie
in USB ack , d i e and applica ion .

F ing (o f e ing ) a coined in he la e 8 hile ing o e al a e he o-
b ne of a io UNIX ili p og am , gi en an np edic able inp eam [TDM 8].
Wi h he de elopmen of be e ool , ch a ame ican f lop 5 o Add e Sani-
i e , f ing gained pop la i a a ec i me hod. F ing e l a e likel o be
e ploi able, beca e he inp , hich i nece a o p od ce he e oneo a e, i gene -
a ed d ing he f ing p oce . F ing i al o ell i ed o e po e b g in ke nel le el
d i e a ho n b Keil and Kolbi ch in [KK ].

T adionall , f ing i ed o cond c blackbo and a e-le e i h andoml gene -
a ed b e . Blackbo beca e he f e doe no kno an hing abo he e ed p og am.
Since kno ledge of in e nal of he p og am i no eq i ed, hi gene al p po e app oach
i idel applicable. The d a back of hi me hod, ho e e , i i inabili o e ei he
peci®c inp ®eld o comple p o ocol . S a e-le beca e he f e gene a e b e
independen l of each o he ega dle of he con e o eman ic of ha b e. Th , if
he inp i e pec ed o con ain a check m o e he andoml gene a ed b e and ha
check m i no p ope l pda ed, he p og am abo p oce ing and he f e e onl
he check m alida ion code. Tho e f e a e labelled d mb .

Sma f e ake in o acco n p ope ie of he e pec ed inp and can h fo ce he
e ed p og am o e ec e mo e code pa h . Al o, peci®c ®eld of he e pec ed inp can
be e ed, i.e. he ®eld indica ing a leng h. Thi allo he gene a ed pa load o pene a e
deepe in o he e ed p og am, h e ing mo e a pec of he p og am. Thi i al o
kno n a chema-ba ed f ing beca e a kno n pa e n i modi®ed [NN 8].

Beca e he USB p o ocol i a ef l and mo packe ha e a ® ed c e, hi pape
follo ch a chema-ba ed app oach ing Scap [Bi1 a]. Scap i a f ame o k ha i
de igned o in e ac i h packe on e he ne ne o k . I i p ima il ed o c af and ma-
nip la e packe on a io ne o k la e e l ing in a po e f l ne o king f ame o k
o apidl c ea e ool fo cond c ing a io e , b in ead of dealing i h a h nd ed

line C p og am, o onl i e line of Scap [Bi1 b]. I al o p o ide a ❢✉③③✭✮ f nc-
ion o gene a e packe i h andom e app op ia e al e fo he packe ®eld . Thi
incl de he id h in bi of he gene a ed al e a ell a adj ing modelled dependen-
cie ch a check m o leng h indica ing ®eld . Li ing 1 ho ho Scap can be e
fo USB packe , in ead of ne o k packe .

USB Componen

Thi ec ion de c ibe he ke componen ha an ope a ing em need in o de o
ppo USB. Some of he e componen ill la e be a ge of a ack .

5 ❤11♣✿✴✴❧❝❛♠1✉❢✳❝♦5❡❞✉♠♣✳❝①✴❛❢❧✴

❤11♣3✿✴✴❝♦❞❡✳❣♦♦❣❧❡✳❝♦♠✴♣✴❛❞❞5❡33✲3❛♥✐1✐③❡5✴
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Kernelspace

Userspace

USB Stack

Device Driver Device Driver

Subsystem

Electrical Layer

Application Application Application

Subsystem

Fig. 1: Ke componen of a em i h USB ppo

Fig e 1 ho he f ndamen al pa of a USB em. A he bo om a USB de ice i
connec ed i h he USB con olle on he ho a he elec ical la e . The USB con olle
i con olled b he USB ack hich ake ca e of lo le el USB me age pa ing and
o he USB p o ocol- ela ed a pec ch a e o co ec ion. The USB ack end and
ecei e me age f om ei he o ce o ink on he de ice, called endpoin . Connec-
ion o endpoin b ild logical pipe be een he ho and he de ice hich a e e po ed
o d i e . Upon he USB ack, a io d i e a e implemen ed hich e he p o ided
USB me aging capabili ie o e change me age ei he ia con ol, i och ono , b lk o
in e p an fe packe . The d i e ma e e al ead e i ing f nc ionali f om one
o mo e b em (i.e. SCSI fo ha d-d i e o 4l fo ideo came a ). Applica ion can
hen e he de ice h o gh one of he a io in e face ha a d i e co ld e po e (i.e
block de ice o ♠♠❛♣✭✮).

Af e a de ice ha been pl gged in, he ope a ing em a k he de ice fo i de ail
in o de o e abli h he pipe and o kno hich d i e o load. Thi p oce i called
en me a ion and i in ol e o called de c ip o o be en f om he de ice o he ho .
E e USB de ice i a ked b he USB anda d o an e a e of command ha migh
be i ed d ing en me a ion.

A ho n in Fig e , fo de c ip o pe e i : de ice, in e face, endpoin and ing
de c ip o . The e ® de c ip o eq e ed b he ope a ing em i he de ice de-
c ip o hich de c ibe ba ic a pec of he de ice in q e ion ch a a globall niq e
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De ice De c ip o

Con®g a ion

In e face

Endpoin

Con®g a ion

In e face

Endpoin Endpoin

In e face

Endpoin

Fig. : USB De c ip o hie a ch

endo ID, a p od c ID, he cla of he de ice and he n mbe of con®g a ion
hich he ope a ing em can elec he de ice o n nde . A con®g a ion de c ibe ,

among o he hing , he he he de ice i elf-po e ed o ho man in e face he de-
ice e po e . The cla indica e ha a de ice peak a ell de®ned p o ocol o e po e
i f nc ionali . De®ned cla e incl de ma - o age, a dio o ideo. A de ice can al o
anno nce o no belong o a p e®ned cla o o implemen e e al cla e . In he la e
ca e he cla info ma ion i a ached o he in e face hich i de c ibed b an in e face
de c ip o . I al o con ain info ma ion abo he n mbe of a ailable endpoin hich in
n ha e hei o n de c ip o de®ning he packe i e and he in e al fo he ho o poll

fo ne me age [Co ].

Once he en me a ion i comple e, he ke nel load he app op ia e d i e . To ®nd a i -
able d i e he ke nel ® look a he endo ID and p od c ID. If i ®nd a d i e ha
claim o be e pon ible fo ha de ice i ill be loaded. If no d i e i fo nd a gene ic
d i e fo he cla of he de ice (o he in e face) ill be o gh . The d i e i hen epon-
ible fo e po ing fea e of he de ice o he e [Ve 8].

The e componen can be a acked ing f - e ing. The elec ical la e , ho e e , i
no of in e e in hi o k beca e e foc on f ll a oma ed i ali ed e ing. Th
ph ical connec ion a e o of cope. The USB ack can be a acked, i.e. b ignalling
man de ice a achmen o b in e fe ing i h he en me a ion p oce . Kno ing he
d i e -loading mechani m and he c e of he de c ip o allo o igge a ce ain
d i e o be loaded hich in n enable o end f ed me age o he d i e and
h a e i ob ne . F he mo e, i i po ible o end me age o applica ion if
he highe le el p o ocol i kno n. Ho e e , d e o hei limi ed applicabili and impac ,
a ack on applica ion a e no a compelling a hei d i e co n e pa . The efo e, foc
a gi en on ende ing he la e po ible.

Thi i con ide ing he Lin ke nel, b o he ope a ing em do i imila l
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Virtual Machine
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(QEMU)

Controller

Fig. : A chi ec e of he a oma ed f - e ing e p

4 Implemen a ion

To ®nd lne abili ie in he componen men ioned in Sec ion ing he echniq e de-
c ibed in Sec ion , a p o o pical a chi ec e a b il hich allo a oma ed e ing.
I e end an e i ing de ign [JJ1 ] ch ha no ph ical de ice need o be connec ed o
he ho in o de o ®nd lne abili ie .

Fig e depic he b il e p. To allo a oma ed e he ho ope a ing em n
a f ll i ali ed g e ope a ing em. No e ha i i po ible o do he e ing on he
ho i elf. Ho e e , po en ial c a he of he ke nel and lo log-®le a e inhe en d a -
back of ha app oach. In ead of alking o ph ical de ice , he i al machine pipe
USB comm nica ion in and o o a epa a e p oce on he ho hich beha e like a eg-
la USB de ice. The i al de ice hen gene a e USB packe ing f ing. A moni o
a che he g e ope a ing em and epo if ne pec ed beha io , i.e. a c a h, oc-

c . A con olling componen i e pon ible fo ac all pa ning he abo e men ioned
componen .

The ac al implemen a ion e QEMU [Be 5] a i ali a ion of a e o n he g e
ope a ing em. QEMU i a f ee i ali a ion ol ion ha f ll i ali e diffe en
CPU along i h he nece a ha d a e ch a ha d-d i e, ne o k in e face o USB
con olle . I allo comple e and nmodi®ed ope a ing em o be n in a i al
machine. I al o allo he machine a e o be a ed and loaded a a la e ime. Thi can
be ed o p epa e a i al machine ha i f ll boo ed o ha a pecial p og am a ed o
ha e ing ill ake le ime. QEMU ppo ph ical USB de ice o be pa ed f om
he ho o he g e . I al o ppo imple i al in e nal USB de ice ch a ke boa d
o mo e implemen ed in ide QEMU o allo deli e of ke oke o mo e mo emen
f om he ho o he g e .
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QEMU a enhanced in o ep : Fi i h a USB packe ®l e f nc ionali and hen
i h ppo fo e e nal i al USB de ice . The la e i depic ed in Fig e . The USB

packe ®l e in e cep comm nica ion be een he g e ope a ing em and a USB
de ice a ached o a Lin ho 8. The in e cep ed packe a e piped o o a p oce on he
ho and ead back in. The p oce on he ho can h ei he i e he packe o o di k
o modif hem in place.

In o de o ca o he chema-ba ed f - e ing e need o ob ain he chema ® .
Ei he alid comm nica ion pa e n can be c af ed b looking a he p o ocol peci®ca ion
o alid USB packe can be eco ded fo b eq en decoding. We cho e o eco d alid
comm nica ion b a aching a ph ical USB de ice o he ho and henn pa i h o gh
o QEMU. The g e nning in QEMU a ed o comm nica e i h he USB de ice and
he abo e men ioned USB ®l e f nc ionali a ed o eco d he USB con e a ion.

Since he ®l e allo packe o be modi®ed in place a he a e in an i , hi o ld
al ead enable f - e ing. Ho e e , i o ld no be a oma able ince a ph ical de ice
needed o be pl gged in o he ho . Al o, onl d mb f ing co ld be cond c ed a he
ob ained packe ha e no been decoded.

In o de o b ild Scap model fo he packe , he USB peci®ca ion [Co ] a ed o
di ec he packe and de e mine he pe of he packe ®eld , i.e. ❙❤♦1- o ■♥-❊♥✉♠.
Thi led o a p ope de c ip ion of he p o ocol and packe ed fo en me a ion hich in
n allo ed ea packe gene a ion and modi®ca ion ing Scap facili ie .

4.1 USB De ice Em la ion

Al ho gh QEMU ppo i al in e nal USB de ice a de c ibed abo e, he a e no
backed b an e e nal p og am. To keep hi f ame o k mod la , a econd fea e fo
QEMU a implemen ed: S ppo fo e e nal of a e-de®ned USB de ice hich a e
comm nica ed i h ia a pipe o ha USB packe a e, a i h he USB packe ®l e
men ioned abo e, piped o o he ho and ead back in. Beca e he in e face o he
i al machine con i of o named pipe onl , he in e nal of he i al machine a e
ab ac ed and implemen ing a of a e USB de ice i m ch imple han i ing a ne
i al in e nal USB de ice fo QEMU.

The ac al f ing i done in he USB De ice Em la ion componen hich i e pon ible
fo gene a ing USB packe and i ing hem o he i al machine USB in-pipe. Hence,
he i al USB de ice can do a imple hing a epla ing al ead ob ained packe .
Na all , d mb-f ing can be applied on he e packe .

T o gene a ion of of a e USB de ice e e p od ced. The ® and imple gene a-
ion ead p e io l ob ained packe and decode hem. A con®g a ion hen ell he
of a e de ice hich ®eld in hich pe of packe ha e o be f ed befo e ending
hem o he ho . Ob io l , hi can e emble d mb-f ing b impl con®g ing all

8 Po ing hi ®l e o o he pla fo m ch a BSD ho ld be i ial
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packe pe and all ®eld o be f ed. The econd gene a ion i a and-alone a e-
machine hich a onomo l an e packe f om he ho . To a e ime hi a oma on
did no implemen e e command eq i ed b he USB peci®ca ion b a he onl he
command hich e e ed in he ini iall ob ained USB comm nica ion. Thi allo ed
fo implemen a ion of dimen a USB de ice ch a eb-cam o ha d-d i e . Again,
packe pe and ®eld o be f ed need o be con®g ed.

4. Moni o ing

In o de o de ec he he he e ed ope a ing em beha e ne pec edl (i.e. c a he ),
a moni o ing componen epo back e e p ede®ned n mbe of econd . I need o
implemen a ea onable p obe o ine hich i capable of de ec ing he he he g e
ope a ing em i ill f ll ope a ional. The p obe can be implemen ed a a imple
check he he opening a TCP connec ion o a po on he g e i cce f l o a a
comple o ine ha log on o he g e , e ie e and anal e log-®le .

In hi f ame o k, he moni o ing componen i eali ed a a P hon mod le hich i
loaded in a epa a e h ead b he con olling componen . Th comm nica ion be een
he con olling componen and he moni o i po ible ing P hon objec . The epa a e
h ead enable he moni o o acciden all block and no all he e ec ion of he con-
olling componen . The con olle eg la l e ec e he moni o ✐/❛❧✐✈❡ f nc ion

and a me he g e ope a ing em o be d f nc ional af e a p ede®ned n mbe of
p obe ha e no been an e ed. The moni o i al o epon ible fo e po ing info ma ion
ha i al able fo iden if ing po en ial malf nc ion, i.e. b i ing o log ®le ha e e
ob ained f om he g e ope a ing em.

4. Con olling

A con olling componen i e pon ible fo a ing he i al machine, a aching i al
USB de ice and ale hen he i al machine doe no beha e a e pec ed.

To n man f - e , e en on m l iple machine , he de ign p e en ed in hi pape doe
no eq i e ele a ed p i ilege and i able o be n in man in ance in pa allel. Al o,
he componen can ea il be e changed, a long a he in e face a e implemen ed. The
in e face a e imple b de ign: T o named pipe fo he em la ed USB de ice, a P hon
mod le fo he moni o ing in ance and a p oce o be called fo he i al machine.
Thi implie ha an pe of i al USB de ice, no onl a f e , can be ed in hi
f ame o k. Gi en he abili o p o o pe a USB de ice in of a e ing a a he high
le el de c ip ion fo Scap , hi f ame o k migh be helpf l fo d i e p og amme o e
he he hei implemen a ion f l®l f nc ional eq i emen .
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5 E al a ion

Thi ec ion mma i e he ®nding he implemen a ion men ioned in Sec ion 4 ielded.

While e ing he econd gene a ion em la ed USB de ice i h diffe en g e ope a -
ing em diffe en beha io in he en me a ion p oce a ob e ed. Va ia ion a e
ca ed b diffe en implemen a ion of he USB ack. Table 1 ho diffe en beha io

Ope a ing S em Packe Seq ence Re ie Rema k
Windo XP SP & , SETUP, IN, OUT IN leng h: 4
Lin . . SETUP (9 ime ), RESET 4+ 4 ge de c . hen e add .
OpenBSD 4. SETUP, IN, OUT IN leng h: 8
F eeBSD 8. SETUP, IN, OUT e add e igh a a

Tab. 1: USB S ack Finge p in of a io ope a ing em

of a io USB ack . The e ample e e ob ained b a aching a of a e USB de ice
ha an e i h e o b e onl . I i h po ible fo a USB de ice o ell ope a ing

em apa . Thi enable an a acke o la nch pla fo m peci®c a ack .

I a al o ob e ed, ha QEMU i al USB con olle en nini iali ed memo o he
de ice i h IN an ac ion , hich i imila o E he leaking hich e po e memo ia
padding fo E he ne packe [Bi1 b]. E en if hi USB Leaking doe no happen i h
eal ha d a e USB con olle i can be ed b a USB de ice o be able o de ec he he
i i a ached o a i al machine.

The USB ack of he g e ope a ing em e e e ed a he b acciden han on
p po e. While e ing he he he implemen ed USB of a e de ice o k, he of en
c a hed and di p ed he comm nica ion and p od ced e o in he g e USB ack.
All e o e e handled g acef ll b gene a ing a p ope e o me age and h no ¯a
e e e po ed. T ing o apidl a ach man USB de ice onl nco e ed b g in QEMU

and no in he USB ack of he g e ope a ing em. In fac , QEMU monopoli e he
CPU af e a aching 4 de ice o he g e .

To e he he USB d i e co ld be e ploi ed, a Lin d i e i h a b ffe o e ¯o l-
ne abili a dedica edl i en. The f ame o k a con®g ed o make he g e load
he d i e . Upon ecei ing a peciall fo ma ed me age, he d i e c a hed he ke nel and
lef he em in an nope a ional a e. The moni o eali ed he machine malf nc ioning
and epo ed i o be dead. The con olle ai ed an ala m and made nece a info ma on
a ailable ha i needed o ep od ce he c a h. E i ing d i e , ho e e , e e no e ed
d e o ime con ain .

The p e io pa ag aph ho ha hi p o o pical implemena ion i capable of ®nding
¯a in he iden i®ed ke componen of a USB enabled em. F e o k ho ld
concen a e on making he p e en ed f ame o k e e i ing d i e of diffe en ope a ing

em .
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Concl ion

Thi ec ion ill concl de he achie emen , di c limi a ion and ho ho f e o k
can f he imp o e he p e en ed o k.

Fi l , he need fo e al a ing he ec i of USB ke componen a iden i®ed a being
nece a hen a e ing he ec i of a USB enabled em in Sec ion 1. The ea on
being he USB d i e in ke nel pace, hich a e a e compelling a ge fo an a acke
no onl beca e of he ele a ed p i ilege b al o beca e of he ide deplo men of
USB. Secondl , f ing echniq e e e in od ced, cla i®ed and di c ed in Sec ion .
F he mo e, i a ho n ha f ing i ell i ed o e po e b g in ke nel le el d i e .
Thi dl , an o e ie of USB and i ke componen a gi en in Sec ion . Th ee la -
e e e iden i®ed a being a ackable i h he p e en ed f ame o k: USB ack, d i e
on op and applica ion ing he e po ed f nc ionali . Fo hl , a de ign o a oma i-
call f - e he iden i®ed componen a p e en ed and o k ha a nece a o
b ild he a chi ec e a o lined in Sec ion 4. In o de o b ild he f ame o k a io
f ee of a e p od c had o be pa ched, incl ding Scap and QEMU. The fo me a
imp o ed b adding ne ®eld o de c ibe packe ed in USB comm nica ion. The la -
e a enhanced i h a USB packe ®l e a ell a ppo fo e e nal of a e USB
de ice backed b named pipe .

The p e en ed a chi ec e e a of a e-ba ed USB de ice o gene a e f ed pack-
e . A of no , he of a e de ice ppo en me a ion and pa of he ma - o age
p o ocol onl . Mo e p o ocol a e needed o pene a e deepe in o he d i e .

The a chi ec e i ni e al in he en e ha kno ledge of he g e ope a ing em i
no eq i ed. If Lin i he g e ope a ing em, e do, ho e e , kno abo he inne
o king . Unfo na el , hi info ma ion i no aken acco n hen b ilding he f ed

packe .

Finall , ob ained e l e e p e en ed in Sec ion 5 and he iden if he de ign a being
capable of ®nding ¯a in USB ke nel d i e . F he mo e, USB ack of diffe en op-
e a ing em ha e been ®nge p in ed. Thi kno ledge enable a acke o de ec hich
ho ope a ing em he a e a ached o and o b eq en l la nch a ge ed a ack .

A limi a ion of he p e en ed o k i he lack of ppo fo he al ead peci®ed USB- .
While he gene al f ame o k ho ld al o o k i h USB- enabled ope a ing em ,
addi ional fea e need o be implemen ed in he i al USB de ice in o de o e ne
fea e of USB- ch a de ice ini ia ed comm nica ion.

The f ll i ali ed app oach ma al o no nco e ime c i ical b g . USB ope a e in
f ame of one milli econd and a he f ing f ame o k i nning in e pace i migh
no be able o g a an ee p oce ing in ime. Ho e e , he a fo ea il ca ing f -
e ing i h he abili o ma l and p eci el f ®eld of USB packe ha been pa ed
and he mod la de ign of he f ame o k make i ea o be adap ed.
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