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Return-oriented programming (ROP) attacks are a huge threat to a vast
majority of systems. By exploiting buffer overflow vulnerabilities these attacks
are able to change the control flow of the executed program. Therefore, the
attacker can run arbitrary code even on Harvard architectures [1].

Besides established defense mechanisms like Address Space Layout Random-
ization (ASLR) and stack canaries, the recent research is focusing on so-called
hardware performance counters (HPCs) to detect malicious behaviour [2]. HPCs
are common in all modern architectures and are mainly used for application pro-
filing by tracking CPU events, e.g., cache misses and branch prediction errors.

In [3] a Support Vector Machine (SVM) is used to detect ROP attacks based
on profiles of HPCs. ROP and benign runs were used to train the SVM with
up to 98.1% accuracy depending on the CPU.

The SVM uses cluster centers to detect patterns in time where the program
changes its behaviour. These patterns can be applied to recognize whether a
program operation is normal or malicious. We propose an intelligent approach
that finds distinguishing clusters in manipulated executions [4]. After labelling
we want to train our SVM on the given patterns in hopes to improve its accuracy.
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