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Pioneered by Pappu et al. (2002), Physically Unclonable Functions (PUFs)
have been studied in the last two decades as a possible replacement for se-
cure memory of cryptographic keys. Gassend et al. (2004) were the first to
electrically implemented a PUF, using integrated circuits (IC) with behavior
depending on manufacturing imperfections. As a consequence, the ICs behav-
ior, usually defined as the response to a given challenge, will be different on
each chip, providing unclonability. PUFs that have (in their security param-
eter) an exponentially large challenge space are called strong PUFs. As first
shown by Brzuska et al. (2011), Strong PUFs have the potential to serve as
cryptographic primitive in many cryptographic applications, ranging from basic
unidirectional authentication to oblivious transfer and bit commitment schemes
(but see Badrinarayanan et al. (2017)). However, the design and implementa-
tion of strong PUFs is still an active area of research where often, designs are
broken (see Rührmair et al. (2013); Wisiol et al. (2019)), revised (see Majzoobi
et al. (2008); Herder et al. (2017)), and broken again.

Our contribution will give an overview over the past two decades in strong
PUF research, cover important design and attack strategies, discuss difficulties,
and historically motivate the current state of the art in strong PUF research and
discuss the most recent design proposal of the Interpose PUF by Nguyen et al.
(2018). We present an analysis of the Interpose PUF design, an approximation
method and an attack that can break the design when parameters allow an
approximation. Finally, we compare our results with other recently claimed
attacks on the Interpose PUF by Santikellur et al. (2019).
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