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ABSTRACT

The standard approach of Notice and Choice does not provide suffi-
cient control over personal privacy preferences. A more granular
analysis of privacy preferences is needed where the monetary valu-
ation of different data types can contribute to the understanding of
individual privacy concerns of personal information. The question
of how much consumers value their privacy is still underexplored.
Therefore, this study examines previous approaches of monetary
valuation of different data types and analyses the monetary valua-
tion for two different countries to verify earlier research results.
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1 INTRODUCTION

Invasive practices for the collection and use of personal information
have shown that there is a widespread agreement on the need for
privacy oversight and governmental regulations [31]. Incidents such
as Facebook’s Cambridge Analytica scandal [13] and high-profile
data breaches (e.g., Equifax [32]) created a general unease about
access to personal information and increasing privacy concern
among governments and businesses alike [23].

However, as the collection and usage of personal information
has grown drastically over the last decade, balancing privacy pref-
erences and benefits has become a nontrivial task [15]. According
to Parkins [20], personal information and behavioral data are the
world’s most valuable resources. The extensive sharing and usage
of information online has a powerful impact on the development of
new applications and the economy itself as various business models
have been developed solely based on continuous data sharing and
usage of online user information [21]. The amount of user data
an IT company holds nowadays has a direct and profound contri-
bution to its overall market valuation [25]. Digital advertising is
one of the most important application to monetize user data [19]
and, according to [12], global advertising spending has constantly
increased since 2010 and is expected to grow to nearly 650 billion
U.S. dollars in the end of 2021.
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To increase the market share of companies, targeted advertising
has become an effective tool to reach targeted customer groups. Con-
sequently, the collection of user data has become more aggressive
[19] triggering a public debate around the trade-offs between inno-
vation and civil rights such as personal data protection [14, 28, 29].
Surprisingly, there is not much empirical evidence on how individu-
als value their personal data and also different types of information
such as location information, financial or medical data. Therefore,
we will shed light on the monetary valuation of personal infor-
mation of different data types and propose the following research
questions:

RQ1: To what extent does the maximum amount people are
willing to pay for the protection of their personal information
diverge in different countries?

RQ2: Based on the monetary valuation, which data types are
the most relevant for the respective country?

The estimation on how people value personal information and
how these values vary across countries and different data types
is still an underexplored problem. The monetary quantification of
privacy can contribute to the evaluation and analysis of privacy
policies in place, such as the General Data Protection Directive
(GDPR) [16]. The monetary valuation of different data types from
an economic perspective gives a more granular view on which data
types are of most importance for consumers and, therefore, require
special attention. Moreover, the monetary valuation can deviate
from country to county [22] and even from region to region [23].
Thus, empirical evidence about the quantification of different data
types needs to be collected from different countries. In sum, the
contributions of this work are the following:

e Definition and evaluation of different data types and the
corresponding value categories

o Comparison of the monetary valuation of different data types
in two different countries.

The remainder of this paper is organized as follows. Section
2 discusses previous research on valuation of personal informa-
tion. Section 3 describes the design of our experiment. In Section
4 the results are presented, and finally, Section 5 summarizes our
discussion, outlines our conclusions, and presents future research
directions.

2 BACKGROUND AND RELATED WORK

Notice and Choice is the predominant method to protect the con-
sumers data. Notice gives the consumer information about what
data are collected and used, while Choice enables users to choose
whether or not their data can be collected or used in that way [4].
This approach has not led to major improvements in terms of pro-
tecting the users’ privacy [4]. Social media platforms and digital
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service providers still extract a great deal of data from users who
are often nudged into less privacy friendly options [31].

The protection and disclosure of personal information often
generate trade-offs which also have an economic dimension. The
spread of mobile computing and sensor technologies facilitates the
collection of personal information and turns mere consumers of
information into public producers of often highly personal data [2].
Thus, the large amounts of collected personal information have an
substantial economic value. Individual attributes, such as demo-
graphic information and online behavior, are increasingly regarded
as business assets [16, 24, 30]. Improper collection and use of per-
sonal data have contributed to the development of governmental
regulations such as the General Data Protection Directive (GDPR) in
the EU or California’s Consumer Privacy Act (CCPA). These efforts
have been made to strengthen the consumer’s control over personal
information [16, 23].

Nevertheless, the tools and products made possible by the in-
creased availability of personal data have yielded benefits for data
subjects and data holders alike [2]. Whereas the economic value
of data holders can be inferred more transparently from yearly
revenues, there is not much empirical evidence about how data
subjects value their personal information and if they value different
types of information equally. Previous research has shown that the
provision of economic valuations of personal data depend on the
kind of information to be released [6, 8, 10, 23, 30]. Most of the pre-
vious studies explicitly or implicitly measure the amount of money
consumers consider to be enough to share their personal informa-
tion, namely the Willingness to Accept (WTA) [23, 28]. Less research
has been done about tangible prices or intangible costs consumers
are Willing to Pay (WTP) to protect their personal information
[22, 26].

WTP and WTA are well established measures of how consumers
value different kinds of products and is effective especially in sce-
narios where the consumer is familiar with the product, e.g. paying
for the usage of a social media outlet they have experience with [3].
In scenarios, where the consumer is asked to pay for a good with
ambiguous and unclear effects and consequences on the consumers
life, it is questionable whether asking consumers for monetary val-
uation of their personal information reveals reliable insights [27].
However, in real markets involving data privacy, WTP and WTA
are highly relevant [1, 31] and can be also used as proxy for the
privacy concern [22]. Therefore, further investigation on WTP and
WTA in scenarios where consumers are asked to value different
types of data can facilitate the understanding which data types
are of most concern [23]. Accordingly, protection mechanisms can
be developed and improved from a governmental and commercial
perspective. Hereby, the monetary valuation can shed some some
light on the construct of privacy concern and foster an in-depth
understanding.

Previous studies [1-3, 23, 31] have shown that using WTP and
WTA to measure the individual valuation of privacy can provide
insights to the question of how much is privacy worth. This can
foster the discussion for developing different approaches of access
to services and control over personal information than Notice an
Choice.
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3 EXPERIMENT DESIGN

In a recent study of Prince and Wallsten [23], the monetary val-
uation for different types of information was explored in a cross-
country comparison. Hereby, the monetary values differed greatly
among Mexico, Brazil, Colombia, Argentina, the United States and
Germany, where Germany yielded the highest monetary values in
exchange for personal information. Based on these findings, we em-
ployed discrete-choice surveys in English to compare the monetary
valuation of different data types between Germany and Pakistan.
Pakistan has not yet adopted data protection standards similar to
the EU, Japan or the US and it is very little known about individual
privacy perception of consumers in Pakistan. A recent publication
of Imtiaz et al. [11] describes, that people from Pakistan mistrust the
e-commerce environment in their country, and thus, often refuse
to share their personal information. The special interest of compar-
ing Pakistan and Germany resulted from the student group, who
participated in the preparation of the study. Within the student
group the nationalities from both countries were represented, and
therefore, we run the online survey in both countries in order to
shed further light on the valuation of different data categories.

The different data categories used in this study are related to
the distinction made by Prince and Wallsten [23] but for our scope
these have been simplified and mapped into the following data
categories:

e Personal Data: e.g. name, age, date of birth and personal
registration number.

e Location Data: e.g. location traces collected by navigation
services which reveal the daily traveling routines and places
where users spent time at.

e Medical Records: e.g. data stored by health insurance com-
panies about the individual health situations and how often
persons visit the doctor and for which purpose.

e Web Activity Data: data collected by search engines like
Google to create a profile about personal interests to show
relevant advertisements to users.

¢ Financial Data: data stored by financial services which re-
veal personal shopping habits and information about the
financial situation of customers.

These different data types are taken as basis to ask the partici-
pants about their monetary valuation to explore which data types
are of most importance and whether this holds true for different
cultural contexts. In contrast to the approach of Prince and Wallsten
[23], the survey focuses on the construct of WTP to retain privacy
instead of WTA to give up various forms of privacy. The choice is
driven by the circumstance that there is less empirical evidence for
WTP for privacy in general and for the different data categories.

3.1 Value Categories

The estimation of WTP is based on discrete choice questions. The
participants are given a scenario where they are asked how much
they would pay on a monthly basis to keep the respective data type
protected. As most companies are interested in continuous data
sharing, the scenario of a subscription model for data protection
is a more realistic setting. Furthermore, clarifying the time period
of data sharing is crucial to provide more details about the sharing
scenario to the participants. Hereby, the data requester was not
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specified as we were aiming to study the general monetary mon-
etary valuation of different data types by keeping other variables
constant. Although previous research states that privacy percep-
tions and also monetary valuation is context dependent [18], the
description of a general data sharing scenario was used to avoid the
introduction of any additional biases [6]. In the hypothetical valua-
tion scenarios, the participants could select the following discrete
value categories:

Table 1: Discrete Value Categories in Euro and Rupee

Germany Pakistan
0 € (nothing) 0 (nothing)
0-2€ 0-150 ¥
2-4 € 150-300 X
4-6 € 300-450 X

6 € and more 450 ¥ and more

Furthermore, the options nothing and nothing, I cannot afford
it were added to give the participants extended options to state
their preferences. These value categories were available for both
currencies, Euro and Rupee. In order to find the respective value
category in Rupee, we compared the prices of several items which
are used and consumed in both countries on a daily basis. Thus,
the value categories do not match the official exchange rate of
both currencies. The validation of the different value categories
based on the values of daily items resulted in lower value categories
for Pakistan than the official exchange rate would yield. This also
adjusts for the lower income in Pakistan compared to Germany.

As shown in previous research [7], discrete choice categories
mitigate reporting inaccuracy of stated preferences. Even if the cat-
egories remain hypothetical, the estimation for changes in feature
levels is statistically unbiased at least for WTP estimates [9, 17].
However, a reliable discrete-choice method requires careful design
to motivate the participants to answer as truthfully as possible [5].
Therefore, the questionnaire contains three different sections.

The first sections entails questions to get demographic infor-
mation from the participants such as age, ethnicity, gender and
household income. The second part of the questionnaire is about
general privacy concern and privacy awareness. In the third part,
the participants were confronted with different data sharing sce-
narios where they were asked how much they would pay in order
to protect different types of information from being shared with a
unknown data requester.

The study was conducted in English in both countries and the
participation was on a voluntary basis as the participants did not
receive any payment. The online survey was distributed mostly
among friends, families, colleagues and fellow students. Participants
from Pakistan received the survey containing all value categories
in Rupees. German participants received an identical survey only
differing in the value categories, which were presented in Euros.
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4 RESULTS AND DISCUSSION

4.1 Sample Demographics and General Privacy
Concern

Overall, 85 participants took part in the survey where 40 partic-
ipants were from Germany and 45 from Pakistan. As the partici-
pation in the survey was voluntarily and not rewarded with any
payment or other incentives, a representative sample was diffi-
cult to achieve. The sample consists mostly of male participants,
84,6% male participants in Germany and 93% in Pakistan. Further-
more, 90% of German participants are students but only 31% of
participants from Pakistan. 47% of the German participants have a
background in IT but only 17% of participants from Pakistan.

Furthermore, 57,8% of participants from Pakistan are generally
willing to pay for their data protection on a monthly basis compared
to 62,5% of German participants. This might be due to the fact that
the poverty rate in Pakistan is much higher than in Germany. On
average, most of the participants are willing to pay between 5-
10 Euros when asked for a monthly payment. Even though the
sample is biased towards male IT-students in Germany and male
professionals without IT background in Pakistan, the following
analysis yields some interesting findings regarding the valuation
of different data types.

In order to make the monetary valuation comparable, the value
categories in Rupee where mapped to the value categories in Euros
on basis of the above mentioned adjusted exchange rate. Thus, all
the following monetary values are reported in Euro. The partic-
ipants were asked to report the maximum value they would be
willing to pay on a monthly basis for the protection of all their data.
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Figure 1: WTP Max Displayed with Income groups of Partic-
ipants from Germany and Pakistan

Figure 1 gives insights about the relation of income and the max-
imum WTP for both countries. In Pakistan, the participants for the
income group of 0-500€ report a significantly higher WTP com-
pared to Germany. It can be inferred that people from low income
groups in Pakistan are more willing to pay a higher price to protect
their data. This can be due to the fact that career opportunities
are highly dependent on the social status in Pakistan. By revealing
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information about disadvantaged circumstances, it can have severe
consequences on future career opportunities.

Similar insights can be drawn from Figure 2 where the average
of the maximum WTP for the respective age group is displayed.
Younger participants (between 18 and 25 years) in Germany are
not willing to pay as much for their monthly data protection as
participants from Pakistan which might confirm the assumption
that participants from Pakistan are more careful regarding personal
information, especially when it might influence their future career.
This trend turns around for older age groups, where German par-
ticipants seem to be willing to pay higher amounts, up to on 60€
on a monthly basis, for the protection of all their data, compared to
up to 6€ in Pakistan.
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Figure 2: WTP Max Displayed with Age of Participants from
Germany and Pakistan

When it comes to the maximum WTP in combination with gen-
eral privacy concerns, major differences between Germany and
Pakistan are visible from Figure 3. As the residuals of the data are
not normally distributed we need to rely on the nonparametric
alternative. We conducted a Mann-Whitney U test to find signifi-
cant differences of the privacy concern categories between the two
countries. For the category very concerned Pakistan yields signifi-
cantly higher privacy concern than Germany (X?(1) = 133, p-value
= 0.004). German participants reported mostly that they know that
they should be concerned, but actually are not. One explanation we
found in later interviews with a subset of participants was, that en-
forcement of the GDPR makes the participants feel more protected
than without any regulation in place.

Even though most of the German participants reported only a
low privacy concern, they are still willing to pay on average up
to 30€ per month for the protection of their data. Interestingly,
participants from Pakistan tend to have a higher privacy concern,
and thus, are willing to pay on average up to 40€ on a monthly
basis for their data protection.

Schmitt, et al.
60 ¢ residence
Germany

50 ‘ Pakistan

40 P,
o
£
=2 .
g ¢ T ¢ !
-

20 | L

]
10 L
, === L, O
D > D oD D
2 & & & &
& N & & &
< a(P & *\c,o
& & -~ &
& v &
:,")(\ &
@
o
\)\0
&

\")
&
<§

\\'

Privacy Concern

Figure 3: WTP Max and General Privacy Concern

4.2 Valuation of Different Data Types

The participants where asked how much they would spent to protect
the different data categories described in Section 3. Almost half
the participants in both countries were not willing to pay for data
protection of any data category, as shown in Figure 4 and Figure 5.
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Figure 4: WTP for Different Data Types and Value Cate-
gories (according to Table 1) for Germany
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Figure 5: WTP for Different Data Types and Value Cate-
gories (according to Table 1) for Pakistan

For a more fine grain analysis we removed the participants who
are not willing to pay for any data category, in order to compare
the different value category for each data type, see Figure 6 for
Germany and Figure 7 for Pakistan.

Participants
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Financial Location Medical
Germany

Personal Web Activity

Figure 6: WTP for Different Data Categories without Non-
Payers in Germany

We conducted a Kruskal-Wallis test in order to find differences
between both countries with respect to the different data categories.
The Kruskal-Wallis test yielded significant differences (X?(4) =
13.3, p-value= 0.001). Further pairwise Mann-Whitney U-tests with
Bonferroni correction (the new alpha level being @ = 0.012) showed
only significant differences for the financial data type. Participants
from Pakistan reported a significantly higher WTP for financial
data compared to German participants, by selecting mostly the
value category of "6 € and more".

The analysis of different data types within Germany reveals that
after pairwise comparison with the Mann-Whitney U test with
Bonferroni correction (the new alpha level being @ = 0.005) no
significant differences between the monetary valuation of the dif-
ferent data types can be found. In contrary, the data types Financial
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Figure 7: WTP for Different Data Categories without Non-
Payers in Pakistan

and Location, and Financial and Medical differed significantly in
Pakistan. Participants from Pakistan are willing to pay substantially
more for the protection of financial data than location or medical
data, by selecting the value category "6 € and more" most often for
the financial data type.

Although no significant differences can be found for Germany,
the Figures 4 and 6 show that in Germany data categories such as
location information, financial data and personal information are
valued the most, whereas in Pakistan the WTP for the protection
of personal information, financial data and information about web
activities are valued higher than location information and medical
data. The comparison of the maximum WTP in both countries with
a Mann-Whitney U test, did not result in significant differences
(X2(1) = 875.0, p-value= 0.82).

5 CONCLUSION

One major drawback of the study was the voluntary participation
of all participants, which led to an biased sample, which might
influence the results and might lead to false assumptions. Similar
to the study of Prince and Wallsten [23] we found that German
participants value financial data also quite high. Different values
where achieved for location information and also medical records,
which might be also caused by the biased sample. Furthermore, the
importance of different data categories when comparing different
countries can also be confirmed by our findings, even though they
might be biased due to the skewed sample. Therefore, the research
questions stated in the beginning, can be answered as follows:

RQ1: To what extent does the maximum amount people are
willing to pay for protection of their personal information
differs in different countries? There are no significant dif-
ferences between Germany and Pakistan when participants
were asked about the maximum amount of money to pay for
the protection for their data.

RQ2: Based on the monetary valuation, which data types
are the most relevant for the respective country? The WTP
for different data categories differs significantly only for the
Financial data type. Nevertheless, when comparing the other
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data types, financial data, location information and medical
records are valued the most in Germany, and in Pakistan
financial data, personal information and web activity are
perceived as more valuable.

However, as Solove [27] emphasizes, the approach of monetary
valuation of an abstract concept such as privacy is a difficult en-
deavour. The concept of privacy is often not well understood and
it is not clear, whether asking participants for monetary valuation
might disclose the true value of privacy. Nevertheless, the WTP
for different data categories reveals which data types are perceived
as more important than others. The perception of which data cat-
egories are perceived as more valuable can be used as proxy to
gain a more accurate insights of privacy concern. Moreover, more
attention can be given to these data categories in future formula-
tions of data protection regulations or for strategic advantages for
companies, who focus on the design of products which entail data
protection mechanisms.
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