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Abstract: This paper proposes a framework for the detection of information leaks
in workflow descriptions based on static information flow analysis. Despite the cor-
rect deployment of access control mechanisms, certain information leaks can persist,
thereby undermining the compliance of workflows to policies. The framework put for-
ward in this paper identifies leaks induced by the structure of the workflow. It consists
of an adequate meta-model for workflow representation based on Petri nets and corre-
sponding components for the transformation and analysis. A case study illustrates the
application of the framework on a concrete workflow in BPEL notation.

1 Introduction

Over 70% of all business processes deployed today rely on business process management
systems for their automated execution [WH10]. The central entity here are workflow spec-
ifications that model the business process. Despite the steadily growing expenses in tool
design for the secure and compliant deployment of workflows, dependability incidents are
still soaring [Dif08], as well as the monetary damage they lead to [MAHS10].

A major source of dependability incidents — and in fact non-compliance — in this setting
are information leaks [BKN109]. Even if correct access control mechanisms and corre-
sponding policies are in place, these leaks undermine the confidentiality of data items and
workflow characteristics meant to remain secret. The technical issue here is that access
control mechanisms only monitor a particular transmission channel between a classified
and a public subject, whereas so-called “covert-channels” are neglected, i.e. channels that
are not meant to transfer information but are misused to do so [Lam73].

This paper proposes a framework for the detection of information leaks in workflow de-
scriptions based on static information flow analysis. Information flow (IF) control lays
down the basis for a semantic specification of security requirements [ML97]. Compared
with traditional access control policies, IF properties are stronger because they capture
information propagation throughout the system (end-fo-end) rather than mere data access.
Thus, they can capture security violations that lie beyond the scope of access control mech-
anisms, such as the information leaks that take place over covert-channels.

The analysis of workflow specifications against IF properties is a novel, promising ap-
proach to complement access control mechanisms and, thereby, achieve strong security
and compliance guarantees [AW09]. The framework put forward in this paper takes a
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Petri net representation of the workflow specification (so-called “IF-net”) and analyzes
the corresponding net against IF properties. The analysis is mechanized and amounts to
testing whether a certain state of the net is reached.

Besides outlining the approach and its elementary theoretical underpinnings, the paper
illustrates the application of the framework with an example taken from a larger case study.
The example shows how a workflow in BPEL notation is verified for instance isolation,
i.e. whether there is any information leak between multiple instances of the workflow. For
this purpose, the BPEL process is transformed into a rudimentary IFnet that models the
interacting instances. The applied verification technique is tailored for the analysis of Petri
nets [BGO09]. It detects specific covert-channels arising from the structure of the workflow,
in particular the competition for shared resources and control-flow.

The paper makes the following contributions:

e [targues for a semantic analysis of workflow descriptions and their behavior in order
to provide reliable security guarantees.

o It proposes a framework for the static IF analysis of workflows and outlines its
theoretical underpinning and capabilities. In particular, it presents IFnet, a meta-
model based on Petri net to represent workflows for IF analysis.

e It demonstrates in a case study the application of the framework for the verification
of a BPEL process for information leaks.

Overall, the approach this paper proposes merely detects the existence of a covert-channel
and, thus, of a (possibly intentional) information leak. It is worth emphasizing the fol-
lowing two aspects. First, the detected interference does not necessarily imply a viola-
tion of a security policy, it merely indicates an IF. While distinguishing between harmful
and harmless interferences is out of the scope of this paper, extensions of the framework
presented in Section 2 will also address this issue. Second, once a covert-channel is con-
sidered “dangerous”, countermeasures must be taken to stop the leak or at least reduce
its throughput. Since covert-channel elimination is traditionally infeasible and ends up
adding more covert-channels [PN92], other mechanisms, such as redundancy and uniform
timing delays, must be set in place to control the leak. Future work aims at evaluating
existing strategies for covert-channel control.

This paper is structured as follows: Section 2 outlines the framework for information flow
control in workflows. Section 3 presents the case study demonstrating the detection of
information flow between interacting instances of a BPEL process. Section 4 lists related
work and Section 5 concludes the paper.

Preliminaries on information flow analysis. Information flow analysis is a formal ap-
proach to computer security to guarantee the absence of data leaks between designated
subjects of a system. For this, the subjects which interact with the system (and actions
they can perform) are assigned security labels that indicate their clearances. The security
labels are arranged in a lattice, which in the simplest case consists of the two labels High
and Low with High > Low [Den76].
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In IF analysis, the criteria for the security of a system is based on the notion of non-
interference [GMS82], i.e. the absence of “interferences” between the High part of the
system and the Low part. Put another way, the actions of High users lead to no observ-
able effect on the behavior of Low. Demonstrating this property ensures that the Low part
cannot deduce any information on the behavior of High. Interferences can happen over
various “channels”: besides explicit data transmission through message sending or shared
storage (dataflow), there is a variety of covert-channels. These include, for instance, con-
trol flow, timing and termination behavior, or the probability distribution of processed
data [SMO03]. To formally prove that a system does not allow IF, the relevant aspects of its
behavior are modeled and checked for an adequate non-interference property.

2 A Framework for Information Flow Control in Workflows

This section outlines the proposed approach for IF control in automated workflows. Given
a workflow specification, e.g. a BPEL or a BPMN model, the first step consists of trans-
lating this specification into a Petri net representation. IFnet is the target meta-model. Es-
sentially, it is a colored Petri net enriched with annotations to express the security classes
for IF analysis. The IFnet model obtained from the translation of a workflow specifica-
tion is then annotated with the corresponding security classes. Subsequently, a static IF
analysis is carried out upon the resultant [Fnet. The following provides further details on
the corresponding steps and indicates where ongoing work is needed. Section 3 shows an
instantiation of this framework with existing tool-support.

IFnet. IFnet is based on Petri nets, as these feature formal semantics and various notions of
non-interference for Petri net-based systems are available [BGO03]. Further, with their flow-
oriented graphical notation, being alike with most workflow management systems, Petri
nets are suitable for the formal modeling of workflows [LVDO09]. However, the majority of
approaches in workflow modeling using Petri nets focuses on the control flow, disregarding
dataflow and further covert channels, which are crucial for information flow analysis. [Fnet
integrates and extends existing approaches to build a workflow meta-model to express
different aspects of the workflow, such as its dataflow and resource exhaustion. Further,
it is planned to integrate also dynamic aspects into IFnet, such as timing behavior and the
probability distribution of execution paths. This information is gained from execution log
traces and enables the forensic detection of information flows.

Transformation to IFnet. Transformation of workflows specified in common industrial
formats (such as BPEL and BPMN) into IFnet is carried out automatically by extending
existing mapping functions [LVDO09]. For the BPEL case, there are at least two tools which
provide a feature-complete mapping of a workflow’s control flow to standard Petri nets,
namely “BPEL20WFN” [Loh07] and “WofBPEL” [OVvdAT05]. Building upon these
tools, generated Petri nets will be subjected to a second transformation step that produces
the correspondent IFnet models.

Annotation of IFnet models. The goal of the annotation component is to label an IFnet
model for IF analysis. Different strategies can be taken to do so, depending on the kind
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of covert-channel which is to be detected. As shown in Section 3, one strategy is to split
the net into symmetric parts representing High and Low users. This “splitting” has been
very handy while analyzing IFnet for storage channels. In the dataflow setting, a possible
strategy is to derive the labeling from the corresponding access control policies for the
particular workflow. Further, the framework also allows the user to label the workflow at
his/her will, as in traditional IF analysis.

Focusing on the case of security policies for sake of example, the approach is to generate
a lattice of security labels, which is arranged according to the data access modalities spec-
ified in the policy, and to assign these labels to the corresponding activities and data items
of the IFnet model. As an example, consider a policy that denotes that a Subject 1 may
read some data item File A, while Subject 2 must not read that file. An annotation func-
tion could classify Subject 1 and File A as “High”, while Subject 2 would be “Low”.
This requirement is significantly stronger than the original access control policy, as it rules
out any actions taken by Subject 1 that have an observable effect on Subject 2 (and thus
might transmit information on File A).

IF analysis. The analysis tool checks an annotated IFnet model for possible interferences
between its “higher”-level and “lower”-level parts. For the analysis of dataflows (i.e. the
explicit exchange of data items), so-called “propagation graphs” are extracted from the
IFnet model which denote the possible data exchange among the involved subjects. The
propagation graphs are subsequently traversed to detect illicit dataflows [AW10]. The
detection of covert channels is based on different bisimulation-based notions of non-
interference which have been formalized for Petri nets [BG03]. In particular, Bisimulation-
based Non-Deducibility on Composition (BNDC) [FG95] is a suitable property, as it can
be efficiently checked through a semi-static analysis (see Section 3).

3 Case Study

To illustrate the idea behind the framework, this section presents a case study for the ver-
ification of a BPEL process. To this end, it employs preliminary variants of the described
components.

To preserve confidentiality, several compliance requirements, such as HIPAA and Sarbanes-
Oxley, demand that workflows with different security clearances are isolated from each
other, i.e. there must be no information exchange between instances of corresponding
workflows. A well-known example for such a requirement is the Chinese-Wall security
model [BN89]. It aims to prevent conflicts of interest in organizations dealing with clients,
which are, for instance, direct competitors in the same market.

This case study demonstrates the verification of such an isolation requirement for concur-
rently running instances of a BPEL workflow. The BPEL workflow is transformed into a
preliminary variant of IFnet. The transformation encompasses two steps: first, the BPEL
model is mapped to an equivalent Petri net model using an existing transformation tool;
second, the resultant Petri net is “unfolded” into an IFnet instance which models concur-
rently running instances and their access to shared resources. The IFnet model is subse-
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Figure 1: “Update Patient Record” workflow.

quently checked for the BNDC property, which asserts that there can be no information
flow from one instance to the other. For the verification, the Petri Net Security Checker is
used, which implements a checking algorithm for BNDC on Petri nets [FGF08].

Exemplary BPEL Process. The case study uses the “Update Patient Record” workflow
depicted in Figure 1, which originates from a project on the automation of business pro-
cess compliance that was carried out in cooperation with a hospital. Albeit simple, it is a
central fragment that recurs in several of the hospital’s information systems, e.g. for ac-
counting, medical treatment and insurance billing. It consists of five activities (depicted as
boxes) and an exclusive choice (x-diamond) that represents an if-statement. The following
fragment shows the corresponding BPEL tags of the workflow.

<sequence name="main">
<empty name="Enter_Patient_ID"/>
<switch name="Switch_1">
<case>
<sequence>
<empty name="Open_Patient_Record"/>
<empty name="Update_Patient_Record"/>
<empty name="Close_Patient_Record"/>
</sequence>
</case>
<otherwise>
<empty name="Issue_Warning"/>
</otherwise>
</switch>
</sequence>

The concurrent access to the same patient record causes information leaks. If, for instance,
a doctor opens a specific record and blocks an access attempt to the same record by another
subject — irrespective of the fact that access control mechanisms are in place —, this sub-
ject obtains information on the doctor’s behavior: the subject knows that the doctor uses
the specific record and might deduce from this fact which patient the doctor is currently
treating, as well as the time the doctor needs to update the record.! Hence, there would
be an IF among workflow instances violating the isolation requirement. The goal of the
analysis is to detect these leaks. The following demonstrates how the approach proposed
in the previous section achieves this goal.

't is important to note that the patient record in this case holds only administrative information which may
legitimately be accessed by all involved parties, i.e. access to the record alone does not constitute an illegal IF.
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3.1 Transformation of Workflow Descriptions in IFnet

3.1.1 BPEL to Petri net

The transformation of the initial BPEL process employs the tool “BPEL20WFN”, which
implements a feature-complete mapping of BPEL 2.0 to so-called “Open Workflow Nets”,
a variant of Petri nets tailored to workflow modeling. Some basic definitions of Petri nets
are given to facilitate the understanding of the framework.

Petri nets. A Petri net is a tuple N = (P, T, F'), where P is a finite set of places, T is
a finite set of transitions such that PNT = ), and FF C (P x T) U (T x P) is a set of
directed arcs, called the flow relation.

At any time a place contains zero or more fokens. The marking (or state) is the distribution
of tokens over places. A marking is a bag over the set of places P, i.e. a function from P
to the natural numbers: M € P — N. A partial ordering is defined to compare states.
For any two states M7 and My, My < My iff forall p € P: My(p) < Mas(p). The sum
of two bags (M7 + M) is defined in a straightforward way.

A marked Petri net is a pair (N, M), where N = (P, T, F') is a Petri net and M is a bag
over P denoting the marking of the net. The set of all marked Petri nets is denoted .

Let N = (P, T, F) be a Petri net. Elements of P U T are called nodes. A node z is an
input node of another node y iff there is a directed arc from z to y (i.e. xF'y). Node x is

an output node of y iff yFx. Forany x € PUT, P {y|yFz}and x .~ {y | xFy};
the superscript /N can be omitted if it is clear from the context.

The number of tokens may change during the execution of the net. Transitions are the ac-
tive components in a Petri net. They change the state of the net according to the following
firing rule:

1. A transition t is enabled iff each input place p of ¢ contains at least one token.

2. An enabled transition may fire. If transition ¢ fires, then ¢ consumes one token from
each input place p of t and produces one token for each output place p of ¢.

Given a Petri net N = (P, T, F) and a state M, the following notation is defined:

o M, LN Msy: transition ¢ is enabled in M; and firing ¢ in M results in state M.

e My — Ms: there is a transition ¢ such that M; LN M.

o My, -5 M,,: the firing sequence o = tytots...t,,—1 from state M leads to state
. . . . . t
M, via a (possibly empty) set of intermediate states Mo, ..., M, _1, i.e. M} —
‘ to_
My 22 53 M,

A state M, is reachable from M, (notation M, LN M,,) iff there is a firing sequence o
so that M, —=s M,,. The empty firing sequence is also allowed, i.e. M; — M;.
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Figure 2: Petri net-model of the workflow.

Transformation to IFnet. Application of the “BPEL20WFN”-tool to the BPEL code
of the process in Figure 1 yields the Petri net depicted in Figure 2. The activities of
the workflow are modeled by transitions, which are depicted as green (or gray) boxes.
In addition to activities, the “BPEL20WFN"-tool has introduced extra transitions which
stand for the two cases of the exclusive choice. Places — depicted as circles — represent
conditions and the state of the workflow is marked by a single token, which is depicted as
a black dot which initially resides in the start place. The arcs are depicted as arrows.

3.1.2 Step 2: Petri net to IFnet

The Petri net in Figure 2 models the behavior of a single workflow instance. To check in-
stance isolation, the net is “unfolded” to model two instances of the workflow and their ex-
plicit interaction. Interaction between instances of the “Update Patient Record” workflow
occurs through access to the patient record, which is a shared, limited resource: multiple
instances may attempt to access a specific patient record, but only one instance can hold
the record at one point in time.

Modeling Resource Consumption. Resource consumption of a workflow is modeled
through a relation D which denotes the pairs of transitions which obtain and release a
resource, respectively. For a Petri net (N, M) = ((P,T, F), M) with initial marking M,
D C (T x T) is a binary relation over the transitions of N with the following property:

e For each (t1,t2) € D there are states M7, My and firing sequences o1, o5 such that

M ﬂ My and M; 7213 Ms. That is, there must be at least one path through the
net where ¢ precedes to.

Unfolding to IFnet. An IFnet models the interaction of two instances of a Petri net-model.
The two instances are denoted “High” (H) and “Low” (L), expressing the difference in
their security clearances. For a marked Petri net (N, M) = ((P, T, F'), M) and a resource
relation D, the corresponding IFnet is a tuple (P, U Py U Pp, Ty, U Ty, Fr, U Fyg U
Fp, My, + My + Mp) where:

e ((Pp,Tr, Fr), M) corresponds to the net (P, T, F'), M).
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Figure 3: IFnet of the workflow.

((Pyg, Ty, Fy), My) is an equivalent net to ((Pr, Ty, Fr), M) with its elements
renamed for distinction. The function Y1, 7, : T — T’y maps the transitions
from 77, to their counterparts in 7.

e Pp is a set of places which model the blocking of resources. There exists exactly
one p € Pp for each pair (¢g,t1) € D. The function Y p, _,p : Pp — D maps the
places from Pp to the corresponding pair of transitions in 7" (and therewith in 77).

e Mp denotes the initial marking of places Pp. Mp marks each p € Pp with exactly
one token.

e F'p denotes the arcs which connect the places in P to the blocking and releasing
transitions in Ty, and Ty. For each p € Pp with Yp,_,p(p) = (to,t1) it contains
the following arcs:

- (p, to) denotes the blocking of the resource modeled by p through transition .

(t1,p) denotes the release of that resource through transition ;.

(p, Y1, 1y, (to)) denotes the blocking of resource p through the transition in
T’y which corresponds to £.

(Y1, -1y (t1), p) denotes the corresponding release of the resource.

For the Petri net from Figure 2, the resource relation is D = {(Open, Close)}, denoting
that the transition Open blocks a patient record and transition Close releases it. The cor-
responding IFnet is depicted in Figure 3. The upper part of the Figure shows the “High”-
instance of the workflow and the lower part its “Low”-instance. The patient record is
modeled through a token which initially resides in an extra place representing its storage.
Whenever one of the Open transitions fires, the token is consumed and the storage place
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remains empty until the token is returned by the firing of the corresponding Close tran-
sition. Inspection of the IFnet model indicates that the interaction of the two instances
can lead to a violation of the isolation requirement, a fact that is proven by the following
formal verification.

3.2 Static Information Flow Analysis

The possibility of in IF between the “High” and the “Low” instances of the workflow is
assessed according to the BNDC property. Originally defined on a process algebra, it is
defined for Petri nets in [FGF08]. BNDC rules out any information transmission from
the “High” part of a system to its “Low” part. It formalizes information transmission in
a notion of non-interference [GM82]: a Petri net fulfills BNDC if, whatever behavior the
“High” part of the net exhibits, there must be no observable effect on its “Low” part.

The Petri Net Security Checker (PNSC) implements a checking algorithm for BNDC.
Specifically, PNSC verifies the so-called PBNI+ property (Positive Place-Based Non-
Interference) which has been proven to be equivalent to BNDC [BG09]. PBNI+ is checked
using a semi-static analysis, which firstly inspects the Petri net for patterns where “High”
and “Low” parts might interfere and, subsequently, checks whether these patterns are ac-
tive, i.e. if they can be executed.

The analysis of the IFnet from Figure 3 shows that the storage place (labeled Record in
Figure 3) is both an active conflict place and an active causal place. This means that two
types of information flow might exist from the “High” instance to the “Low” instance:

1. Firing of transition Open(H), the patient record is removed from the storage place
and transition Open(L) is blocked until the token is returned. Here, the “High” part
of the net influences the “Low” part as it prevents the transition from firing. There is
an information flow (through a so-called resource exhaustion channel) which allows
the “Low” part to deduce that “High” is currently holding the patient record.

2. Firing of transition Close(H), the token representing the patient record is returned
to its storage place and might be consumed by transition Open(L). Hence, opening
the patient record on the “Low” side requires its preceding return on the “High”
side: this causality reveals to “Low” the fact that “High” has returned the record.

Although rather simple, this case study illustrates the kind of analyses the framework aims
to carry out and the types of information leaks it is able to detect. Current case studies
involve more complex workflow models, thereby showing and justifying extensions from
the core analysis framework. Particularly interesting for the investigation of data leaks in
workflow models is the concept of “swimlane” in BPMN descriptions. Since each swim-
lane characterizes one type of “actor”, e.g. along a sensitive supply-chain, it is relevant
and evident to elucidate in a formal manner what these actors can deduce from the others.
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4 Related Work

The idea of using information flow control for the verification of workflow models is to the
best of our knowledge new. The closest work in this direction is by Hutter and Volkamer.
They present an approach for the secure composition of web services in a service-oriented
architecture based on language-based information flow techniques [HV06]. The majority
of approaches towards workflow security is based on access control models, e.g. [BRV09].
Namiri and Stojanovic propose a pattern-based methodology stipulating the construction
of business processes from recurring patterns that are deemed secure [NSO7]. While this
includes several relevant organizational patterns, such as separation of duties and four-eye
rule, it does not focus on information leaks. The REALM approach envisages the auto-
mated generation of rules for an access control monitor from a high-level specification
language [GLMPOS]. Overall, the goal of these approaches is to provide security guaran-
tees concerning subjects’ data access. They cannot however detect covert-channels as the
one illustrated in the case study.

Considering merely dataflows — an overly simplified form of interference — Knorr presents
an approach for the verification of multi-level security policies, such as Bell-LaPadula, in
workflow models based on Petri nets [KnoO1]. Sun et al. and Trcka et al. propose method-
ologies for the integration of the dataflow perspective into formal workflow models and the
verification for sets of predefined error patterns [SZNS06, TvdAS09]. These approaches
do not allow to detect data leaks happening over covert-channels.

S Summary

This paper presented a framework for the information flow analysis of workflow specifi-
cations and demonstrated its applicability in a case study, where pointers to ongoing and
related work were given. Overall, the static detection of information flows in workflow
models is a novel, promising research direction to ensure formally-founded security guar-
antees for workflows. However, the enhanced expressive power provided by information
flow analysis has a limitation: the interferences detected during the analysis may not nec-
essarily denote an information leak, although they theoretically do so. Hence, obtaining
a fine-grained distinction between leaks and necessary flows is necessary. Here, the use
of security policies as declassification rules [SS05] might provide a way to distinguish
between interferences.

The framework presented in this paper is part of a larger research effort, whose goal is to
provide the fundamental building blocks for the forensic analysis of workflow executions.
In this setting, a forensic reconstruction algorithm is being developed which allows to ex-
tract IFnet models solely from log traces of workflow executions. This allows a posteriori
analysis of workflow executions if no explicit model is present. Other covert-channels
arising from the dynamics of workflow execution, such as timing and the probability dis-
tribution of execution paths, can be detected.
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