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Abstract: There has been significant advancement improvement in the capabilities
of biometrics and data protection technologies in last decade. The significant
reduction in cost, improvements in speed and accuracy has resulted in increased
deployment of such technologies in day-to-day business and public utilities. The
increasing use of biometrics and data protection technologies has also raised
concern on the unethical use of personal information. There are increasing number
of incidents and concerns in the public over the infringement of personal privacy in
China. This paper has investigated such emerging privacy related concerns in the
deployment of biometrics and data protection technologies in China. This paper
also includes a study on public attitudes toward such technologies and attempts to
make comparison with the same in the difference with such emerging concerns in
other developed countries. This paper has developed an online survey to ascertain
people’s understanding on the various aspects of privacy and thus willingness to
tradeoff with the benefits of increased security. The online survey was conducted
in February — March 2012 and revealed great deal of information from the 305
Hong Kong people. We have attempted to analyze the survey results which
illustrate interesting findings on the use of CCTV, biometrics technologies, social
networking, disclosure of personal information and recent (2012) privacy policy
adjustments in popular websites.

1 Introduction

The use of biometrics and social networking technologies has significantly increased
over last few years and have raised high concerns in the unwanted disclosure of personal
privacy. For example, recent news summary titled “Free apps 'can spy on texts and calls":
Smartphone users warned of privacy dangers” published in February 2012 [MAIL12],
discloses how Facebook and Flicker tracked/accessed our contact book list and day-to-
day messages. Some commercial firms and e-business entities share or sell associated
personal identities and pose risks which are not known to the large section of population.
At the same time, there is always some tradeoff between the available privacy and
security offered from the emerging biometrics technologies. Such tradeoff need to be
carefully studied and included in the policy formulation for the regulation of new
technologies. This can ensure that citizens can benefit from the technological
advancements while ensuring reasonable privacy tradeoff for the increased convenience
or security. The dual use of biometrics technologies for any possible medical diagnosis
need to be carefully regulated as such use can generate huge privacy concerns. The
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hospitals typically maintain huge database systems with numerous patients’ personal
confidential data residing inside which often include their medical records and blood
type. Such vital information is potentially attractive in the underground servers as they
can have large commercial/marketing applications. Besides, some tricksters can possibly
make use of such dual use information contents for fraud or to cheat for money.

The notion of personal privacy varies from culture to culture and this could be the
plausible reason for varying privacy protection policies among different geopolitical
regions. Recent survey [SO11] in China suggests that 88.8% of the population have
encountered the problems relating to the personal information disclosure, especially with
the mobile phone number, and 83.2% of them feel that the government should try to
establish laws to protect personal phone number privacy of residents. This suggests that
policy makers in China are yet to be successful in enforcing a specialized law that can
protect residents from increasing incidents of privacy infringements which are now more
frequently reported/shared using popular social networking technologies. Our survey in
this area suggests lack of any systematic study, at least in public domain, that could
compare challenges to the current privacy protection regulations/practices in China with
those in other developed countries. On the other hand, there has been significant
advancement in the development/deployment of biometrics and social networking
technologies in China [KC11], [Woll], i.e., from the largest CCTV network in Beijing
to the use of biometrics technologies at automated border crossings in China.

1.1 Our work

Emerging deployment of biometrics and social networking technologies has posed new
policy related challenges among the stakeholders. In this context, there have been
number of related studies [MT12], [RISE12] and efforts to develop new policies from
the emerging technological challenges, one such example is the new EU framework on
privacy and data protection [EC12]. However there is lack of such studies that could
focus on public attitudes and social concerns on the deployment of emerging
technologies in China. Therefore the key objective of this paper is to study such
emerging challenges in China to ascertain differences and similarities with other
developed countries. Our study is largely based on the survey conducted in China on 305
Hong Kong residents between February — April 2012. This study reveals new insights on
the emerging public attitude towards biometrics, CCTV deployments and importantly
the extent of tradeoff for needed privacy for a better security. Finally, trends and
emerging views on privacy, biometrics security and preferences/selection of modalities
are presented from the survey result analysis.

2 Emerging privacy related challenges

2.1 Privacy related laws and biometrics usage in China

Privacy
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China has largest population of internet users' and very strong social media usage which
outnumber Americans by a ratio of 3-to-1. However, the regulatory guidelines in China
have not yet matured and there is need to provide more comprehensive laws that can
protect residents in China with emerging technologies and dual use of biometrics related
information. In this context, the well known regulatory guidelines have evolved from the
Constitution of the People's Republic of China ("PRC Constitution"), article 38 about
oneself free from defamation and article 40 which is about one’s freedom of
communications and privacy of communication [Fell]. In this context, a new privacy
regulation by the Ministry of Industry and Information Technology of the People's
Republic of China has been recently enacted (15 March 2012). This regulation entitled
Several Provisions on Regulation of the Order of Internet Information Service Market, is
probably first national level regulation that use the definition of user personal
information [HL12]. This “user personal information” will include biometrics
information as it is defined as the information relevant to the users that can ascertain the
identity of the users. This new regulation is expected to provide stronger protection for
the collection/use of sensitive biometrics data. In addition to the development of
regulations and policies, an effective industry oriented self-regulatory mechanism that
can also strengthen the international data sharing/exchange is necessary to benefit from
the emerging biometrics technologies for public good.

Biometrics usage

Various historical accounts suggest that the use of fingerprints in China began during the
third century B. C. as a testament on the official documents [FP12]. The large scale
development and deployment of biometrics technologies in post 9/11 USA has also
raised concerns on individual privacy. In this context, the emerging challenges in China
are quite similar but at slower pace facing the same question: how to strike a balance
between the security and privacy effectively and efficiently? Such challenges can be
possibly met with the development of novel technologies than can ensure such balance
and ensuring that privacy is a mandatory element in the design of emerging technologies.
With respect to the above case, the following questions were included in our survey:

e Nowadays biometrics technology has been used on many areas, but some people
cannot accept all the biometrics access control, please rate your acceptance level
for the following cases; (see [Kul2])

e If you are suggested to use your biometrics information, under which situation or
the area where you feel acceptable?

The objective of above question(s) was to (i) ascertain the acceptance of using
biometrics in different areas; (ii) provide some background to the respondents on the use
of biometrics technologies.

2.2 Recent concerns on privacy related issue %ﬁ?‘ﬁ ﬁ}ﬁ

1) Sina Weibo Privacy Concern weibo.com

Sina Weibo is a famous and popular blogging website besides the Facebook and Twitter
in China. It is in use by well over 30% of internet users. However, this blogging

" According to recent Netpop Research [Wol1] study, China has 411 million broadband users above 13+ years
while 169 million in USA.

271



website/system has reportedly failed to protect users’ personal information and is easily
shared with others [XH11]. Other user’s can read your blogging by “being your fan”.
Then they can see your email address and QQ number in your info page or even know
where you live and work by reading your blogging details and photos, because they can
also determine/identify your place by looking at the photos’ background. Please refer to
[XH11] for details on some real cases. Social networking technologies are increasingly
occupying special role and privileges in our day-to-day life. However, these technologies
and applications need to educate the uses of potential risks. The incident highlighted in
this study/section suggests failure to include privacy-by-design (fail safe) element in the
emerging social media and networking technologies.

2) Privacy Challenge from the use of OR code

The QR code is essentially a 2D bar code and it can store lot of information. This
information can however be easily be read by popular software or mobile phone
applications which can decode such 2D bar code from the images acquired using
(embedded) camera. Residents in China travel in mass around the national day holidays,
mostly using railroads/trains. In such train tickets, at the right bottom corner of the train
ticket, there is a QR code. Once a person picks up the ticket and scans for the QR code
through some mobile phone applications, he/she will know the ticket owners’ ticket
number, train leaving time and ID card number [FS11]. This problem has been widely
reported and can be attributed to the limitations of deployed technology.

3) Taxi Cab Recorders Bring New Privacy Concerns

Recently, 6000 taxies in Nanjing (China) deployed video cameras and sound recorders
inside the passenger taxis. The recorders will run in every second and the cameras can to
take eight pictures per minute. They will be sent to the police database system through
the GPS system. The cameras and recorders originally designed as a safety measure to
protect the taxi driver on work and also ensure rights of passengers during/after travel
[SINA12]. However, such deployment has raised wide awareness and concerns relating
to the personal privacy of the general public. With such widely discussed privacy
implications in our mind, we included following questions in our survey:

e Installing security cameras (CCTV) is now very common in the world, what is
your level of acceptance for the following cases? (Airport, banks, Taxi,
School/workplace apartment’s water/electricity supply system area, Area of
investigation for the acid attacks in Mong Kok [WIKI12], Traffic Red light
intersections);

e Do you feel any uncomfortable or infringing your privacy when you are under
monitoring by security cameras?

e Do you feel more secure with the security camera(s) monitoring?

e What do you think about the number of security cameras in Hong Kong?

The aims of the above questions was to ascertain (i) the level of acceptance in installing
cameras in different areas; (ii) general feelings: whether more secure or uncomfortable
under the monitor or cameras; (iii) change in priority for widely reported acid-attack
incident investigations.
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Table 1: Summary of Recent Incidents of Privacy Related Challenges

Technology Deployment Reference  Benefit Concerns
Biometric fingerprint time [Co012] Verification Biometrics information protection
and attendance system
Social Media [XH11] Entertainment, Personal Privacy
Commutation
QR Code [FS11] Save data Leakage of privacy and information
CCTV inside taxi [SINA12] Security monitoring Privacy Right
3 Survey

3.1 Introduction

The second part of this paper is focused on acquiring the primary source of data by
conducting an online survey. This part included questions like — How much concerns
people in general have on sharing their personal information? What are their concerns
for tradeoff on sharing sensitive biometrics data/privacy to avail better security? There
was a need to firstly design a user friendly survey that can effectively acquire such data
and help us to ascertain the public attitude towards emerging technologies. This survey
result will be helpful in answering such questions.

3.2 Survey design

There were total of 18 questions in the survey and four social issues were included in the
questions: Deployment of security cameras and the biometrics technologies, Social
networking service website, and Google’s new privacy policy. The respondents’
background information is also acquired with respect to their age, gender and education
level. The key motivation in the design of this survey is to ensure user friendliness and
ease in the acquisition of information. Some related and recent news was extracted from
the web and a YouTube video was also included in the questions for two purposes: One
is to make use of the characteristic of online survey, try to add some multimedia element
to enrich the survey questions from traditional boring words. Another purpose is to
provide background information to the respondents in case they do not remember or
suffer from lack of knowledge on specific topic in the survey.

The survey aimed to find out people’s behavior between the privacy and security in
different cases. For easier analysis, some of the answers are group together for example
“1” and “2”, and “4” and “5” as two groups respectively. We also attempted to prevent
redundant answers from the same respondent and the respondents’ IP addresses were
automatically acquired when they submit the survey. This information is used to check
integrity, e.g., if same answers are found from the same IP address, only one record was
kept in our database.

We developed a specialized PHP based user interface [Kul2] and the questions layout

was customized as per our observations and some additional multimedia element such as
YouTube are added in between the questions. Since the mother language of each
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respondent can be different, both Chinese and English versions are set in the survey. The
data generated from the survey is saved and managed by MySQL.

3.3 Survey respondents

The total number of respondents took part in the survey is 305 and all the respondents
are Hong Kong residents. The percentage of female and male are evenly distributed as
~50% (153 Males). Here is table of their age and education level:

Table 2: Age distribution of respondents ~ Table 3: Education level distribution of respondents

Age Number % Education Level Number %

Under 16 5 2 Primary or lower 1 0

16-22 177 58 Secondary 24 8

23-30 88 29 Post-secondary 33 11

31-40 11 4 University degree or 247 81
above

G = > Total 305 100

Above 50 9 3

Total 305 100

4 Survey findings and analysis

1) People prefer to increase the number of CCTV in HK

300 263
u More 250 12 2 15
% 2% cameras 200 181 160
7% 2% 150
39%  mThe number 100 . 70 s 8 5 2
. . 0
is fine 50
0
& - # @ & <&
Less cameras E A T S
52% S
& g & &
o & S >
& & <
No camera W

m Acceptable to install security cameras = Not Aacceptable to install security cameras

Figure 1: Opinion on the number of CCTV in HK (left)
Figure 2: Areas in supporting to have security cameras (right)

This trend in favor of CCTV is an important feedback in that this may help to improve
our city facilities planning in determining and designing the number of cameras in the
public places. Half of the respondents think that the number is sufficient while about
40% of the respondents think that more cameras should be installed.

2) Privacy tradeoff for increased security at workplaces

Most of the respondents agree to have cameras installed in banks and airport. About 65%
of them chose accept to have cameras especially in the case of the cameras installation
for investigation, for example recent acid attacks in Mong Kok [WIKI12]. Yet, the result
also shows the antipathy on cameras installation in taxi and school/workplace. The
trends clearly suggest that most people treat these two areas are quite private. Higher
rejection in schools (as compared to Taxi’s) could possibly due to the fact that
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respondents were largely teenagers. In 2002, the Hong Kong Police planned to equip
CCTV cameras in Lan Kwai Fong for crime prevention and conducted a household
survey [HKUO2]. Therefore the trends suggest that HK people may have accustomed to
have CCTV monitoring to at some specific/popular locations were security concerns are
high due to some accidents. Moreover, there is some concern in the general public about
installing CCTV in public transport such as taxi and MTR trains since 2008. Two voices
are arguing on this issue. The cons side is afraid of being taken exposing photos, wastage
of money and invasion of privacy [WWPO0S8]. However, taxi robbery and number of
indecent cases increase in these years, taxi drivers and claimed for CCTV installation for
personal security purpose [APLO9][MACI1]. In January 2012, the Secretary of
Transport and Housing Bureau (Hong Kong) declared that some buses, trams and MTR
trains have already installed CCTV for security control and monitor purposes [GOV12].
For taxies, the owners can install CCTV without the approval of Transport Department.

3) Fingerprint is the most accepted biometrics modality

Different kinds of biometrics are being used nowadays. In the survey we have chosen the
four most common types of biometrics and asked the respondents’ for their preference.
The results and trends from this survey should not be surprising as fingerprint is
commonly employed in HK border crossings (residents avail the benefits of efficient and
high speed border crossings) and is essential component of mandatory HK ID cards
since 2005. There are high privacy concerns with the DNA as it is well known to provide
most details from human body which may highly be personal.

300 , 255

300 260
o 167 177 250 193 192
138 158
117 200 s
S 9 150
100 63
" 100 g 42 32
50 1
0 0
‘Q\o‘ <« i,@\ d\;‘* Airport  Banksecurity  Public  Govemment  Private
%& @ security transport  building service
o security  security  security
M Acceptable Not Acceptable W Accepted area for biometrics application  # Unacceptable area for biometrics

Figure 3: Acceptance of biometrics technology (left)

Figure 4: Areas in accepting of using biometrics technology (right)

4) Airport and Bank security are the most preferred venues of deploying biometrics
technologies

It can be observed from the figure 4 that the biometrics deployment in airport security
control is the most acceptable venue. In Hong Kong, the government has already
introduced biometrics based E-Channels for airport departure since 2004, people are well
familiar with such practice and avail convenience from the biometrics technology. Next,
the survey suggests that people equally care for their financial security and there is no
suggestion to favor personal privacy here as the bank security is also the most preferred
place for biometrics deployment and ranked in second place. The other three choices:
public transport, government building and private service, are to large extent
unacceptable to the respondents; or to conclude, they are not willing to accept biometrics
usage in such public places. The survey by Unisys in 2010 [EJ10] stated that 73% Hong
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Kong people prefer giving their biometric information to Hospital Authority and
Department of Health while only 34% to the banks. But from our survey, it is suggested
that they have higher confidence and open mindedness to share their biometric
information with the banks because 63% respondents chosen “4” and “5” (acceptable).

5) People’s concern and acceptance on disclosing personal information

The trends here indicate that the respondents’ are rational and pay attention to their
personal information. They will not disclose their information if they do not trust or are
not familiar with the company and when being asked for sensitive information. The
percentage of such resistance slightly decreases if they will receive a gift. Therefore
people can sometimes be greedy in that they will use their information in exchange for
gift and such tradeoff is better illustrated in [Ts11]. Another point people concern about
whether they could be in the status of being anonymous.

300

200

100

0
Dont  Domtwust Don‘tshow Getagiftor  Being Time Ask for Contact
familarwith ~ the theussge  sample  anonymous consuming  serstive  method id
the compary product information  needed

M Not acceptable " Acceptable
Figure 5: Scenarios on preference for sharing personal information

6) Social networking website in our day-to-day life

Nearly all respondents stated that they use or participate in the social networking
websites on the internet, like Facebook or Twitter. These kinds of websites were
introduced about year ago, in 2007, and being used for around 5 years untill now. It is
not difficult to see people are surfing on these websites by Smartphone in the buses or
metro’s (MTR). According to Ketchum’s press released in August 2011, 92% of
Hongkongers surf on Facebook every week and 77% read blogs [KC11]. These results
[KC11] support our survey findings which suggest that the social media is now deeply
engaged to become part of individual’s lifestyle.

3%

8

HYes HMale

ENo

97% Yes No
Options
Figure 6: Use of social networking service website (left)

Number of
respondents
(=]

B Female

Figure 7: Do you upload photos and check-in location on social networking website? (right)

7) Females are more prevalent than males for sharing the photos on social
networking sites

There is an interesting trend for the habit of sharing photos or checking in their current
location on social networking websites. Figure 7 suggests that female gender loves to
upload their photos or locations more than male’s. This implies that female seems to
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have lower sense of privacy concern that they may let others take advantage of own
photos for other purposes as mentioned in the earlier discussion. The trends also suggest
that female is more likely to have the habit of sharing their experience in daily life.

8) Installing Cameras in Taxi’s is Unacceptable

In question 9, one of the cases is about the security cameras to be installed in taxi.
Before the commencement of survey, we expected that this proposal will be more
opposed by female’s in general than males because from the research that some women
in mainland China commented that they are afraid of the camera will take their exposed
photos of events like personal makeup. However the result of this survey suggests that
both male and female are concerned (figure 8) about the privacy when camera installing
inside a taxi. Many of them chose‘2” which means that they are not willing to have
camera installed inside a taxi. There is some minority chose “5” in very willing to install
the cameras, these response may be outliers or from people (like elderly) who have most
concerns about security or health.

9) Preference for Security or Privacy?

Privacy and Security, which one you concern more? Males’ answers are quite evenly
distributed from choices “2” to “6”. On the other hand female here shows a larger
proportion over the answer “5”, that is the preference of having more security. It reflects
that most female feel insecure easily than male and seeks for higher security instead of
worrying for privacy. This finding correlates with the earlier study by the Unisys
Security Index in May 2011 [UNIS11], which also suggested that women are more
concerned about their overall personal safety than males.
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1= Least willing 5= Most willing 1= More Privacy 7= More Security

Figure 8: Level of acceptance if cameras installed inside taxies (left)

Figure 9: Choice between security and privacy (female and male) (right)

10) Personal Privacy is more important for Elderly than Youngsters
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Figure 10: Trends for sharing personal information among different age groups.

Age group of 16-22 and 23-30, 41 -50 and 50 above are combined for easier analysis. In
overall, the elder age group (41-50 above) has a more negative response in answering the
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convenience of disclosing personal information. They often rated “4” and “5” [Kul2]
which means they are unaccepted in some cases while other age groups rated “3”,
neutral only. The elder age group has a higher score and trend than those from other age
groups, which reflects that have higher concerns or better understanding on the possible
misuse of sharing personal information in different domains.

5 Conclusions

This paper has presented a unified study on the privacy related challenges from the
emerging technologies. We also designed and developed an online survey to ascertain
people’s understanding on the various aspects of privacy and their willingness to tradeoff
some privacy with the benefits of increased security. The online survey from 305
participants revealed great deal of information on public attitude towards emerging
biometrics and social networking technologies.

The survey results from the public opinion on the installation of security cameras points
towards the endorsement in the (further) deployments for the CCTV in Hong Kong for
monitoring in facilities like airport, banks and also in some public areas. Figure 1
illustrate that about 40% people are in favor of more cameras for better security
measures while Figure 2 shows the favorable areas where they are willing to have
cameras monitoring. This trend indicates people’s confidence in some of the emerging
technologies and opinion to exploit them for public good and security. The survey trends
for the acceptability of CCTV in Hong Kong” taxi’s are not positive. For most of the
respondents, taxi is regarded as a private place therefore the taxi owners/drivers can seek
for general acceptance or second opinion, before they finally decide to install them or
can explore another alternative to safeguard them. This decision may have some
financial implications it may result in decline in business (income) for taxis as the
passengers might not want to board taxis for privacy concern and prefer alternate mode
of transportation. In this context, it is reasonable to mention that public sensitivities
should not be ignored for better security, especially when preference/business places
have some elements of personal activities. Therefore a formal announcement, proper
public promotion and education is deemed to be more appropriate when/if taxis equip
themselves with CCTV inside.

This survey results also reflects that people in Hong Kong prefer fingerprint as the most
convenient biometric modality followed by the iris. Such opinion possibly reflects the
convenience availed by the Hong Kong residents in the day-to-day practice of using
fingerprint based Hong Kong ID card or e-channel in border crossings. The choice of iris
and face as the preferred biometric modality among large number of residents (figure 3)

% Taxi drivers in the city of oxford (UK) have been told to install CCTV in taxis by 2015 else their license will
be revoked [Tall].
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can be attributed to the failure® of current fingerprint technologies for authentication
among large number of residents (like elderly, manual laborers, etc.). The lack of
privacy concerns in the usage of emerging social networking technologies could possibly
due to the enhanced convenience in instantly sharing the information and also due to the
lack of awareness with the potential security/privacy related hazards [INNO11], [Wo10]-
[Ji10] with the usage of such technologies. Therefore there is pressing need to caution on
the risks bore by users and the service providers, including for the privacy and
biometrics security, while engaging in social networking. The economic well being of
residents/respondents and sense of resulting security can also motivate individuals to
trade-off privacy for better security, especially in areas like banks and airports.
Development of novel biometrics and social networking technologies that can
simultaneously ensure high degree of anonymity [Sh09], accountability and security can
help to address wide range of social concerns in the deployment of emerging
technologies. Early societal intervention in the research and development process can
help to ensure that the developed solutions also embed the solutions resulting from the
negative impacts of the technologies [EC11]. It has often shown that when social factors
are integrated into the design and decision making process, the solutions tends to be long
lasting and cost effective.
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